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Agenda: Risk Based and Effective Security Testing

Tool-centric security testing is not sufficient
• You, not the tool vendor, are accountable for the testing strategy.
• Active threats and legislation mandate risk-based and effective testing
• Justifying your testing strategy is not straight forward

Take ownership of your security testing strategy
• Validating the known is a mechanical process
• Discovering the unknown is a creative process

Vulnerability handling is not just vulnerability fixing
• Reflect on every detected vulnerability and meaningfully improve the SDLC.



Who Am I?

Ruben De Visscher (ruben.devisscher@toreon.com) 

Principal Product Security Consultant @ Toreon

Software Engineer / Architect background (10+ YoE)

Worked on backend of security products

SDLC Training & Coaching (OWASP SAMM)

(Static) AppSec Testing & Vulnerability Handling

@ SME, Government and large enterprises

IEC 62443-4-2: security reqs. for industrial control systems
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You, not the tool vendor, are 
accountable for the testing 
strategy.

• Tools assume a generic security context. 

• Tool vendors want to reduce false 
positives.

• Many tool vendors are not transparent on 
testing coverage and accuracy.

• Many vendors sell “peace of mind” and 
checkbox compliance.



“apply effective and regular tests and reviews of 
the security of the product with digital elements”



Justifying your testing strategy is not straight forward

“Risk-based” “Effective”

High likelihood and/or high 
impact.

“Good enough” precision,
High recall.

Focus on high-risk 
components and threats. 

Testing results in measurable 
SSDLC improvements.

Based on the threat model in 
an intended operational 

environment.
Low cost to business.



Take ownership of your security testing strategy

Validate the 
known, 

mechanically.

Discover the 
unknown, 
creatively.

Continuously 
Improve



Validate the known by mechanically following checklists
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Validating the known is a mechanical process

Security 
Requirements

Threat Models

Secure Coding
Policies

Well-Known 
Attack Methods

Automated 
Security Testing

(Abuse) Test Cases

Architecture & 
Design Reviews



Enforce the rules and cover the basics with automated security testing

Secure Coding
Policies

Well-Known 
Attack Methods

Automated 
Security Testing

Runtime testing to detect 
misconfiguration and hardening issues

Static testing to detect vulnerable code 
early and deterministically.



Only syntactic weaknesses can be effectively tested
with fully automated tools 

Syntactic Weaknesses

Wrong in (almost) every product

Examples:
• Injection issues
• Weak crypto
• Insecure configuration 

(headers, cookie attributes, IaC)
• Secure coding violation

Semantic Weaknesses
Product dependent

Examples:
• Broken access control
• Business logic violations
• Insecure design
• Exposure of sensitive data
• Insufficient logging
• Broken error handling

Off-the-shelf automated security testing
Configure tools to increase effectiveness

Manual test creation / design review
Automate where possible



CWE-78: OS Command Injection
https://cwe.mitre.org/data/definitions/78.html 

Syntactic weaknesses are easy to find with automated tools

https://cwe.mitre.org/data/definitions/78.html


Semantic weaknesses require manual / custom testing

CWE-306: Missing Authentication for Critical Function
https://cwe.mitre.org/data/definitions/306.html 

https://cwe.mitre.org/data/definitions/306.html


Test your tools by introducing the vulnerabilities 
you want to find on purpose

16



Check if your static analysis tool supports these features
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Coverage for all important CWEs on your tech stack

Tracking tainted data across file and function boundaries

Tracking tainted data through execution flow: branches, loops

Built-in support for the framework(s) you are using

Customizable taint sources / sinks / validators / sanitizers

In a mature SDLC: creating fully custom rules



Validating the known is a mechanical process

Security 
Requirements

Threat Models

Secure Coding
Policies

Well-Known 
Attack Methods

Automated 
Security Testing

(Abuse) Test Cases

Architecture & 
Design Reviews



Test cases follow automatically from your requirements

Security 
Requirements

(Abuse) Test Cases



Anti-requirements tell you what the 
application should not do.

“A user must never 
access objects 
belonging to a 

different tenant”

“A user cannot use 
more than 1GB of 
file storage on the 

backend”



List the invariants: properties that should 
always hold.

Information about an object in tenant A is sent to user X only if user X is 
in tenant A

Accessing an object without having permission for that object results 
in HTTP error 404.

The total storage size used by any user is < 1GB



Tenant A

Create test cases that probe the boundaries of your invariants

User X

Tenant B

User Y Object 2

assert (tenant(user) == tenant(object) and status == 200) or status == 404

assert …

assert …

assert (method == POST and status == 403) or storage(user) < 1GB

Object 1000

Object 1



Tenant A

… and/or review that (some) invariants hold by design

User X

Tenant B

User Y

Object 1

Object 2

assert …

assert …

Physical or logical separation



Validating the known is a mechanical process

Security 
Requirements

Threat Models

Secure Coding
Policies

Well-Known 
Attack Methods

Automated 
Security Testing

(Abuse) Test Cases

Architecture & 
Design Reviews



Threat models inform where and how deep to test,
and how to interpret findings!

Threat Models

(Abuse) Test Cases
Automated 

Security Testing Architecture & 
Design Reviews



“Effective testing”? Show that these are covered…

 … to the best of your knowledge.

Security 
Requirements

Threat Models

Secure Coding
Policies

Well-Known 
Attack Methods

Automated 
Security Testing

(Abuse) Test Cases

Architecture & 
Design Reviews



What if these inputs are not used or available?

… then you don’t know what or why you are testing.

Security 
Requirements

Threat Models

Secure Coding
Policies

Well-Known 
Attack Methods

Automated 
Security Testing

(Abuse) Test Cases

Architecture & 
Design Reviews



Discovering the unknown is a creative process

Most SDLC participants are not security experts, resulting in gaps.
• Occasional expert review is needed.
• Review tool capabilities and configuration.

Attackers will be creative and constantly evolve their methods.
• Prioritize based on real world threat intelligence
• Try different tools and techniques
• Perform independent, white box penetration tests

Focus efforts on high risk, high uncertainty components.

Leverage LLMs as a discovery tool, not an assurance tool.



Vulnerability handling 
is not just vulnerability 
fixing.

• Try to find similar issues that 
may have been missed by 
testing process.

• Address the people / process / 
technology root cause of every 
finding, including false positives.

• Analyze metrics that are likely to 
point to underlying causes on a 
larger scale.

• Security testing can be a way of 
bootstrapping other SDLC 
activities in immature teams.

Improve Detection

Prioritize
Prevent &

Reduce Risk

Develop Strategies, 
Prevent,

Demonstrate 
Compliance 

Prevent &
Reduce Risk

Prevent &
Reduce Risk





Pick an important weakness to start with,
and think it through.

Could it affect us? How bad would it be?

How can we (cheaply) mitigate it by design?

How can we detect it as effectively as possible?

WRITE. IT. DOWN.
Security Requirements, Threat Model, 

Secure Coding Standards, Testing Strategy

…rinse and repeat!



Recap: Risk Based and Effective Security Testing

Tool-centric security testing is not sufficient
• You, not the tool vendor, are accountable for the testing strategy.
• Active threats and legislation mandate risk-based and effective testing
• Justifying your testing strategy is not straight forward

Take ownership of your security testing strategy
• Validating the known is a mechanical process
• Discovering the unknown is a creative process

Vulnerability handling is not just vulnerability fixing
• Reflect on every detected vulnerability and meaningfully improve the SDLC.



Contact

Courbevoie 13
1348 Ottignies-Louvain-la-Neuve
Belgique

+32 1 079 00 10

Grotehondstraat 44 1/1
2018 Antwerpen
België

+32 3 369 33 96

toreon

toreon_BEinfo@toreon.com

www.toreon.com
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