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! OAuth 2.1 simplifies OAuth 2.0 into the 
current best practices, but will not 
introduce new features



! OAuth 2.1 can be augmented 
with advanced security features, 
such as PAR and DPoP
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? So what does OAuth do?



1 Give me your email credentials
and I will import your contacts

2 Splendid idea! My credentials are
Philippe and FluffyDog17!

3 Fetch contacts from external service
with username/password

4 Contact data

The user exposes their 
credentials to an external service

Nothing prevents Facebook from doing more 
than just getting your contacts. They have 
the exact same level of access as the user



1 Hey hey, I'm Facebook and I would 
like to get the user's contacts ...

2 Who are you, can you login?

7 Fetch contacts from external 
service with access token

8 Contact data

3 I am Philippe with password FluffyDog17!

4 Facebook would like to 
access your contacts, cool?

5 Yeah sure

6 Here is an access token to get the user's contacts

Email provider

Credentials are no longer shared, 
as the user authenticates directly 

to the provider

THE CONCEPT BEHIND OAUTH

The external service only has access to 
the requested/approved functionality, 

and no longer has access by 
impersonating the user

To make this work, Facebook registers with 
the email provider up front as a client



Can I access an API please?

Request with an access token

Help me out here, 
is this access token valid?

OAuth 2.0

OAuth 2.0

OAuth 2.0



? Third party access is cool, 
but what about enterprise?



Requests with some form of client authentication
(API key, basic Auth, TLS certs, ...)

The APIs need to be aware of all clients and 
the way they authenticate. Additionally, 
the client needs a way to tell the API on 

behalf of what user they are acting. 

APIs become responsible for 
permission mapping, limiting 
what certain clients can do on 

behalf of the user



Can I access an API please?

Request with an access token

Help me out here, 
is this access token valid?

The authorization server handles
client and user authentication. It also limits 

the authority of each client and 
encapsulates this data into an access token

APIs verify the access token to 
identify the client, the associated 

user, and the client's authority



Can I access an API please?

Request with an access token

Help me out here, 
is this access token valid?

OAuth 2.0

OAuth 2.0

OAuth 2.0



? What about OpenID Connect?



Can I access an API please?

Request with an access token

Help me out here, 
is this access token valid?

OAuth 2.0

OAuth 2.0

OAuth 2.0

Authenticate the user for me?

OpenID Connect

OpenID Connect is an authentication 
protocol that uses the same flows as 

OAuth 2.x, but serves a different 
purpose. It relays information about 

the user to the client.



Authenticate the user for me?

OpenID Connect

OpenID Connect can also be used as 
a pure authentication protocol, 

without also asking for access to APIs 
on behalf of a user.

OIDC is the de facto standard for 
Single Sign-On, in a similar way that 

SAML solved the problem before.



Can I access an API please?

Request with an access token

Help me out here, 
is this access token valid?

OAuth 2.0

OAuth 2.0

OAuth 2.0

Authenticate the user for me?

OpenID Connect



TERMINOLOGY

Security Token Service (STS) Authorization Server OpenID Provider

API Resource Server

User Resource Owner End-User

Client Client Relying Party

This course OAuth 2.0 OpenID Connect



THE OAUTH 2.1 FLOW FOR BACKEND CLIENTS



HIGH-LEVEL OVERVIEW OF THE AUTHORIZATION CODE FLOW

1 Frontchannel interactions to obtain an 
authorization code

2 Backchannel interaction to exchange
the authorization code for tokens

3 API access with the
access tokenThe client runs on a backend system



1 I want you to access an API on my behalf

2 Initialize the flow with the STS by 
redirecting the browser

3 Request to the STS to initialize the flow

4 Who are you? Please authenticate to me! 

5 I am Philippe with password FluffyDog17!

6 Good. Now follow this redirect to send the 
authorization code to the application

7 Follow redirect to the callback endpoint

8A server-to-server request to exchange 
the authorization code from step 7

9 The access token representing
the authority to access the API

10 Access API with
access token

THE AUTHORIZATION CODE FLOW FOR BACKEND CLIENTS
PKCE omitted for 
brevity reasons



The authorization request (a redirect to the STS)

1
2
3
4
5
6
7

https://sts.restograde.com/authorize
  ?response_type=code
  &scope=reviews
  &client_id=AB983CEYgx4mdUg3NKNKHjwfNAL5Fb42
  &redirect_uri=https://virtualfoodie.com/callback
  &code_challenge=29K8tipblinCeP … HZ1PqLVxd9s
  &code_challenge_method=S256

Indicates the authorization code flow
We want a token with reviews access

Where the STS should send the code

2 3

The client requesting the token

Flow security feature (PKCE)



! Proof Key for Code Exchange (PKCE) 
helps protect the integrity of 
the Authorization Code flow



1 Request that triggers the initialization of the flow

2 Initialize the flow with the STS by redirecting the browser

3 Request to the STS to initialize the flow

4 Who are you? Please authenticate to me! 

5 I am Philippe with password FluffyDog17!

6 Good. Now follow this redirect back to the application,
so it can extract the authorization code from the URL

7 Follow redirect to the application's callback endpoint

8A server-to-server request to exchange 
the authorization code from step 7

9 Relevant tokens for this
particular use case

10 Handle tokens according
to the use case at hand

THE CONCEPT OF PKCE

The goal of PKCE is to ensure that the client that exchanges the code 
in step 8 is the same client instance that initializes the flow in step 2



1 Request that triggers the initialization of the flow

4 Initialize the flow and include the code challenge

5 Request to the STS to initialize the flow

6 Who are you? Please authenticate to me! 

7 I am Philippe with password FluffyDog17!

9 Good. Now follow this redirect back to the application,
so it can extract the authorization code from the URL

10 Follow redirect to the application's callback endpoint

11Exchange the authorization code from step 10
and include the code verifier

13 Relevant tokens for this
particular use case

14 Handle tokens according
to the use case at hand

THE AUTHORIZATION CODE FLOW WITH PKCE

2Generate a random value (code verifier) and 
associate it with the user's session (e.g., keep in a cookie)

8
Store the code challenge 
along with the 
authorization code

3
Calculate the SHA256 hash 
of the code verifier 
(code challenge)

12

Calculate the SHA256
hash of the code verifier
and compare to the 
stored code challenge



The authorization request (a redirect to the STS)

1
2
3
4
5
6
7

https://sts.restograde.com/authorize
  ?response_type=code
  &scope=openid profile email
  &client_id=FN983CEYgx4mdUg3NKNKHjwfNAL5Fb42
  &redirect_uri=https://restograde.com/callback
  &code_challenge=29K8tipblinCeP … HZ1PqLVxd9s
  &code_challenge_method=S256

The code challenge (hash of code verifier)
The hash function used (for upgradeability)

4 5



The request to exchange the authorization code

1
2
3
4
5
6
7
8

POST /oauth/token

 grant_type=authorization_code
&client_id=FN983CEYgx4mdUg3NKNKHjwfNAL5Fb42
&client_secret=6ODRv0g…OVOSWI
&redirect_uri=https://restograde.com/callback
&code=ySVyktqNkEKJyyIjOKCVwCurNlGoRDcaLYEbW2j5WxZY
&code_verifier=DOHpp1yiK0iElVij … K8HBZBqr75fKPps

11

The code verifier from step 2



PROOF KEY FOR CODE EXCHANGE (PKCE)

• PKCE consists of a code verifier and a code challenge
• The code verifier is a cryptographically secure random string

• Between 43 and 128 characters of this character set: [A-Z] [a-z] [0-9] - . _ ~
• The code challenge is a base64 urlencoded SHA256 hash of the code verifier

• The hash function uniquely connects the code challenge to the code verifier
• The code verifier cannot be derived from the code challenge

• PKCE ensures that the same client intializes and finalizes the flow
• PKCE was originally intended to secure flows of public clients (no client authentication)
• Today, PKCE is a recommended best practice to guarantee flow integrity

• PKCE replaces the OAuth state parameter or OIDC nonce for security



! PKCE is a mandatory security best practice 
for all Authorization Code flows in OAuth 2.1



PKCE in action



OAUTH 2.1 FLOWS FOR USER-SIDE CLIENTS



Access to secure storage areas on 
the device, allowing the client to 

store sensitive tokens securely

The redirect between the 
browser and the app can be 

intercepted by a malicious app

Bundled and deployed on the 
client, so incapable of protecting 

a client secret

Access to a system browser with 
full session support, enabling a 

uniform redirect-based UX



1 Interaction that triggers the flow

4 Request to the STS to init the flow

5 Who are you? Please authenticate to me! 

6 I am Philippe with password FluffyDog17!

8 Good. Now use this redirect to re-open 
the app, giving it the authorizaton code

12 Relevant tokens for this
particular use case

THE AUTHORIZATION CODE FLOW WITH PKCE

2 Generate the PKCE parameters and keep
the code verifier in secure app storage

7
Store the code challenge 
along with the 
authorization code

11

Calculate the SHA256
hash of the code verifier
and compare to the 
stored code challenge

3Start the flow in an 
embedded browser

9 Open the app with the
authorization code

10Exchange code for tokens 
with code verifier



! The current best practice for mobile apps is 
to run an Authorization Code flow in 
an embedded system browser



1 Interaction that triggers the flow

5 Relevant tokens for this
particular use case

THE DEPRECATED RESOURCE OWNER PASSWORD CREDENTIALS FLOW

4Send the user's credentials 
to obtain tokens

2 Sure, give me your credentials

3 I am Philippe with password FluffyDog17!

This scenario was originally 
intended for first party use cases, 
where the client, STS, and APIs all 

belong to the same party

The user no longer authenticates 
to the STS, but provides 

credentials directly to the client

This only works when the user 
authenticates with a password. It 
activaly hinders the adoption of 

MFA and other, more secure 
authentication mechanisms.



! Native user authentication within the app is 
not a recommended best practice (for now)



https://datatracker.ietf.org/doc/draft-ietf-oauth-first-party-apps/



https://datatracker.ietf.org/doc/html/draft-ietf-oauth-attestation-based-client-auth



? What about web frontends as a client?



https://datatracker.ietf.org/doc/html/draft-ietf-oauth-browser-based-apps



THE CONCEPT OF A BACKEND-FOR-FRONTEND (BFF)

Keep track of tokens 
with cookies

1
Run the Authorization Code flow

with client authentication

2 Issue access token and refresh token

3 Proxy API requests with access token 
retrieved from session



https://www.youtube.com/watch?v=S5HV1iPhbT4



! Web frontends should use a BFF, moving 
OAuth responsibilities into a backend client



AUGMENTING THE FLOW SECURITY OF OAUTH 2.1



The authorization request (a redirect to the STS)

1
2
3
4
5
6
7

https://sts.restograde.com/authorize
  ?response_type=code
  &scope=reviews
  &client_id=AB983CEYgx4mdUg3NKNKHjwfNAL5Fb42
  &redirect_uri=https://virtualfoodie.com/callback
  &code_challenge=29K8tipblinCeP … HZ1PqLVxd9s
  &code_challenge_method=S256

Indicates the authorization code flow
We want a token with reviews access

Where the STS should send the code

2 3

The client requesting the token

Flow security feature (PKCE)

This URL cannot ensure the integrity of 
the parameters, nor does it authenticate 

the client that initiated the flow







https://securityblog.omegapoint.se/en/writeup-keycloak-cve-2023-6927/



https://datatracker.ietf.org/doc/html/rfc9126



1 Request that triggers the initialization of the flow

5 Initialize the flow  with the PAR ID

6 Request to the STS with the PAR ID

7 Who are you? Please authenticate to me! 

8 I am Philippe with password FluffyDog17!

9 Good. Now follow this redirect back to the application,
so it can extract the authorization code from the URL

10 Follow redirect to the application's callback endpoint

11Exchange the authorization code from step 10
and include the code verifier

12 Relevant tokens for this
particular use case

13 Handle tokens according
to the use case at hand

THE AUTHORIZATION CODE FLOW WITH PAR

2
Submit the flow configuration using 

a Pushed Authorization Request

3 Validate the PAR request
and generate a unique ID

4 Respond with the unique ID

PKCE omitted for 
brevity reasons



The request to push the data of the authorization request

1
2
3
4
5
6
7
8
9

POST /oauth/par

 response_type=code
&scope=openid profile email
&client_id=FN983CEYgx4mdUg3NKNKHjwfNAL5Fb42
&redirect_uri=https://restograde.com/callback
&code_challenge=29K8tipblinCeP … HZ1PqLVxd9s
&code_challenge_method=S256
&client_secret=6ODRv0g…OVOSWI

2

The STS supports a new PAR endpoint

The client authenticates when using PAR

The configuration of the flow

The STS can now validate the 
flow parameters before the 

actual flow has even started.



The response to the PAR request

1
2
3
4
5

{
  "request_uri": "urn:ietf:params:oauth:request_uri:
                  6esc_11ACC5bwc014ltc14eY22c",
  "expires_in": 60
}

4

The ID for this PAR configuration

The lifetime of this PAR config



The authorization request with the PAR ID (a redirect to the STS)

1
2
3
4

https://sts.restograde.com/authorize
  ?client_id=lY5g0BKB7Mow4yDlb6rdGPsO2i1g7Osv   
  &request_uri=urn:ietf:params:oauth:request_uri:6e11ACC5
               bwc014ltc14eY22c

Indicates the client making the request

The ID provided by the STS in step 4

5 6

The PAR identifier is formatted 
as a URI and refers to a 

configuration that was pushed 
to the STS by the client before 

initializing the flow



PAR in action



! When using PAR, make sure clients are no 
longer allowed to use a regular 
Authorization Code flow



! PAR is an addition to OAuth 2.1
 and is quickly becoming the 
default mode for backend clients



AUGMENTING THE TOKEN SECURITY OF OAUTH 2.1



1 I want you to access an API on my behalf

2 Initialize the flow with the STS by 
redirecting the browser

3 Request to the STS to initialize the flow

4 Who are you? Please authenticate to me! 

5 I am Philippe with password FluffyDog17!

6 Good. Now follow this redirect to send the 
authorization code to the application

7 Follow redirect to the callback endpoint

8A server-to-server request to exchange 
the authorization code from step 7

9 The access token representing
the authority to access the API

10 Access API with
access token

PKCE omitted for 
brevity reasons

Access tokens are often bearer 
tokens, allowing anyone that 
possesses them to use them.



! Proof-of-possession mechanisms transform 
bearer tokens into sender-constrained 
tokens



https://datatracker.ietf.org/doc/html/rfc8705



mTLS is not always practical to use, especially in restricted 
application environments or complex infrastructures

DPoP offers an application-level alternative to enable 
sender-constrained tokens



https://datatracker.ietf.org/doc/html/rfc9449



THE CONCEPT OF DPOP
1Generate a 

public/private key pair

Public key Private key

5 Generate tokens and bind 
them to the public key

2Generate a DPoP proof
with the private key

3 Exchange an authorization code 
along with the proof and public key

6 Respond with tokens

4 Verify that the client 
possesses the private key

8Send request along with 
access token and  DPoP proof

10 Response

9 Verify the DPoP proof and its 
binding to the access token

7Generate a DPoP proof
with the private key

DPoP ensures that only the client 
holding the private key can use the 

access token on API calls



THE CONCEPT OF DPOP
1Generate a 

public/private key pair

Public key Private key

5 Generate tokens and bind 
them to the public key

2Generate a DPoP proof
with the private key

3 Exchange an authorization code 
along with the proof and public key

6 Respond with tokens

4 Verify that the client 
possesses the private key

8Send request along with 
access token and  DPoP proof

10 Response

9 Verify the DPoP proof and its 
binding to the access token

7Generate a DPoP proof
with the private key



The header and payload of the DPoP proof JWT

1
2
3
4
5
6
7
8
9
10
11
12
13
14

// Header
{
  "typ": "dpop+jwt",
  "alg": "ES256",
  "jwk": { ... public key ... }
}

//Payload
{
  "jti": "-BwC3ESc6acc2lTc",
  "htm": "POST",
  "htu": "https://sts.restograde.com/token",
  "iat": 1562262616
}

The token type indicates a JWT DPoP proof

2

The client's public key is part of the header

A unique identifier generated by the client

This DPoP proof is for a token request to the STS

The JWT is signed by the client's private key



THE CONCEPT OF DPOP
1Generate a 

public/private key pair

Public key Private key

5 Generate tokens and bind 
them to the public key

2Generate a DPoP proof
with the private key

6 Respond with tokens

4 Verify that the client 
possesses the private key

8Send request along with 
access token and  DPoP proof

10 Response

9 Verify the DPoP proof and its 
binding to the access token

7Generate a DPoP proof
with the private key

3 Exchange an authorization code 
along with the proof and public key



The token request with the authorization code and DPoP proof

1
2
3
4
5
6
7
8
9

POST /token
Host: sts.restograde.com
DPoP: eyJ0eXAiOiJkcG9 … fbV37xRZT3Lg

 grant_type=authorization_code
&client_id=lY5g0BKB7Mow4yDlb6rdGPsO2i1g7Osv
&redirect_uri=https://app.restograde.com/callback
&code=SplxlOBeZQQYbYS6WxSbIA
&code_verifier=lT5q6nbPQRtdj…~IUdkErVDFG.fF4z7CzCxo

3

The DPoP proof generated in step 2

A traditional request to the token endpoint



THE CONCEPT OF DPOP
1Generate a 

public/private key pair

Public key Private key

5 Generate tokens and bind 
them to the public key

2Generate a DPoP proof
with the private key

3 Exchange an authorization code 
along with the proof and public key

6 Respond with tokens

8Send request along with 
access token and  DPoP proof

10 Response

9 Verify the DPoP proof and its 
binding to the access token

7Generate a DPoP proof
with the private key

4 Verify that the client 
possesses the private key

The STS verifies the 
signature of the DPoP 
proof JWT using the 

embedded public key



THE CONCEPT OF DPOP
1Generate a 

public/private key pair

Public key Private key

2Generate a DPoP proof
with the private key

3 Exchange an authorization code 
along with the proof and public key

6 Respond with tokens

4 Verify that the client 
possesses the private key

8Send request along with 
access token and  DPoP proof

10 Response

9 Verify the DPoP proof and its 
binding to the access token

7Generate a DPoP proof
with the private key

5 Generate tokens and bind 
them to the public key



The generated access token bound to the client's public key

1
2
3
4
5
6
7
8
9
10

{ 
  "iss": "https://sts.restograde.com", 
  "aud": "https://api.restograde.com", 
  "client_id": "lY5g0BKB7Mow4yDlb6rdGPsO2i1g7Osv",
  "sub": "2262430d-c9cb-484f-9770-805893ff9518",
  …
  "cnf": {
    "jkt": "bwcK0esc3ACC3DB2Y … 8o9ltc05O89jdN-dg2"
  }
}

5

The fingerprint of the client's public key

A traditional self-contained access token



THE CONCEPT OF DPOP
1Generate a 

public/private key pair

Public key Private key

5 Generate tokens and bind 
them to the public key

2Generate a DPoP proof
with the private key

3 Exchange an authorization code 
along with the proof and public key

4 Verify that the client 
possesses the private key

8Send request along with 
access token and  DPoP proof

10 Response

9 Verify the DPoP proof and its 
binding to the access token

7Generate a DPoP proof
with the private key

6 Respond with tokens

A traditional token response 
with an access token / refresh 

token / identity token



THE CONCEPT OF DPOP
1Generate a 

public/private key pair

Public key Private key

5 Generate tokens and bind 
them to the public key

2Generate a DPoP proof
with the private key

3 Exchange an authorization code 
along with the proof and public key

6 Respond with tokens

4 Verify that the client 
possesses the private key

8Send request along with 
access token and  DPoP proof

10 Response

9 Verify the DPoP proof and its 
binding to the access token

7Generate a DPoP proof
with the private key



The header and payload of the DPoP proof JWT

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15

// Header
{
  "typ": "dpop+jwt",
  "alg": "ES256",
  "jwk": { ... public key ... }
}

//Payload
{
  "jti": "e1j3V_bKic8-LAEB",
  "htm": "GET",
  "htu": "https://api.restograde.com/reviews",
  "iat": 1562262618
  "ath": "fUHyO2r2Z3DZ…53EsNrWBb0xWXoaN",
}

The token type indicates a JWT DPoP proof

7

The client's public key is part of the header

A unique identifier generated by the client

This DPoP proof is for a GET request to an API endpoint

The JWT is signed by the client's private key

The hash of the access token associated with this proof



8Send request along with 
access token and  DPoP proof

THE CONCEPT OF DPOP
1Generate a 

public/private key pair

Public key Private key

5 Generate tokens and bind 
them to the public key

2Generate a DPoP proof
with the private key

3 Exchange an authorization code 
along with the proof and public key

6 Respond with tokens

4 Verify that the client 
possesses the private key

10 Response

9 Verify the DPoP proof and its 
binding to the access token

7Generate a DPoP proof
with the private key



The request to the API with the access token and DPoP proof JWT

1
2
3
4

GET /reviews
Host: api.restograde.com
Authorization: DPoP eyJ0f37x3LgRZTbV … eRAiOiJkcG9
DPoP: eyJ0eXAiOiJkcG9 … fbV37xRZT3Lg

8

The access token issued by the STS
The DPoP proof JWT generated in step 7

The Authorization header no 
longer carries a bearer token, 

but a DPoP token



THE CONCEPT OF DPOP
1Generate a 

public/private key pair

Public key Private key

5 Generate tokens and bind 
them to the public key

2Generate a DPoP proof
with the private key

3 Exchange an authorization code 
along with the proof and public key

6 Respond with tokens

4 Verify that the client 
possesses the private key

8Send request along with 
access token and  DPoP proof

10 Response

7Generate a DPoP proof
with the private key

9 Verify the DPoP proof and its 
binding to the access token

The API has to perform the following checks:
1. Verify the signature on the DPoP proof JWT

2. Verify that the payload of the DPoP proof 
JWT corresponds to the API call

3. Verify that the access token on the request is 
linked to the public key used to sign the 
DPoP proof JWT



! The API must actively check the absence of 
a cnf claim in bearer tokens!



OAuth 2.1 is like OAuth 2.0, but cleaned up and pretty1

User-facing applications rely on the authorization code flow2

PAR and DPoP are essential mechanisms to increase security3

KEY TAKEAWAYS



Thank you!

https://pragmaticwebsecurity.com

Need training or security guidance?
Reach out to discuss how I can help


