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Information exfiltration in AI/ML





How does memorization happen? 



To better understand, let’s look at „real world“ data



To better understand, let’s look at „real world“ data



Moving from 
single-class to 

multi-class 
exacerbates 

the problem…



It’s mathematically proven that DL models should 
memorize rare examples when presented with 

these distributions.



Information + Learning Theory

Most expected, less information

Least expected, more information

!!!



But it’s not only rare + complex 
examples that create memorization



Overparameterization in deep learning models
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Overparameterization 
and Learning the 
Identify Function

Zhang, Bengio et al., 2020, Identity Crisis: Memorization and Generalization under Extreme Overparameterization



Also common + repeated examples get memorized



Your turn: Try to extract either a 
common or rare example using 

an AI system of your choice



Memorization Testing and Evaluation

Hypothesis

Model that never saw example
Model that was trained on the example
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During Training Indicators (multi-model candidates)

Cross-Entropy 
Loss when 

example is shown

Carlini et al., Membership Inference Attacks From First Principles (2022)



During Training 
Indicators  

(one model)

Pollock et al., Free Record-Level Privacy Risk Evaluation Through Artifact-
Based Methods (2025)



What we’ve learned so far
• Internet and real-world data is messy and uneven in information 

• Information theory and learning theory show us that not all 
pieces of information are equal 

• Memorization can expose legal and privacy problems 

• Rare and complex examples can get memorized 

• So can repeated/common examples when they do not represent 
a „generalizable group“  

• Overparameterization increases memorization  

• We can test for memorization during training and post-training, 
so long as we know the training dataset and can change the 
training process
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Why is this bad for privacy? 

• Overexposed persons and groups 

• Accidentally (or on purpose) replicating 
someone’s work or statements 

• Accidentally (or on purpose) recreating 
someone’s likeness (deep fakes, etc)  

• Lack of transparency on exposure and individual 
privacy risk given how data is collected and used 

• Inability to decide „how you are learned“ or 
evaluate/change your exposure

Your public profile

Who knows what other data? 

How you’ll be inferred  
(by machine and/or persons) 



What can be done? 



Guardrails to catch memorization

Output processing 

LLM Software API to 
User

Input processing

Software API to 
User



Differentially Private Training

Learning Batch Updates
Updates



Compression and/or Pruning

Removing duplicate or unnecessary information

Fine-tuning / Quantization for privacy + utility



Your turn: Try your attack on a smaller 
model.  

Is your success rate different? Why do you 
think that is? 



Yes, I want to 

contribute my data!
Consensual  

data collection

Better models

Better use cases 

Better Data + Informed Consent



Collective or Individual Models

Data Trust Accurate + Fair Computer 
Vision

Community 
Organization

Representative Language 
Model

Your Personal Data Individualized Model



Memorization Defenses

• Guardrails 

• Differential privacy 

• Model fine-tuning, unlearning, quantization, pruning 

• Consensual data collection and risk communication 

• Representative data and model ownership 

• Allowing for individualization 

• Other ideas (or questions?)



Moving outside of the Model:  

What other privacy attacks exist? 





Other than the training data.. what data do we have? 

🦞 „Memory"

Files on the computer

Sessions and History

Prompts

Tools + their outputs



What is at risk for privacy? 

AI Vendor
Agent SW

Tools / Skills / Plugins

Lots of data (sessions, 
memories, files, 
documents, etc) Host Machine



Discuss with your neighbor:  

what could we do to protect 
sensitive, personal and confidential 

data in the Agentic setup? 



How might we better protect the data? 
• Better sandboxing 

• Minimization (pseudonymization, summarization, 
deletion) 

• Using a trusted AI vendor and/or local models  

• Flagging flows using data classification  

• Information classification and basic controls (i.e. 
policy engines) 

• Real-time routing, observability and enforcement 

• Better tests and evaluations 

• … other ideas? 

Public

Purpose-, Role- Based Access

Confidential



Purple Teaming AI Systems

• Regular threat modeling and prioritization 

• Regular red teaming 

• Prioritization of found security and privacy 
problems 

• Prioritization of controls and interventions 

• Automation of found problems (testing, 
evaluations)  

• Defined privacy risk responsibility as part of 
product and system development 

Attack

Defend

Evaluate



AI Data Privacy controls often mirror data maturity.

Data Management / Platform

Data Governance

Data Observability

Advanced Privacy Technology

Automated Data Engineering

Permissions, catalog

Data flows and labels

Real-time oversight

Real-time controls

PETs



Privacy Attacks in AI systems
• AI models create privacy risks for people in the training data. 

• There are ways to assess information leakage of that data during 
and after model training.  

• Using AI models in systems can introduce new privacy risks and 
attack vectors by exploiting language, code or use case-specific 
capabilities.  

• Addressing privacy problems in AI systems has to happen at 
every step along the way (model training, model choice, system 
architecture and design, necessary data, adequate controls and 
observability) and with multidisciplinary stakeholders.  

• Hopefully you feel inspired to learn even more about privacy in AI 
systems, there’s plenty of work to be done! 

Data / Eng
Privacy & Risk Security

Architecture



Thank you!

probablyprivate.com 

Questions? Comments?

kjamistan.com Advisory, Workshops:
Newsletter: 

http://probablyprivate.com
http://kjamistan.com


What can even be unlearned?

(1) a hypothesis class of high 
complexity  

(2) higher sample complexity 
to be learnt relative to 
examples from rest of the 
dataset

Maini et al., Characterizing Datapoints via Second-Split Forgetting, 2022



Building a MIA Discriminator

Training Data 

Subsets / Shards

Shadow Models

Shadow Models

Shadow Models

Discriminator

„in training“  

„out of training“ 



Privacy Attacks: Data Exfiltration

Inpainting Attack 

Carlini et al., Extracting 
Training Data from  
Diffusion Models (2023)
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