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Agenda/Scope

• Design and regulation

• What are dark patterns and perspectives around them?

• Some tools, contributions, methods, and frameworks from dark 
patterns scholarship

• Recent work on wrangling dark patterns in the DSA

• Looking towards dark patterns & AI



Design and Regulation
An increasing regulatory momentum – but why?









https://www.webdesignmuseum.org/web-design-history/geocities-1994



Squarespace, a favorite sponsor of YouTubers. Homepage as of July 16, 2024.



https://www.fastcompany.com/90501691/science-confirms-it-web-sites-really-do-all-look-the-same



https://fortune.com/well/article/screen-time-over-lifespan/  (report conducted on an American sample)



What are dark patterns?



“Sunstein and I stressed that 
the goal of a conscientious 
choice architect is to help 

people make better choices 
“as judged by themselves.” But 
what about activities that are 
essentially nudging for evil? 

This “sludge” just mucks things 
up and makes wise decision-
making and prosocial activity 

more difficult.”



The EU Digital Services Act, Rec. 67 definition of dark patterns:

“practices that materially distort or impair, 
either purposefully or in effect, 

the ability of recipients of the service to make 
autonomous and informed choices or decisions. 

Those practices can be used to persuade 
the recipients of the service to engage in 

unwanted behaviors or into undesired decisions 
which have negative consequences for them” 

(+ examples)

Official Journal of the EU, https://data.consilium.europa.eu/doc/document/ST-9342-2022-INIT/x/pdf. Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on a Single 
Market For Digital Services and amending Directive 2000/31/EC (Digital Services Act)  

https://data.consilium.europa.eu/doc/document/ST-9342-2022-INIT/x/pdf
https://data.consilium.europa.eu/doc/document/ST-9342-2022-INIT/x/pdf
https://data.consilium.europa.eu/doc/document/ST-9342-2022-INIT/x/pdf
https://data.consilium.europa.eu/doc/document/ST-9342-2022-INIT/x/pdf
https://data.consilium.europa.eu/doc/document/ST-9342-2022-INIT/x/pdf
https://data.consilium.europa.eu/doc/document/ST-9342-2022-INIT/x/pdf
https://data.consilium.europa.eu/doc/document/ST-9342-2022-INIT/x/pdf


deceptive.design/types/nagging

Repeatedly requesting a 
recipient of the service to 
make a choice where 
such a choice has 
already been made



deceptive.design/types/fake-scarcity

Deceiving users by 
nudging them into 
decisions on 
transactions



Making cancellation procedure significantly more cumbersome than signing up to it

Gray, Colin M; Mildner, Thomas; Gairola, Ritika. Getting Trapped in Amazon's ``Iliad Flow'': A Foundation for the Temporal 
Analysis of Dark Patterns. ACM CHI ‘25.https://dl.acm.org/doi/pdf/10.1145/3706598.3713828







https://project-disco.org/competition/examining-the-ftcs-hostility-to-common-design-practices/





From the Association of Computing Machinery



Intent or outcome? 
What makes a dark pattern… dark?











A bit of my work 



Screenshots from the VRBO app (left) and mobile browser version (right) as of 07/2020



Screenshots from the VRBO app (left) and mobile browser version (right) as of 07/2020



Screenshots from the VRBO app (left) and mobile browser version (right) as of 07/2020



When dark pattern experiences 
differ, users take on additional 

burdens and risk facing 
unequal, unfair experiences.

XKCD #2432, 03/2021



Modality Device Type

Manufacturer Feature 
Robustness





Scholarly Contributions to Dark Patterns
Ontologies, methods, and engagement with enforcement 



Ontology of Dark Patterns Knowledge

Brignul 2018, 2023
Bösch et al, 2013 
Gray et al., 2018 
Mathur et al., 2019 
Luguri et al. 2021

REGULATORY TAXONOMIES

ACADEMIC TAXONOMIES

Gray, Colin M; Santos, Cristiana; Bielova, Nataliia; Mildner, Thomas. An Ontology of Dark Patterns Knowledge: Foundations, Definitions, 
and a Pathway for Shared Knowledge-Building. ACM CHI 2024. https://dl.acm.org/doi/10.1145/3613904.3642436

https://dl.acm.org/doi/10.1145/3613904.3642436


Ontology of Dark Patterns Knowledge

Gray, Colin M; Santos, Cristiana; Bielova, Nataliia; Mildner, Thomas. An Ontology of Dark Patterns Knowledge: Foundations, Definitions, 
and a Pathway for Shared Knowledge-Building. ACM CHI 2024. https://dl.acm.org/doi/10.1145/3613904.3642436

Brignul 2018, 2023
Bösch et al, 2013 
Gray et al., 2018 
Mathur et al., 2019 
Luguri et al. 2021

REGULATORY TAXONOMIES

ACADEMIC TAXONOMIES ‘Auto-play’ uses Attention Capture as a type of 
Forced Action to automatically play new video after 
an existing video has completed. As a result, the user 
may lose control over their viewing experience, 
leading them to watch more content than they 
intended or result in them watching content that is 
unexpected or harmful.

https://dl.acm.org/doi/10.1145/3613904.3642436


https://ontology.darkpatternsresearchandimpact.com/wp-content/uploads/2024/05/2024_Grayetal_CHI_OntologyReferenceSheet.pdf



Expert testimony and consultation 



Temporal Analysis of Dark Patterns



TADP



TADP



An interdisciplinary meta







EU Digital Services Act (DSA)
Article 25

Online interface design and organisation

1. Providers of online platforms shall not design, organise or operate their online interfaces in a way that 
deceives or manipulates the recipients of their service or in a way that otherwise materially distorts or 
impairs the ability of the recipients of their service to make free and informed decisions.

2. …

Which Online Platforms and Dark Patterns Should Be Regulated under Article 25 of the DSA? Cristiana Santos, Nataliia Bielova, Sanju Ahuja, Christine Utz, 
Colin M. Gray, Gilles Mertens. https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4899559 

• These legal provisions explicitly protect user autonomy.

• They prohibit three types of autonomy violations

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4899559


Autonomy violation types covered under DSA Article 25

Intended to create a perception 
that does not correspond to 
reality, induces false beliefs 

Countdown Timers
use Urgency as a type of Social Engineering to indicate 
that a deal or discount will expire by displaying a 
countdown clock or timer, even though the clock or timer 
is completely fake, disappears, or resets automatically. 
As a result, the user may feel undue urgency and 
purchasing pressure, leading to their uninformed 
purchase of a product or service.

Which Online Platforms and Dark Patterns Should Be Regulated under Article 25 of the DSA? Cristiana Santos, Nataliia Bielova, Sanju Ahuja, Christine Utz, 
Colin M. Gray, Gilles Mertens. https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4899559 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4899559


▪ Intended to have a steering effect on 
the user’s choices and decisions in a 
certain direction (no coercion)

▪ Manipulation causes an individual “to 
act for reasons [they] can’t 
recognize”

Autonomy violation types covered under DSA Article 25

Shaming/Confirmshaming
uses Shaming as a type of Social Engineering to frame 
opt-in/opt-out decisions with emotional language or 
imagery that relies upon shame or guilt. 
As a result, the user may be convinced to change their 
goal due to the emotionally manipulative tactics, resulting 
in being steered away from making a choice that 
matched their initial goal.

Which Online Platforms and Dark Patterns Should Be Regulated under Article 25 of the DSA? Cristiana Santos, Nataliia Bielova, Sanju Ahuja, Christine Utz, 
Colin M. Gray, Gilles Mertens. https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4899559 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4899559


Autonomy violation types covered under DSA Article 25

▪ Intended to have a forcing or coercive 
effect on the user’s actions; or are 
prevented from taking an action that they 
willingly want to take.

▪ Users act unwillingly for reasons they can 
recognize; 

▪ Broader influence on user’s autonomy: 
neither deceptive or manipulative

Nagging
subverts the user’s expectation that they have 
rational control over interactions made with a 
system, instead distracting the user from a 
desired task to induce a different action or 
decision that the user does not want to make, 
by repeatedly interrupting normal interactions

Which Online Platforms and Dark Patterns Should Be Regulated under Article 25 of the DSA? Cristiana Santos, Nataliia Bielova, Sanju Ahuja, Christine Utz, 
Colin M. Gray, Gilles Mertens. https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4899559 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4899559


A translatory framework to reason about each dark pattern, 
associated DSA autonomy violations, 

and contributing design factors



Dark Patterns and e EU Digital Services Act: Mapping Autonomy Violations and Design Factors. Sanju Ahuja, Johanna Gunawan, Nataliia Bielova, 
Cristiana Teixeira Santos. ACM CHI’26. https://hal.science/hal-05301214 

https://hal.science/hal-05301214
https://hal.science/hal-05301214
https://hal.science/hal-05301214


Assigning autonomy violations to dark patterns

High-level Patterns      Meso-level Patterns                            Low-level Patterns

{}:  Additional violation types that may appear conditionally or contextually 
with that pattern, rather than consistently.

Dark Patterns and the EU Digital Services Act: Mapping Autonomy Violations and Design Factors. Sanju Ahuja, Johanna Gunawan, Nataliia Bielova, 
Cristiana Teixeira Santos. ACM CHI’26. https://hal.science/hal-05301214 

https://hal.science/hal-05301214
https://hal.science/hal-05301214
https://hal.science/hal-05301214


Single autonomy violations

‘False Hierarchy’ gives one or more options visual or 
interactive prominence over others, particularly where items 
should be in parallel rather than hierarchical. As a result, the 
user may misunderstand or be unable to accurately 
compare their options, making a selection based on a false 
or incomplete choice architecture

▪ Steers users towards more 
prominent choices and away 
from less prominent choices 

Dark Patterns and the EU Digital Services Act: Mapping Autonomy Violations and Design Factors. Sanju Ahuja, Johanna Gunawan, Nataliia Bielova, 
Cristiana Teixeira Santos. ACM CHI’26. https://hal.science/hal-05301214 

https://hal.science/hal-05301214
https://hal.science/hal-05301214
https://hal.science/hal-05301214


Multiple autonomy violations in one dark pattern

• ‘Auto-play’ automatically plays new video 
after an existing video has completed. As a 
result, the user may lose control over their 
viewing experience, leading them to watch 
more content than they intended.

▪ once a new video has started playing, a user 
is tempted or steered to continue watching 
this content, even if they can turn it off

▪ users may be forced to watch more 
content by default if auto-play features 
cannot feasibly be turned off

{ }



Design factors for empirical examination of 
autonomy loss
▪ We identify 8 key design factors – aspects of a design that can help reason about why 

a certain design practice constitutes an autonomy violation
✓ (Reasoned through for low-level patterns, which further articulate means of execution)

Dark Patterns and the EU Digital Services Act: Mapping Autonomy Violations and Design Factors. Sanju Ahuja, Johanna Gunawan, Nataliia Bielova, 
Cristiana Teixeira Santos. ACM CHI’26. https://hal.science/hal-05301214 

https://hal.science/hal-05301214
https://hal.science/hal-05301214
https://hal.science/hal-05301214


Design factors in a single-violation dark pattern

‘False Hierarchy’ gives one or more options visual or interactive 
prominence over others, particularly where items should be in 
parallel rather than hierarchical. As a result, the user may 
misunderstand or be unable to accurately compare their options, 
making a selection based on a false or incomplete choice 
architecture

Choice Presentation in this pattern imbalances 
how choices feel and appear to users, steering 
users towards prominent options

Dark Patterns and the EU Digital Services Act: Mapping Autonomy Violations and Design Factors
Sanju Ahuja, Johanna Gunawan, Cristiana Santos, Nataliia Bielova. ACM Conference on Human-Computer Interaction (CHI), 2026.



Design factors in a multiple-violation dark pattern

‘Auto-play’ automatically plays new video 
after an existing video has completed. 
As a result, the user may lose control 
over their viewing experience, leading 
them to watch more content than they 
intended.

Choice Simplification in this pattern steers uses 
towards continuing to watch auto-queued videos, 
in turn reducing friction in the video playing 
experience in order to subvert rational 
deliberation over time spent

Distortion/impairment violations also arise when 
it is impossible or unavailable (Choice 
Availability) or unreasonably effortful (Choice 
Effort) to turn off auto-play features

{ }



Utilizing the codebook
At the meso- level:

At the low level:

Dark Patterns and the EU Digital Services Act: Mapping Autonomy Violations and Design Factors. Sanju Ahuja, Johanna Gunawan, Nataliia Bielova, 
Cristiana Teixeira Santos. ACM CHI’26. https://hal.science/hal-05301214 

https://hal.science/hal-05301214
https://hal.science/hal-05301214
https://hal.science/hal-05301214


Framework extensibility

‘Neverending Auto-play’: A new video is 
automatically played when the current 
one finishes. There is never a point for 
the user to stop and reflect, and the 
option to turn off autoplay is hidden or 
non-existent.



Implications for the DSA
▪ Multiple violations may compound autonomy loss, increasing systemic risk and 

potentially amplifying harms. Direct relevance to obligations of VLOPs and 
VLOSEs (DSA Articles 34-35):
• Risk assessments must account for aggregated violations
• Mitigation must address cumulative effects

• Contributes to a compliance-by-design approach through our framework’s 
systematic identification of such practices, for application of Article 25 and 
beyond: 
• User complaints (Art 20)
• Notice and action mechanisms (Art 16)
• Advertising transparency (Art 26)
• Recommendation systems (Arts 27 and 38)
• Minor rights (Art 28)

• Sharing results with national DSA regulators: 
• Norwegian Media regulator, Irish CNAM, French ARCOM ++ e-Enforcement Academy

Dark Patterns and the EU Digital Services Act: Mapping Autonomy Violations and Design Factors. Sanju Ahuja, Johanna Gunawan, Nataliia Bielova, 
Cristiana Teixeira Santos. ACM CHI’26. https://hal.science/hal-05301214 

https://hal.science/hal-05301214
https://hal.science/hal-05301214
https://hal.science/hal-05301214


Dark Patterns and AI
(Mostly LLMs) -- AI as victim, AI as threat, AI as detection tool, AI as as the 
interaction medium itself 





https://cdt.org/insights/dark-patterns-in-ai-chatbots-a-taxonomy-to-inform-better-design/



https://cdt.org/insights/dark-patterns-in-ai-chatbots-a-taxonomy-to-inform-better-design/



https://cdt.org/insights/dark-patterns-in-ai-chatbots-a-taxonomy-to-inform-better-design/





Agents and existing dark patterns

• Can agents be ‘dark-pattern-ed’? 







Thank you! 
johanna.gunawan@maastrichtuniversity.nl

(Also open to collaboration! Recent early work on OAuth + dark patterns, 
design + privacy implications, front+backend empirical projects)

mailto:johanna.gunawan@maastrichtuniversity.nl
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