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About me

› PhD student at DistriNet, KU Leuven

› Background in CS

› LLM in IT law

› Research interests:
• Online tracking

• Privacy attacks and data leaks

• Privacy and data protection law
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“If you’re not paying for the product, 
then you are the product.”
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https://www.forbes.com/sites/kashmirhill/2012/02/16/how-target-figu
red-out-a-teen-girl-was-pregnant-before-her-father-did/



Smart billboards

› Based on cell data

› Age

› Gender

› Race

› Credit scores

› Lifestyle preference
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https://www.theverge.com/2020/8/10/21361734/clear-channel-billboards-privacy-ad-tracking-europe



In-game targeted advertisement

6Source: https://www.bidstack.com/discover-in-game-advertising/
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Trilateration: Proximity Oracle
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Adversaries can have diverse malicious intentions
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Risks

› Discrimination

› Mass surveillance

› Exploitation

› Manipulation

› Security e.g., impersonation, identity theft
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Web tracking methods



Online tracking
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User

Web page Browser

Cookie › Session cookies
• Essential
• First-party
• Provide functionality

› Tracking cookies
• Unique identifier

• Can be first-party of 
third-party

(name,value,domain)



Third-party tracking

13

www.website1.com

1

2
3

4

Set-cookie: id=123

www.tracker.com

www.website2.com

5
6

7
cookie:  id=123

.tracker.com: id=123
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Source: https://whotracks.me/trackers.html
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https://almanac.httparchive.org/en/2024/privacy



Google FLOC/ Privacy sandbox - 2019

› Phase out third-party cookies

› Federated Learning of Cohorts
• Group with similar browsing history

• No individual identification

• But vulnerable to fingerprinting!¹

› Replaced by Topics API²

16

¹https://www.eff.org/deeplinks/2021/03/googles-floc-terrible-idea
²https://www.theverge.com/2022/1/25/22900567/google-floc-abandon-topics-api-cookies-tracking
https://blog.google/products/chrome/building-a-more-private-web/

https://www.theverge.com/2022/1/25/22900567/google-floc-abandon-topics-api-cookies-tracking


Further development of privacy sandbox
›

17https://privacysandbox.com/news/privacy-sandbox-update/



Further development of privacy sandbox
›

18https://privacysandbox.com/news/privacy-sandbox-next-steps/



SOP

19Source: https://secops.one/2020/08/08/10-same-origin-policy-and-cross-origin-resource-sharing/

• Security measure

• Prevent resource 

access by third 

parties

• Limits first-party 

tracking



Tracking with first-party cookies
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Chen, Quan, et al. "Cookie swap party: Abusing first-party cookies for web tracking."



Cookie Respawning

21
Fouad, Imane, et al. "My Cookie is a phoenix: detection, measurement, and lawfulness of cookie respawning with 
browser fingerprinting."



Cookie syncing

› Share identifier with other third parties

› Bypasses SOP
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Tracking with first-party cookies
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Chen, Quan, et al. "Cookie swap party: Abusing first-party cookies for web tracking."



› Stateful vs stateless tracking
› Mainly: fingerprinting

• Identification of user based on properties 
› ID-based tracking (PII of the user)
› No storage => hard to get rid of
› Technical properties are very hard to spoof
› Stealthy
› Different types of fingerprinting

Cross-site tracking
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Browser Fingerprinting
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› User agent, browser plugins, fonts, software versions, JS…

› 10.18% websites in 2021

› https://www.amiunique.org/



26



27



Panopticlick

› Sample of 470000 browsers

› at best only one in 286,777 other 

browsers will share fingerprint

› 94.2% exhibited instantaneously

unique fingerprints with Java or Flash

› https://coveryourtracks.eff.org/
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Canvas fingerprinting

› Invisible

› Based on graphical properties of the system
• Canvas, WebGL

› One sentence is sufficient
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Canvas fingerprinting

31Source: Pixel Perfect: Fingerprinting Canvas in HTML5
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Pixels

● Invisible 1x1 px images
● 94% websites



Email tracking
› Third parties

› 70% of them tracking

› Pixels 

› Email leaks in 30% emails
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The targeted advertising landscape
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Actors
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Actors
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RTB

› Supply-side platforms (SSPs)
• Used by publishers/websites

› Demand-side platforms (DSPs)
• Used by advertisers

› Data management platforms (DMPs)
• Optimize and organize ads with user data
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Data brokers

› Specialize in collecting and 

selling personal data

› Interact with DMPs

› Scraping public data
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The price of personal data

› Age, gender, location 
• 0.05 cent

› Buying a car
• 0.21 cent

› Pregnant
• 11 cent

› Health data
• 26 cent

41
Source: Financial worth of data comes in at under a penny a piece
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Profile segments

› Age
› Religious Affiliation
› Technology Interest
› Expectant or New Parent
› Gender
› Political Affiliation
› Social Media Usage
› Real Property Attributes
› Height
› Household Income
› Vehicle Ownership
› New Mover/Renter/Owner
› Weight
› Net Worth
› Credit Card Usage
› Discount Shopper
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› Race
› Marital Status
› Vacation Habits
› High-End Shopper
› Ethnicity
› Biker
› Cholesterol Focus
› Home Loan Type
› Occupation
› Presence of Children
› Guns and Ammunition Purchases
› Home Ownership Status
› Buy Disability Insurance
› Lenses or Contacts
› Brand Medication Conscious

› Diabetes Interest
› Investment Habits
› Soon-to-be High School Graduates
› School-aged Children
› Smoker in Household
› Gambling

Source: FTC: Data Brokers A Call for Transparency and Accountability
https://www.ftc.gov/system/files/documents/reports/data-brokers-call-transparency-accountability-report-federal-trade-commission-may-2
014/140527databrokerreport.pdf#page=43



Data brokers specialize in political advertising

44Source: https://web.archive.org/web/20200117150521/http://www.oracle.com/us/solutions/cloud/data-directory-2810741.pdf
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Ad retargeting

› Pixel-based

› Can be cross-device

› Ultrasonic tracking

› E.g. ads on TV
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Motion and eyeball tracking

48Source: https://www.vice.com/en/article/akvnba/moviepass-20-wants-to-track-your-eyeballs-to-make-sure-you-watch-ads



Tracking is not only on the web!

49Source:https://foundation.mozilla.org/en/privacynotincluded/articles/what-data-does-my-car-collect-about-me-and-where-does
-it-go/



Defenses: technical



In-browser protection

› Depends on the browser
• Popular browsers vs. privacy-by-design browsers

• Opt-in vs. opt-out

• Tracker list used
• E.g. easylist

• /ads/serve?

• ||bet365.com/favicon.ico$third-party

• ||bannertrack.net^$~script
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http://bet365.com/favicon.ico$third-party
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Safari Intelligent Tracking Prevention

› 3rd party cookies are restricted

› 1st party cookies automatically deleted after 7 days when 

no interaction
• Set to 24 hours for trackers

› Storage partitioning

› Referrer header
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CHIPS

› Separate cookie jar per top level
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https://developers.google.com/privacy-sandbox/cookies/chips



Brave Shields

› Cookie partitioning

› Storage partitioning

› 1st-party cookies expire in 7 days

› Removes tracking parameters from URLs

› Add noise for canvas fingerprinting
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56https://www.cookiestatus.com/



Browser extensions

› Block requests to trackers

›

• Not only trackers are blocked, also ads, malicious content etc.

› Limitations
• Need to be maintained

• Whitelisting

• Can be circumvented
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58https://www.theverge.com/2015/2/2/7963577/google-ads-get-through-adblock
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https://adblockplus.org/acceptable-ads#criteria



Fingerprinting

› Blocking all API calls?
› Introduce noise

• Canvas Blocker extension¹
› Only use “Canvas-safe” fonts
› Require permission for the extraction of pixels
› Blocking known fingerprinting scripts
› AI-based blocking

• FP-Inspector²

60¹https://chromewebstore.google.com/detail/canvas-blocker-fingerprin/nomnklagbgmgghhjidfhnoelnjfndfpd
²https://github.com/uiowa-irl/FP-Inspector

https://chromewebstore.google.com/detail/canvas-blocker-fingerprin/nomnklagbgmgghhjidfhnoelnjfndfpd
https://github.com/uiowa-irl/FP-Inspector


Browser policies to improve privacy

› User-agent client hints
• Low entropy <-> high entropy

61

Mozilla/5.0 (Windows NT 10.0; Win64; x64) 
AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/92.0.4515.107 Safari/537.36



Browser policies to improve privacy

› User-agent client hints

› Referrer policy
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Advanced evasion techniques



Third-party tracking
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www.website1.com

1

2

www.tracker.com

Browser extensions Browser built-in protections



DNS
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DNS resolver

QUERY
facebook.com

A: 192.0.2.23

facebook.comfacebook.com



DNS
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DNS resolver

QUERY
fb.com

CNAME: facebook.com

facebook.comfb.com

QUERY
facebook.com

A: 192.0.2.23
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CNAME-based tracking Third-party tracking

example.com
tracker.com



CNAME tracking: 10% popular websites
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CNAME tracking

69Source: Web Almanac 2024, to be published on 1st of November 2024



Countermeasures

› DNS-level blocking

70

› Limited cookie lifetime



Bounce tracking

› Evasion of third-party cookie restrictions

› Unpartitioned third-party cookie is set

› Redirect back to original site

71



Bounce tracking

› Evasion of third-party cookie restrictions

› Unpartitioned third-party cookie is set

› Redirect back to original site

› OR when the user clicks on a link

72



Bounce tracking

73Source: Web Almanac 2024, to be published on 1st of November 2024



Bounce tracking: Defenses

› Brave: ephemeral storage for known trackers

› Firefox: delete storage for trackers

› Safari: cap cookie lifetime

74
https://brave.com/privacy-updates/16-unlinkable-bouncing/
https://developer.mozilla.org/en-US/docs/Web/Privacy/Redirect_tracking_protection
https://webkit.org/blog/8311/intelligent-tracking-prevention-2-0/

https://brave.com/privacy-updates/16-unlinkable-bouncing/
https://developer.mozilla.org/en-US/docs/Web/Privacy/Redirect_tracking_protection


Server-side tracking
›

75The Devil is in the Details: Detection, Measurement and Lawfulness of Server-Side Tracking on the Web



Server-side tagging

› + single connection to tracking server

› + developer has control

› - transparency!
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Conclusion: we need PETS?
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Conclusion: we need PETS?

Yes, 

BUT
78



Contextual advertising

79https://blog.atinternet.com/en/ster-boosting-data-driven-advertising/



Contextual advertising
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https://www.grandviewresearch.com/industry-analysis/contextual-advertising-market-report



Alternative advertising models

› Centralized sharing of personal data

› Only interests/profile shared with third parties

› PII remains client-side

› Privacy-preserving targeted advertising

› But what about combinations of interests?
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Topics API
› 5 topics per user updated weekly

› Coarsely grained topics

82https://developer.chrome.com/docs/privacy-sandbox/topics/overview/



Privacy signals

› Do Not Track (DNT)
• HTTP request header

› Must be implemented by client and data processors
› Global Privacy Control (GPC)

• CCPA
› Transparency and Consent Framework (TCF)

• IAB Europe
• “GDPR solution”
• Communicate cookie preferences to cookie banners

83



Defenses: legal



The shortcomings of tracker-blocking tools

85

› Circumvention

› Alternative tracking methods

› Whitelisting

› At the expense of usability

› Inefficient (performance)

› Burden falls upon the user

• ≠ privacy by design



Privacy is a fundamental human right
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European privacy and data protection law
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› GDPR

› ePrivacy directive

› DSA/DMA

› (soon) ePrivacy regulation



GDPR basics

› What?
• Data relating to a identifiable person

• Name, email, biometric data…
• Online identifier, IP address, location data…

› Who?
• Processors and controller of personal data in the EU
• Companies
• Government
• NOT LIAs
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GDPR basics
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Art 6 GDPR: Lawfulness of processing
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Article 7
Conditions for consent

1. Where processing is based on consent, the controller shall be able to demonstrate that the data subject has

consented to processing of his or her personal data.

2. If the data subject's consent is given in the context of a written declaration which also concerns other matters, the

request for consent shall be presented in a manner which is clearly distinguishable from the other matters, in an

intelligible and easily accessible form, using clear and plain language. Any part of such a declaration which 
constitutes

an infringement of this Regulation shall not be binding.

3. The data subject shall have the right to withdraw his or her consent at any time. The withdrawal of consent shall

not affect the lawfulness of processing based on consent before its withdrawal. Prior to giving consent, the data 
subject

shall be informed thereof. It shall be as easy to withdraw as to give consent.
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What does GDPR say about online tracking?

› Article 6 (1) b GDPR cannot provide a lawful basis for online advertising 

simply because such advertising indirectly funds the provision of their service

› WP29 has previously considered that it would be difficult for controllers to 
justify using legitimate interests as a legal basis for intrusive profiling and 
tracking practices for marketing or advertising purposes, for example those 

that involve tracking individuals across multiple websites, locations, devices, 

services or data-brokering

92

Guidelines 8/2020 on the targeting of social media users, EDPB



What does GDPR say about online tracking?

› As a general rule, processing of personal data for behavioural advertising is 
not necessary for the performance of a contract for online services

› in line with ePrivacy requirements [...] controllers must obtain data subjects’ prior 

consent to place the cookies necessary to engage in behavioural advertising.

93

Guidelines 2/2019 on the processing of personal data under Article 6(1)(b) GDPR in the context of the provision of online services to data subjects



ePrivacy directive (cookie law)

› Art. 5(3): confidentiality of communication
Member States shall ensure that the storing of information, or the

gaining of access to information already stored, in the terminal

equipment of a subscriber or user is only allowed on condition that

the subscriber or user concerned has given his or her consent, having

been provided with clear and comprehensive information, in accordance

with Directive 95/46/EC, inter alia, about the purposes of the

processing. This shall not prevent any technical storage or access for

the sole purpose of carrying out the transmission of a communication

over an electronic communications network, or as strictly necessary in

order for the provider of an information society service explicitly

requested by the subscriber or user to provide the service.

94



› Contractual legal basis used for targeted ads

› Case started in 2018 by NOYB

95

https://iapp.org/news/a/irish-dpc-fines-meta-390m-euros-over-legal-basis-for-personalized-ads/
https://www.bleepingcomputer.com/news/technology/facebook-behavioral-ads-banned-by-norwegian-privacy-watchdog/

https://iapp.org/news/a/irish-dpc-fines-meta-390m-euros-over-legal-basis-for-personalized-ads/
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2015 2017 2018 2022



Methodology
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› 43 experiments
• Facebook users
• Non-users
• Opt-out

› Manual and automatic
› Facebook website and 

pages with Facebook 
products



Facebook resources (with prior visit to Facebook)
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2015 2017 2018 2022

Name Sample Value Description Expires

datr jicEVbqr3GxEtizEbP6XEG_c Browser ID and Timestamp 2 years Yes

sb XMgoWzNEI74CKz6iY4CnPHz_ Browser ID and Timestamp 2 years Yes

fr* 0cNtEQmkTRNhtsaJb.. 
BbNGpB.YH.AAA.0.0. 
BbNGpB.AWWeyC_T

Advertising 90 days Yes

* Only upon consent

SameSite=None
Identifier 
cookie sent to 
Facebook?



Cookie banner
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Cookie banner
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Cookie banner

101
https://www.cnil.fr/en/cookies-closure-injunction-issued-against-facebook



Cookie banner
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Cookie banner
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Violations

› Falsely advertised 

purpose of cookie

› 94.7% websites at 

least one violation

105Automating Cookie Consent and GDPR Violation Detection, Bollinger et.al., USENIX 2022

http://et.al


Bouhoula, Ahmed, et al. "Automated Large-Scale Analysis of Cookie Notice Compliance." 33rd USENIX Security 
Symposium (USENIX Security 24). 2024.
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Rejecting Consent

› 19.87% websites make it hard to reject

› 20.5% require more effort than accept

› 57.5% do not delete cookies after revocation

Need for consent standardization

110

Kancherla, Gayatri Priyadarsini, et al. "Johnny Can't Revoke Consent Either: Measuring Compliance of Consent Revocation on 
the Web."



DSA

› General ban on targeted advertising?
› Ban on targeted advertising based on sensitive data

• Religion, political beliefs, health, sexual orientation…
› Ban on targeted advertising for children
› Transparency requirements

• Advertiser
• Parameters used for ad

› Ban on dark patterns

111



ePrivacy regulation (soon?)

› “where technically possible and feasible [...] consent may be 

expressed by using the appropriate technical settings of a 

software application” -> in the browser
• Consent is enforced

• Unambiguous

• No dark patterns

› Privacy signal

112



Pay or consent
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Pay or consent
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115https://gdpr-text.com
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https://gdprhub.eu/index.php?title=Advanced_Search



Takeaways

› Risks of online tracking and profiling

› Tracking practices are changing and adapting

› Need for standardization and enforcement

› Privacy by design
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