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Threat Modeling

What do you want to protect?

Who do you want to protect it from?

How likely is it that you will need to protect it?

How bad are the consequences if you fail?

How much trouble are you willing to go through in order to prevent these 
consequences?



What is 
tech-enabled 

intimate 
partner 
abuse?



What is 
stalkerware?







1. Abuser downloads APK from stalkerware 
website

2. Abuser gets physical access to phone 
3. Abuser installs stalkerware
4. Abuser follows instructions to delete tracks
5. Abuser pays stalkerware company $
6. Abuser logs into web portal to view data



Kaspersky
stalkerware alert







1. Abuser purchases license for stalkerware
2. Abuser enters target’s AppleID and password 

into stalkerware website
3. Stalkerware company uses credentials to login 

to target’s account and downloads data from 
iCloud backups of devices

4. Abuser logs into stalkerware web portal to 
view data, which is updated with every iCloud 
backup



          ADDING LOCKS TO THE CLOUD...



               Cloudy with a chance of fraud





Apple writes a manual:

Device and Data Access When Personal Safety is At Risk:

<https://manuals.info.apple.com/MANUALS/1000/MA1976/en_US/device-and-
data-access-when-personal-safety-is-at-risk.pdf>









































PEOPLE ARE MORE IMPORTANT THAN THINGS



CARS

A sneak peek into the future of 
tech-enabled abuse





Design Principles



Coercive Control Resistant Design

https://www.ibm.com/blogs/policy/wp-content/uploads/2020/05/CoerciveCont
rolResistantDesign.pdf
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Design Principles

Diversity

Privacy and Choice

Security and Data

Combating Gaslighting

Technical Ability



And now..

Back to Threat Modeling



Some things are the same…

1. What do you want to protect?

ASSETS

Location, contents of communication, photos, passwords, financial info



Some things are different…

2. Who do you want to protect it from?

Abuser may live with survivor 

May have intermittent or sustained access to physical devices

May be “legitimate owner” of devices/accounts

May have access to devices belonging to children that are being co-parented



Some things are difficult to judge

3. What are the attacker’s capabilities?

Abusers frequently are the people who set up accounts/devices

Abusers frequently lie about their technical capabilities

Survivors are often under great psychological stress

Abusers may use systems designed to help survivors for further abuse (DARVO)

Abusers are much more persistent than most other attackers



Some things are easier to judge

4. What are the consequences if you fail?

Potential consequences are significant:

financial harm

stalking 

physical harm 

harm to shared children/family,

murder



Some things are not up to you

5. How much trouble are you willing to go to in order to avoid the consequences?

Survivors are the best judges of their own tolerance for risk

Risk tolerance can and will change over time

Risk tolerance is not a ratchet



It all depends on you…

“When people talk about time traveling to the past, they often 
worry about radically changing the present by doing 
something small, but nobody in the present thinks they can 
radically change the future by doing something small.”

showerthoughts



And now…questions.


