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itsme® services
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Identification Authentication

Confirmation Qualified Electronic Signature
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itsme® : a complex application like many others
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Cyber-attacks occur everyday
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Apply Security on SDLC
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Security Centric Application 
Development: 
the itsme® use case
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Who are we?

Steve Mihy
Secure Development 

Director

Eric Bariaux
Senior Secure 

Software Architect
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The story behind itsme® ?
Belgian Mobile ID

1
0

Belgian Mobile ID
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The story behind itsme® ?
A few numbers

7+ million 
users 10+ active 

countries

1+ million daily
Identity actions
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The story behind itsme® ?
9 years in a nutshell
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Keeping Security at the 
centre of Software 

Development Lifecycle

• The Genesis
• Ideas vs implementation
• New features
• Architecture changes
• Security evolution
• Operational Security
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Keeping Security at the centre of Software Development Lifecycle
The Genesis : Development

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024

End of 2015
Start of the 

itsme® project 

People Processes Technology
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Keeping Security at the centre of Software Development Lifecycle
The Genesis / Development / People

People

Recruitment Training

Security 
Expert
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Keeping Security at the centre of Software Development Lifecycle
The Genesis / Development Process

Strategic Objectives

Increment
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Keeping Security at the centre of Software Development Lifecycle
The Genesis / Development Processes

Processes

Definition of Done
Peer Code Review

Quality Gates

Extensive Testing

Security Review

Merge Control
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Keeping Security at the centre of Software Development Lifecycle
The Genesis / Development / Security By Design

Security 
By 

Design

GuidelinesSecurity 
Expert

Validation
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Keeping Security at the centre of Software Development Lifecycle
The Genesis / Tools
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Keeping Security at the centre of Software Development Lifecycle
The Genesis / Static Analysis

ImprovementsInitial Set-Up Adjustments
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Keeping Security at the 
centre of Software 

Development Lifecycle

• The Genesis
• Ideas vs implementation
• New features
• Architecture changes
• Security evolution
• Operational Security
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Keeping Security at the centre of Software Development Lifecycle
Ideas vs Implementation

Technical Constraints

Business Changes

Security Impact Assessment
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By adopting a security mindset from the 
start, these new features didn’t have too 
much impact on the existing architecture.
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Keeping Security at the centre of Software Development Lifecycle
New Features

2015 2016 2017 2018 2019 2020
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As the number of users grows, it is 
important to adapt the architecture too.
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Keeping Security at the centre of Software Development Lifecycle
Architecture Changes

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024

Cloud
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Beginning of
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6.000.000 
users

1.500.000 
users

A new feature may also require 
fundamental changes to the architecture.
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Keeping Security at the centre of Software Development Lifecycle
Security Evolution : Code Security

OpenAPI Specs Validation

Dependency Management

Artifactory

Software Composition Analysis

Image Scanning
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Keeping Security at the centre of Software Development Lifecycle
Security Evolution : Builds & Releases

Standardisation of Builds

Dependency Versioning 

Azure DevOps Deployments
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Keeping Security at the centre of Software Development Lifecycle
Security Evolution : Testing

Nightly Build

Vulnerability Testing

Load Testing
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Keeping Security at the centre of Software Development Lifecycle
Operational Security

Log 
Management

Intrusion Detection / 
/ Fraud Detection / 
Monitoring / SOC

Production Image
Scanning

Security
Strategic 
Objective

Operational Processes
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Application Security is not a one-off activity, it needs to evolve!

It includes many elements:

• Security By Design
• People
• Processes
• Tools

No-Nonsense
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Keeping Security at the centre of Software Development Lifecycle
Conclusion
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+32 10 83 21 11 sales@approach-cyber.com www.approach-cyber.com LinkedIn

Thank you!  Questions?

Approach Belgium – Louvain-la-Neuve, Antwerp

Approach Switzerland – Lausanne

Security Centric Application Development: 
the itsme® use case

Contact me

mailto:sales@approach-cyber.com
http://www.approach-cyber.com/
https://www.linkedin.com/company/approach-cyber

