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: a complex application like many others
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Cyber-attacks occur everyday
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Apply Security on SDLC
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Who are we?

Steve Mihy Eric Bariaux
Secure Development Senior Secure -
Director Software Architect -
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» Cyber-attacks occur
everyday

« The story behind itsme®

- Keeping Security at the
centre of Software
Development Lifecycle

Table of Contents



The story behind

/

.

Pro8Imus

B Belfius

Belgian Mobile ID

orange”

\

telenet

.= BNP PARIBAS
* . FORTIS




The story behind

1 O + active
countries

million daily
|dentity actions

7 million
I users
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The story behind

Mid 2015
Start of the
itsme® project Belgian Covid
Government Beginning Of
(FAS) internationalization
Wallet
175.000 6.000.000
users users
1.500.000 -
7+ million
users
users
02/2015 11/2023
RFI Launch in
05/2017 )
Go live Cloud France -
oy
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Keeping Security at the
centre of Software

Development Lifecycle

The Genesis

ldeas vs implementation
New features
Architecture changes
Security evolution
Operational Security
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Keeping Security at the centre of Software Development Lifecycle

End of 2015
Start of the
itsme® project

Processes

Technology
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Keeping Security at the centre of Software Development Lifecycle
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Keeping Security at the centre of Software Development Lifecycle

Strategic Objectives

Initiatives

Epic Belgian Mobile ID

A
o A s
-
-
-

SecAppDev

Stories




Keeping Security at the centre of Software Development Lifecycle
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Keeping Security at the centre of Software Development Lifecycle

Availability
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Keeping Security at the centre of Software Development Lifecycle
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Keeping Security at the centre of Software Development Lifecycle
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Keeping Security at the
centre of Software

Development Lifecycle

The Genesis

ldeas vs implementation
New features
Architecture changes
Security evolution
Operational Security
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Keeping Security at the centre of Software Development Lifecycle

O Technical Constraints
S < |
o= Q Business Changes

O Security Impact Assessment
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Keeping Security at the centre of Software Development Lifecycle

o o
FAS
cIDAS QTSP QR Code

E-signature Wallet
elDAS LoA High

By adopting a security mindset from the
start, these new features didn’t have too
much impact on the existing architecture.
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Keeping Security at the centre of Software Development Lifecycle

2016

28

1.500.000 6.000.000
users users
Ooaaaaa
Cloud Beginning of

AKS internationalization

As the number of users grows, it is
Important to adapt the architecture too.

A new feature may also require
fundamental changes to the architecture.
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Keeping Security at the centre of Software Development Lifecycle

OpenAPI Specs Validation

. Dependency Management

Artifactory

Software Composition Analysis

Image Scanning P
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Keeping Security at the centre of Software Development Lifecycle

Standardisation of Builds

Dependency Versioning

Azure DevOps Deployments
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Keeping Security at the centre of Software Development Lifecycle

Nightly Build

Vulnerability Testing

Load Testing
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Keeping Security at the centre of Software Development Lifecycle

Operational Processes

4
4 \
Log Intrusion Detection / Production Image Security
Management / Fraud Detection / Scanning Strategic

Monitoring / SOC Objective
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Keeping Security at the centre of Software Development Lifecycle

Application Security is not a one-off activity, it needs to evolve!

It includes many elements:

o ¢
- Security By Design % fﬁ /
- People * | /
. Processes | | R
- Tools //

A No-Nonsense
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Security Centric Application Development:
the use case

Contact me

Thank you!

" ‘ Louvain-la-Neuve, Antwerp

APPROACH Lausanne
CYBER

% +3210 83 21 11 < @

ISO 27001 ‘I ISO 27701

Cheéques-

) CYBERSECURITY
INFORMATION SECURITY PRIVACY INFORMATION (C: MADE IN EUROPE SRR
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