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Course contents



• Full OWASP SAMM Fundamentals course
• https://owaspsamm.thinkific.com

OWASP SAMM Fundamentals



Learning Objectives & Expectations

• Understand the application security challenge

• Get a clear view of the AppSec landscape

• Learn about SAMM (i.e., the solution)



Aram Hovsepyan

• CEO @ Codific
• PhD @ DistriNet, KULeuven
• OWASP SAMM core team member

https://www.linkedin.com/in/aramhovsep  
https://www.linkedin.com/company/codific



Terms of

reference



CONFIDENTIALITY
unauthorized users cannot access assets

INTEGRITY
unauthorized users cannot modify assets

AVAILABILITY
assets are available on request

What is security?



● Application Security
○ Focus: application software engineering

● Cybersecurity
○ Broader focus: organization, software, network, etc.

Terms of reference



● Software Development Lifecycle (SDLC)

● Secure Software Development Lifecycle (Secure SDLC)

● Software Assurance Programme

SDLC vs Software Assurance



The application security

problem



The application security problem

75% of vulnerabilities are application related



Security is intangible

owaspsamm.org



When do we feel (in)security?



Investment in Software Security

https://www.moodys.com/web/en/us/about/insights/data-stories/2023-cyber-survey-highlights.html

https://www.moodys.com/web/en/us/about/insights/data-stories/2023-cyber-survey-highlights.html


Number of breaches is surging

https://haveibeenpwned.com 

https://haveibeenpwned.com


Number of breaches is surging

owaspsamm.org

Number of data breaches in Healthcare in US with >500 records leaked



● Fixing the issue
● Direct fines
● Loss of trust
● Reputational damage
● Stock price (*)
● Compensation requested by users

Data breach impact



The cost of application security



Build in software assurance

Secure development lifecycle

Security requirements
Threat modeling

REACTIVE

Coding guidelines
Code reviews 

Static test tools

Security testing
Dynamic test tools

Vulnerability scanning
WAF

DESIGN BUILD TEST PRODUCTION

PROACTIVE



● Idea of a product
● Build the product
● Find paying customers
● Scale / grow

● Security is not on your top 10 todo list

The Startup Mindset



Security in the

SDLC



Security in a traditional SDLC

Why is this problematic?

● It’s not cost efficient
● There is no security assurance



Security in a traditional SDLC

https://nakedsecurity.sophos.com/2022/06/24/openssl-issues-a-bugfix-for-the-previous-bugfix/

https://nakedsecurity.sophos.com/2022/06/24/openssl-issues-a-bugfix-for-the-previous-bugfix/


Security in a traditional SDLC

https://www.securityweek.com/google-half-2022s-zero-days-are-variants-previous-vulnerabilities/

https://www.securityweek.com/google-half-2022s-zero-days-are-variants-previous-vulnerabilities/


Secure by Design

Enterprise-wide software security improvement program

● Strategic approach to assure software quality

● Increase systematicity

● Focus on security functionality and security hygiene



Security in Scrum/Agile



Security in Scrum/Agile



Security in DevSecOps



SDLC Cornerstones

owaspsamm.org



SDLC initiatives



● The security of deployed software is everyone’s concern

● Start from a clear understanding of what’s important to the 
organization

● Security requirements, implementation standards, security 
testing and feedback through metrics

SDLC initiatives commonalities



Vision and

history



What is OWASP?



Software
Assurance
Maturity
Model

Measurable
Defined maturity levels across 
business practices

Actionable
Clear pathways for improving 
maturity levels

Versatile
Technology, process, and 
organization agnostic

What is SAMM?



Why a maturity model?



SAMM Use-cases

Evaluating an organization’s existing software security practices

Defining and measuring security-related activities throughout an organization

Demonstrating concrete improvements to a security assurance program

Building a balanced software security assurance program in defined iterations



Why SAMM?

“All models are wrong, but 
some are useful”

-George Box



SAMM project history

2009

OpenSAMM 1.0
March 25 2009

2015

OpenSAMM 1.1
December 2015

2016

OWASP SAMM 1.1
March 2016

2017

OWASP SAMM 1.5
February 2017

2019

OWASP SAMM 2.0 Beta
January 2019

2020

OWASP SAMM 2.0
January 2020



John Ellingsworth
Brian Glas

Chris Cooper Patricia Duarte

Daniel Kefer

John Kennedy

John DiLeo

Who is SAMM? Core team

Sebastien Deleersnynder
Bart De Win
Maxim Baele

Aram Hovsepyan

Romuald Szkudlarek



Sponsors

owaspsamm.org/sponsors



The structure

of the model



SAMM v2 Model structure



SAMM v2 Model overview



SAMM v2 key changes

Version 1.5

4 Business Functions

12 Security Practices

No prescriptive guidance for build and deploy domains

Maturity level activities orphaned and sometimes 
unrelated to each other

Maturity level activities not in order of increasing 
difficulty, cost of implementation

Measurement only based on coverage

Version 2

5 Business Functions

15 Security Practices

New Business Function:  Implementation

Maturity level activities aligned and linked per stream.
Each stream has a clear objective

Maturity level activities designed in order of increasing 
difficulty, implementation cost

Measurement based on both coverage and quality



● 3 Security Practices for each 
Business Function

● They cover key areas relevant to 
software security assurance

● Each one is a silo for improvement

SAMM Security Practices



SAMM Maturity Levels

Fulfilling Practices and improving using 3 successive objectives

(Implicit starting point with the Practice unfulfilled)

Initial understanding and ad hoc provision of the Practice

Increase efficiency or effectiveness of the Practice

Comprehensive mastery of the Practice at scale 

0
1
2
3







Security practice structure



The model as

an assessment tool



Assessment process

Do you perform the activity in the organization*?

One question per activity

Two-dimensional assessment of activities

Coverage
Across what portion of the organization you perform the activity

Quality
Criteria you must meet before counting towards coverage



owaspsamm.org=

Assessment - maturity levels

Continuous improvement

Consistent, repeatable

Ad-hoc, best effort

Activity not fulfilled



Assessment - scores

No
Some / a few

At least half

Most or all

Measuring coverage of 
the activity for your 
defined scope



Example activity



Do you test applications for the correct functioning of 
standard security controls?

Quality criteria

Security testing at least verifies the implementation of 
authentication, access control, input validation, 
encoding and escaping data, and encryption controls

Security testing executes whenever the application 
changes its use of the controls

Answers

● No

● Yes, most of them

● Yes, at least half of them

● Yes, some of them

Example question



Creating scorecards

Gap analysis
Capturing scores from detailed assessments versus 
expected performance levels 

Demonstrating improvement
Capturing scores from before and after an iteration of 
assurance program build-out 

Ongoing measurements
Capturing scores over consistent timeframe for an 
assurance program already in place



Methodology

for using the model



Set your scope



Methodology - steps



Purpose
Ensure a proper start of the project 

Activities
● Define the scope
● Identify stakeholders
● Socialize – spread the word!

Prepare



Purpose
Identify and understand the maturity in each 
of the 15 practices for the chosen scope

 Activities
● Evaluate current practices
● Determine maturity level

Assess



Purpose
Develop a target score to guide you in future 
improvements

 Activities
● Define the target
● Estimate overall impact

Set the target



Purpose
Define or update the plan to take you to the 
next level

 

Activities
● Determine change schedule
● Develop/update the roadmap plan

Define the plan



Purpose
Work the plan

 
Activities
● Implement activities

Implement



Purpose
Ensure improvements are available and 
effectively used

 
Activities
● Evangelize improvements
● Measure effectiveness

Roll out



Secure Build

Demo



Stream A: Build Process
Stream B: Software Dependencies

 

Secure Build



Build Process



Build Process



Build Process



Software Dependencies



Software Dependencies



Software Dependencies



Wrap-up



● Application Security is a challenging problem
○ Complex
○ Broad
○ Evolving

● AppSec requires a continuous assurance programme
● SAMM is a simple, well-defined and measurable 

maturity model

Conclusion



Thank you!
https://www.linkedin.com/in/aramhovsep  
https://www.linkedin.com/company/codific


