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The Abridged History of Application Security
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The Abridged History of Application Security
Things are Getting a Lot Better
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Jim Manico
jim@manicode.com

§ Former OWASP Global Board Member

§ Co-Founder of LocoMocoSec
§ Founder/CEO of Manicode Security
§ 25+ years of software development experience
§ Author of "Iron-Clad Java, Building Secure Web 

Applications” from McGraw-Hill/Oracle-Press
§ OWASP Project Leader

§ OWASP ASVS Standard
§ OWASP Cheat Sheet Series
§ OWASP Java Encoder / HTML Sanitizer
§ OWASP Top 10 Proactive Controls

twitter.com/manicode
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InfoSec Dark Ages

IS MESSED UP!

October 1967 Task Force

February 1970 R-609 Published

October 1975 R-609 Declasified
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2010 OWASP ZAP Released, SPDX SBOM

2013 OWASP Defect Dojo 
Project Begins, DevSecOps

2009 DevOps starts at Etsy

Security Testing History

1979 LINT early 
static analysis tool 
released, but 
weak on security

1940 1950 1960 1970 1980 1990 2000 2010

1938 First pentesting
tool the Bombe

1972 "The Anderson Report”

1974 Air Force 
security testing
begins

1995 Security 
Administrator
Tool for Analyzing 
Networks tool released

1998 Dawn of 
SQL injection Jeff 
Forristal; Nessus 
Project released

1999 Microsoft engineers 
coin the term Cross Site 
Scripting, Gary McGraw starts 
selling secure code review 
services for John Viega and 
Brad Arkin, ITS4 first publicly 
available static analysis tool 
released

2022

2001 OWASP Founded, OWASP 
Webgoat released

2003 Metasploit released

2006 OWASP Testing Guide & 
SQLMap, released

2015 OWASP Dependency 
Check Released

1965
William Matthews 
from MIT finds 
security bug in 
Multics CTSS

2020 Threat Modeling 
Manifesto
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2023

§ Security Testing Integrated Into GitHub
§ DevSecOps with SAST, DAST, SCA and IAST
§ Pentesting/AppSec Services Still Expensive (not 
enough professionals out there)
§ OWASP MTSG being used for compliance by some of 
the largest software companies on the planet
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2017 CAA becomes 
mandatory, Google says 
goodbye to HPKP

2015 Lets Encrypt starts! 
Usable Cryto Era Begins! MS's.HTTP/S History

2006 TLS 1.1 
released

2008 TLS 1.2 
released

1995 2000 2005 2010 2015 2022

1994 Netscape creates 
initial version of HTTPS

1999 TLS 1.0 released

2011 Forward secrecy 
live in modern browsers

2010 Chrome starts to 
HSTS preload some sites

2009 SSLLabs
released to public as 
a way to verify 
security configuration 
of HTTPS websites

2018 Let’s Encrypt 
offers wildcard; TLS 
1.3 live in FireFox and 
Chrome; CT required 
for new certs

2016 Overt ½ the web HTTPS; 
Chrome 51 defaults to HTTP/2 
and only allows TLS

2013 TLS 1.2 live in 
modern browsers

2021 PKI Consortium 
Formed from the ashes 
of the Certificate 
Authority Security 
Council, Chrome 91 
defaults to HTTPS



© 2022 Manicode Secure Coding Education     9© 2022 Manicode Secure Coding Education     9

2021 
Chome 90 
Defaults 
to HTTPS
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June 2023

§https://transparencyreport.google.com/
§97% or more pages loaded by Chrome on MacOS are 
HTTP/S
§March 14, 2015 43% or more pages loaded by 
Chrome on MacOS is HTTP/S

https://transparencyreport.google.com/
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1960 20221965 1970 1975 1980 1990 1995 2000 2005 2010 2015

2009 scrypt published

2007 PHP apps start using 
phpass() for password storage, 
using bcrypt if available

Password History

1991 MD5 message-digest 
algorithm - 128-bit hash value

1961 First password 
based system created 
at MIT’s CTSS led by 
Fernando Corbató.

1994 FreeBSD MD5
based crypt(3) with 1000 
iterations and 48 bit salts

2015 Argon2id wins 
password hashing 
competition 
https://password-
hashing.net/

2016 Dr. Akhawe
from Dropbox 
publishes password 
storage strategy

1978 Crypt(3) 
released in Unix 
now DES based 
(7th edition); 
first stretching, 
salting and 
password policy

1970s Crypt(3) released in 
Unix uses old M-209 code from 
WW2 (unix up to 6th edition) 

1980s Unix access to 
passwd database 
limited to only root user

2000 PBKDF2 appears in 
PKCS #5 v2.0 can change 
algorithm, output and iteration

1999 bcrypt announced 
at USENIX Annual 
Technical Conference: 
81–92. 128 bit salts

1997 LophtCrack password 
cracking tool released 
(dictionary, brute-force, 
hybrid attacks, rainbow 
tables)

2019 PHP 7.3 
natively supports 
Argon2id

1966 MIT PhD 
candidate Allan Scherr 
requests print out of 
master password file in 
CTSS and becomes the 
first password hacker

M-209B, cryptography collection of the Swiss Army 
headquarters. Photographed by Rama, Wikimedia Commons, 

licensed under CeCILL v2 and CC-BY-SA-2.0-FR

https://password-hashing.net/
https://password-hashing.net/
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2023

§Argon2id supported everywhere
§OWASP Cheatsheet has very surgical advice 
on the use of Argon2id
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• https://cheatsheetseries.owasp.org/cheatsheets/Pass
word_Storage_Cheat_Sheet.html

https://cheatsheetseries.owasp.org/cheatsheets/Password_Storage_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Password_Storage_Cheat_Sheet.html
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You can talk       about PHP
But it natively supports Argon2id
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2015 OWASP Dependency Check 
Starts; Security Shepherd and Juice 
Shop Starts; SKF

• Security Shepherd Starts
• SKF

2018 OWASP IoT Top Ten2014 OWASP 
Juice Shop Begins

OWASP Project History

2006 OWASP 
Testing Guide; 
OWASP CLASP 
OWASP Reform; 
OWASP ESAPI  

2001 OWASP Founded

2010 OWASP Mobile 
Project; Start of ZAP; 
OWASP Mod Security 
Core Ruleset

2009 OWASP Top Ten RC1; XSS Prevention 
Cheatsheet and Open SAMM work begins

2008 OWASP 
ASVS work starts

2022 50+ 
cheatsheets 
+ flagship

2012 OWASP Defect 
Dojo Begins

• OWASP Founded

• OWASP Reform
• OWASP ESAPI 
• OWASP CLASP
• OWASP Testing

• XSS Prevention Cheatsheet
• Open SAMM work begins

• Start of ZAP
• OWASP Mod 

Security Core 
Ruleset

2000 2005 2010 2015 2022

2002 First OWASP 
Developers Guide
2003 First OWASP 
Top Ten
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XSS History

1999 Microsoft 
engineers coin 
the term Cross 
Site Scripting

2006 OWASP 
Reform project 
starts

2009 OWASP 
XSS Prevention 
Cheatsheet
started

2012 CSP 1.0 published

2014 CSP 2.0 published; 
DOMPurify .1 released

2015 CSP 3.0 published

2005 But most of all, 
samy is my hero

2005 Amit Klein first 
DOM XSS publication

2002
HTTPOnly
supported 
in IE6

2010 Goat Love Worm 
strikes Twitter; Apache 
infrastructure hacked 
via XSS

2011 OWASP Java Encoder 
and OWASP Java HTML 
Sanitizer Begins

2011 OWASP DOM 
XSS Prevention 
Cheatsheet started

2000 2005 2010 2015

2022
Trusted 
Types
Live in 
Chrome, 
React

2004 The Content Restrictions 
Standard was proposed by Robert 
Hansen which became Content 
Security Policy
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2023

§AutoEscaping templates the norm
§CSP3 with strict-dynamic is easier to deploy and 
is live in all major browsers
§Trusted Types available in many frameworks
§Being a bit of a punk on Twitter helps encourage 
Apple to deliver CSP3 in Safari
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CSP 3 EVERYWHERE
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2023

§ AutoEscaping templates the norm
§ CSP with strict-dynamic is easier to deploy and 
live in all major browsers
§ Trusted Types has made its way into frameworks
§ DOMPurify becomes a web standard and is 

appearing natively in browsers
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AppSec is Global 230+ OWASP Chapters Worldwide
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The Future of AppSec
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2023
§ AI is alive
§ Federal Information Security Modernization Act of 2022
§ NIST 800-63 and 800-53
§ Usable Crypto Everywhere
§ Microservice Security does not need to sacrifice performance
§ GDPR/CCPA
§ SBOM and Supply Chain Focus (log4shell)
§ Threat Modeling is maturing and becoming automated (Top10)
§ RUST for the Linux Kernel
§ Open Policy Agent
§ DevSecOps
§ SemGrep and CodeQL
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Have a great conference!

The Future of AppSec is You


