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Interactive Design Ahead

Be ready to participate!



Fictitious Design Co

From our (not so) loved monolith to the moon !



Some guiding principles first!



An API must not blindly trust 

anything it receives or uses.



And that includes

- Request payloads

- Headers

- JSON Web Tokens

- IP addresses (X-Forwarded-For)

- Libraries

- Docker Images

- 3rd party APIs

- Anything, really… 
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OWASP API Security Top 10 2023

➡API1:2023  Broken Object Level Access Control (aka BOLA)

➡API2:2023  Broken Authentication

➡API3:2023  Broken Object Property Level Authorization (Updated) (aka BOPLA)

➡API4:2023  Unrestricted Resources Consumption 

➡API5:2023  Broken Function Level Authorization (aka BFLA)

➡API6:2023  Server Side Request Forgery (New)

➡API7:2023  Security Misconfiguration

➡API8:2023  Lack of Protection from Automated Threats (New)

➡API9:2023  Improper Assets Management

➡API10:2023 Unsafe Consumption of APIs (New)

BAD PROBLEMS USUALLY OCCUR WHEN MULTIPLE OF THESE ARE COMBINED 

https://github.com/OWASP/API-Security/tree/master/2023/en/src


Authorization Levels



Parler Social Network (January 2021)

• The Attack 
• Not sure we can call this an attack, more like “write a loop and get the data”

• The Breach 
• 70 TB of user’s data

• Core Issues
• No Authentication to access public posts
• No Rate limiting 
• Sequential IDs
• Leaked raw data about posts, including location
• Deleted data was not deleted, just hidden in the UI 

https://apisecurity.io/issue-116-facebook-parler-api-vulnerabilities-clairvoyance/
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New kid on the block: SSRF

Server-side request forgery is a web security vulnerability that 
allows an attacker to induce the server-side application to 
make requests to an unintended location. 

Great intro: https://danaepp.com/exploiting-ssrf-in-an-api


Recent example: 

https://ermetic.com/blog/azure/when-good-apis-go-bad-
uncovering-3-azure-api-management-vulnerabilities/

https://danaepp.com/exploiting-ssrf-in-an-api
https://ermetic.com/blog/azure/when-good-apis-go-bad-uncovering-3-azure-api-management-vulnerabilities/
https://ermetic.com/blog/azure/when-good-apis-go-bad-uncovering-3-azure-api-management-vulnerabilities/


So shall we use microservices ?!



Will you build your own Death star ?



Reasons to use micro/
macro/mini services

• Independent development of microservices


• Independent scaling of microservices


• Choice of development framework, even 
within the same application


• Cloud ready!



Reasons to not use micro/
macro/mini services? 

• Independent development of microservices


• Independent scaling of microservices


• Choice of development framework, even 
within the same application


• Not Cloud ready…


• None of this is coming for free… 

• In particular, your attack surface is going 
to explode!



What could go wrong ? 

• API 4: Microservices talk over network, not 
over process calls - So now you need to 
manage: 


• Timeouts


• Availability 


• API 4 / API 3: Data layer exposed as a 
service - We need defense in depth


• API 7: Multiples languages/frameworks 
being used: need to master the supply 
chain across all of these plus the 
infrastructure.



Operations Challenges Automating (and securing) dozens of deployment per day.



Ok - We have decided… 

Let’s do this!



Our scenario Picture Sharing Application



Target Architecture Picture Sharing Application



The  AppSec stack Increased role/responsibility of developers.

From: https://snyk.io/blog/cloud-transforms-it-security-appsec/

https://snyk.io/blog/cloud-transforms-it-security-appsec/


https://www.techtarget.com/searchsecurity/answer/Whats-the-difference-between-zero-trust-vs-defense-in-depth

https://www.techtarget.com/searchsecurity/answer/Whats-the-difference-between-zero-trust-vs-defense-in-depth


Something  like this…



Underlying Infrastructure



Why a service mesh?
Traffic Routing / Encryption

Scalability 

Resiliency

Observability 

Service Discovery



Implementing a service mesh
Traffic is intercepted and enforced according 
to centrally managed policies 

https://www.weave.works/blog/introduction-to-service-meshes-on-kubernetes-and-progressive-delivery



Supply Chain Security



UA Parser Hijacked
1600 NPM packages depend on this.

https://github.com/ua-parser/uap-core/blob/
master/regexes.yaml

https://github.com/ua-parser/uap-core/blob/master/regexes.yaml
https://github.com/ua-parser/uap-core/blob/master/regexes.yaml


Also true of Docker images



Keeping up with all changes is 
hard



Authentication/Authorization
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BrewDog Brewery

• The Attack 


• Complete take over.


• The Breach 


• Hard to tell…. Been like this for 18months+


• Free beers!!


• Core Issues


• Authentication token hardcoded in 
application. All calls come with the same 
token

Full Vulnerability Report

https://www.pentestpartners.com/security-blog/free-brewdog-beer-with-a-side-order-of-shareholder-pii/
https://www.pentestpartners.com/security-blog/free-brewdog-beer-with-a-side-order-of-shareholder-pii/


Your most sensitive endpoints are 
authentication and password reset 

endpoints.



Need Application 
Authentication
• Service Mesh gives micro service to 

microservice communication policies 


• Knows nothing about the API traffic 
itself.


• Need to design how we are going to 
pass authentication information and 
authorization information to 
downstream services.



Phantom Token Pattern



JWT Claims for Authorization

• Common pattern is to consume JWT 
claims to take authorization decisions


• User role


• Partner tier level 


• Before anything else


• Check the JWT contents against a JSON 
schema, both headers and claims


• Token services/libraries will most likely 
test the obvious, but not custom data.     

• See RFC 8725 for a complete check list

https://jwt.io/libraries
https://www.rfc-editor.org/rfc/rfc8725


Authorization at every layer In general, don’t do this in the API/App code!



OVERWHELMED BY THE 

AMOUNT OF MOVING PARTS ?



YOU NEED 
PROACTIVE

SECURITY
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Automated vigilantes!



Security embedded in API Lifecycle



Code and Slides available at: https://github.com/isamauny/secappdev2023 

https://github.com/isamauny/secappdev2023
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Learning more

https://apisecurity.io/

APISecurity.io Learning Application Security“Hacking APIs” – Corey Ball

https://nostarch.com/hacking-apis Buy the book

https://apisecurity.io/
https://nostarch.com/hacking-apis
https://www.wiley.com/en-us/Alice+and+Bob+Learn+Application+Security-p-9781119687405

