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Yours Truly
• Founder @ we45 

• Founder @ AppSecEngineer 

• AppSec Automation Junkie 

• Trainer/Speaker at DEF CON, BlackHat, OWASP 
Events, etc world-wide 

• Co-author of Secure Java For Web Application 
Development 

• Author of PCI Compliance: A Definitive Guide
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Trends on the Application Delivery Front
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Some numbers…
• An Average of 15,564 APIs in use per Enterprise - Noname Security Report 

2022 

• Large Enterprises have 25,592 APIs (Noname Security Report 2022) 

• 67% of Enterprises reported a slowed down deployment of security issues 
related to Kubernetes - Redhat State of Kubernetes Security Report 2023 

• Kubernetes: Platform for moving workloads to public cloud. Grew 127+% in 
2022 - Dynatrace Report



abhaybhargav



abhaybhargav

Dev-First Workflows!



abhaybhargav

Dev-First Workflows!



abhaybhargav

Dev-First Workflows!^



abhaybhargav

Dev-First Workflows!

Workflows that support iterative and continuous delivery of apps

^
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This means…

• Dev has consumed Ops (Infrastructure-as-Code, Continuous Integration, 
Continuous Deployment) 

• Dev has consumed QA (Test Automation) 

• Dev is halfway through consuming security (Security-as-code) 

• Dev is coming for policy, compliance, etc next
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Why is this good? 

• ⬆ Automation! 

• ⬇ Human Intervention  

• ⏭ Faster delivery of features 

• ⛅ Highly Scalable
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Decoupled Security Controls 
and Policy as Code
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Need and Motivation

• The idea is to NOT hardcode security rules in app that have rapidly evolving 
and changing requirements

• Customisable and Purpose-Built

• Testable

• Scalable

• Create a “Paved Road” for Product Engineering Teams
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Typical Use-Cases

• Syscall Profiling, Seccomp, AppArmor and eBPF for Runtime Security 
enforcement 

• Authorization, CORS, Rate-Limiting, mTLS and others on the API Gateway 

• Log Collection and aggregation of services from Cloud-Native environments 

• Input Validation, Access Control with Policy-as-Code Frameworks
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Across the Stack
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Security Model - An Example
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Application + Gateway
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BOLA
Broken Object Level AuthZ

EDE
Excessive Data Exposure

BFLA
Broken Function Level AuthZ

BA
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Imagine…

Your Service Business Logic

JWT Authorization

Input Validation

Object Access Control

Authentication

Logging



abhaybhargav

PaC - Applicability



abhaybhargav

PaC - Applicability

• Input Validation at Gateway



abhaybhargav

PaC - Applicability

• Input Validation at Gateway

• JWT Validation at Gateway + Claims



abhaybhargav

PaC - Applicability

• Input Validation at Gateway

• JWT Validation at Gateway + Claims

• Function Level AuthZ at App + Gateway



abhaybhargav

PaC - Applicability

• Input Validation at Gateway

• JWT Validation at Gateway + Claims

• Function Level AuthZ at App + Gateway

• Object Level AuthZ at App + Gateway
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Frameworks we’ll use

• Open Policy Agent and Rego 

• Casbin/Oso/Permify, etc
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Open-Policy-Agent
• Policy Management Framework for “any” 

environment 

• Allows you to define policies that can be 
enforced based on generic json input and 
output parameters 

• Uses a DSL (domain specific language) 
called “rego” that is used to define 
policies
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Open Policy Agent - Operation
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OPA Use-Cases

• Kubernetes Policy Management 

• API AuthZ and Policy Management 

• OS Policy Management - SSH and Access Control 

• Kafka Topic Authorization 

• Many more…
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OPA - API AuthZ
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OPA Demos
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AuthZ-as-Code
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Let’s look at most AuthZ flaws

• Inconsistent implementation of Object Level Authorization 

• Access Control code strewn across multiple services 

• Lack of standardization and expressive capability for AuthZ frameworks 

• Heavily design dependent - which gets complex at scale
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AuthZ-as-Code Frameworks
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Object Level AuthZ

has access to to perform
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Functional AuthZ

has access to to perform
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RBAC - Role Based Access Control
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ABAC - Attribute Based Access Control
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Google Zanzibar approach
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PERM

Policy, Effect, Request, Matchers
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What is PERM?

Request Attributes must MATCH Policy Attributes
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Lab: OPA, Traefik and Decentralized security 
Controls
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PaC on Cloud Control-Planes
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PaC Applicability

• PaC is already important for enforcing policies across Cloud and Cloud-Native 
Control-Planes 

• Can be leveraged for Access Control, Admission Control 

• Common Use-Cases: Network Policy, Service Policies, Admission Control 
Policies
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PaC - Cloud Control-Planes



Policy Management with 
Kyverno



What is Kyverno?

• Policy-Engine specifically designed for 
Kubernetes 

• Policies are created and managed as native 
Kubernetes resources and authored in YAML 

• Validating and Mutating Policies and 
Webhooks are Supported by Kyverno



Kyverno Concepts

• Install Kyverno CRDs, Webhooks, Service Accounts and Namespaces 

• Policies => Validating or Mutating Policy Definitions 

• Selectors => Matches Resources in Request based on Policy



Kyverno Policy Structure



Basic Kyverno Validate Policy



Kyverno Mutate Policy



Kyverno Generate Policy



Kyverno Benefits

• No additional DSL required.  

• Mutate, Validate AND Generate 

• Background Capabilities 

• Audit/Enforce 

• Reporting - Out of the box



Lab: Kyverno



Kubernetes Network Policies



NetworkPolicy - Local and Global

• NetworkPolicy is namespaced (local) 

• Certain CNIs provide Global variants of Network Policy that can be applied 
across the cluster 

• NetworkPolicy cannot do more than L3/L4 

• NetworkPolicy cannot log security events 



Cilium - Network Security
• Cilium is a popular OSS CNI (with an Enterprise Option) 

• Leverages BPF for Network Security, Routing and Observability 

• Adds several features including: 

• Encryption 

• UI and Filter Panel 

• L7 Network Policy Control



Layer 7 Policy Example



Database Security 
Policy
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PaC - Workload Security
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PaC Applicability

• PaC - Used to compose eBPF Signatures, LSM Configurations to protect 
workloads 

• PaC Frameworks - help you abstract from the complex details
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Tools and Frameworks
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Monitoring Security Anomalies 
with Falco
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How Falco works



abhaybhargav

Falco Under the hood
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Falco Rules


