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Requests for 
secondary use of 
health-related data 

- Legal obligations (incl. MDR / IVDR)

- Data-driven scientific research

- Data-driven projects on efficiency, 
safety and quality,…



Secondary use is 
of all times, 

where is the key 
change?



Data availability

Data linkability



See: Swarz e.a., “Identification of Anonymous MRI Research Participants with Face-
Recognition Software”, NEJM, 2019, 1684-1689.





Open Science
Explainability
Patient empowerment

Source data incl. 
direct identifiers



“It is critical to understand that when a data controller 
does not delete the original (identifiable) data at event-

level, and the data controller hands over part of this 
dataset (for example after removal or masking of 

identifiable data), the resulting dataset is still personal 
data”

Article 29 Working Party, 2014



“Let wel op: gegevens zijn enkel (voldoende) anoniem, als 
zij ook in combinatie met andere gegevens (ook van 
andere partijen) niet meer tot heridentificatie kunnen 

leiden (bvb. IP adressen zijn altijd persoonsgegevens, 
want met de hulp van een telecomoperator kan men 

iemand re-identificeren).”

Gegevensbeschermingsautoriteit, 2020



EU anonymisation ≠ US de-identification

US Health Insurance Portability and Accountability Act (HIPAA) identifiers:
1. Name

2. Address (all geographic subdivisions smaller than state, including street address, city county, and zip code) 

3. All elements (except years) of dates related to an individual (including birthdate, admission date, discharge date, date of death, and exact age if over 89) 

4. Telephone numbers

5. Fax number

6. Email address

7. Serial number or unique identifier of (medical) device

8. Social Security Number (INSZ, RRN)

9. Medical record number (EAD, EMD)

10. Health plan beneficiary number

11. Account number

12. Certificate or license number

13. Any vehicle or other device serial number

14. Web URL

15. Internet Protocol (IP) Address

16. Finger or voice print

17. Photographic image - Photographic images are not limited to images of the face

18. Any other characteristic that could uniquely identify the individual



Anonymisation

- When the source data of an epidemiological study are part of the medical records 
of patients, these data will be considered pseudonymous rather than anonymous. 
The source data are not erased.

- Legal obligations on traceability of human bodily material causes pseudonymous 
data rather than anonymous. 

- Patient and study participant empowerment is impossible without ensuring re-
qualification. Relevant findings cannot be communicated to individuals if data are 
anonymous.

-And…



Image credit: Oregon Zoo



European Data Protection Supervisor, April 2021, available
at:
https://edps.europa.eu/system/files/2021-04/21-04-
27_aepd-edps_anonymisation_en_5.pdf



Privacy and ethics in secondary use of sensitive 
data. 3 key questions to a DPO:

1. As a DPO, do you (have to) always pass negative judgements to requests for 
secondary use?

2. Can personal (health-related) data be used for secondary purposes without 
the data subject’s consent? The patient is the owner of the data, right?

3. When you receive a request for secondary use, what rules of thumb do you 
consider to assess the legal and ethical compliance?



Q1: As a DPO, do you have to always pass 
negative judgements to requests for 
secondary use?



• Data protection rules (such as the GDPR) do not hinder measures taken in the fight against the coronavirus 
pandemic

• Even so, the EDPB would like to underline that, even in these exceptional times, the data controller and 
processor must ensure the protection of the personal data of the data subjects. 

• The proportionality principle also applies. The least intrusive solutions should always be preferred, taking 
into account the specific purpose to be achieved.





A DPO’s job:

- Inform and advice controller or processor and its employees
- Compliance assessment, on policy level and in day-to-day operations
- Advice on data protection impact assessments and monitor its performance
- Cooperate with and act as contact person for Data Protection Authority 

(see art 39 GDPR)

=> create awareness on GDPR and inspire your 
organisation to aim for GDPR*-compliance.

*And in future also compliance with Data Act, Data Governance Act, Act on AI, European (Health) Data Spaces Act(s)?





Preserving privacy through technical 
measures – example federated learning

Federated learning?

Individual level, personal, data are kept in 
a local database for analysis.

• Algorithms are applied locally

Aggregated and potentially anonymised 
data (= the results) are generated and 
transferred to a central database for 
merging and meta-analysis.



Preserving privacy through federated learning

Does it solve all GDPR-issues? No!

Advantages:
- Safety and confidentiality of the data 
- Risk for illicit data usage 
- Cut Data Transfer Agreements
- Satisfy issues around cloud-based solutions better

• Central platform contains aggregated data (= anonymous) only -> cloud 
• Decentral platforms contain pseudonymised data only -> condition to adoption of additional 

measures cloud 



Preserving privacy through federated learning

But:
Data are processed for a (secondary) purpose.

Data are collected, analysed, stored… = data processing operations

The “requestor” does have GDPR responsibility
 The party that decides about the purpose = controller or joint-controller
 Where the data are processed is irrelevant in this conclusion
 Who has access to the data is irrelevant in this conclusion

Data Processing / Joint-controller agreement required
Compliance with applicable data subjects’ rights required



Preserving privacy through organisational 
measures – example transparency

Right to transparency via consumer interface (e.g. patient app to access 
medical record)

Why focus on transparency?
 Basic condition to every form of patient empowerment
 Basic right for every data subject

• Right to information does not depend on legal basis for data processing 
information is always required, informed consent is just one of the legal bases

• In principle information at individual level and purpose-specific  general 
information included in privacy policy is insufficient; restrictive interpretation of 
exceptions to this principle



Q2:Can personal (health-related) data be 
used for secondary purposes without the 
data subject’s consent?

The patient is the owner of the data, 
right?



NO data ownership

NOT ONLY consent

THERE ARE rights and obligations

=> Custodianship



Ownership vs custodianship

No patients, no data but no doctor, lab technician, nurse,… no added 
knowledge or inferred interpretations.

Legally data “ownership” would imply the right to solely decide about who 
can have, hold, destroy,… the data. 

European / Belgian legal framework no data ownership, but framework formulates 
rights and obligations

• GDPR
• Sector specific legislation (in healthcare for example Proposal for Regulation on EHDS, national laws on patients’ 

rights; in law enforcement for example national laws on data retention) 

European / Belgian legal frameworks can foresee obligation to collect, 
store, manage,… data  custodianship



Ownership vs custodianship

Conclusion:
“patient owner of the data”
= from legal point of view a witticism rather than fact

= problem?
Not necessarily, on condition that we are aware that there are 
flesh-and-blood people behind these data. In healthcare, 
vulnerable patients.



Bron: DS, 7 november 2020

GDPR does not imply data on natural persons cannot be
used

GDPR does imply that when you use information about
people, you have to do that in a respectful manner.



Pseudonymised
personal data

“non-sensitive” 
personal data

special 
categories

Anonymous or anonymised data



The fundamental rights to privacy and to data 
protection ≠ absolute rights

Article 8 European Convention on Human Rights:
(1) Everyone has the right to respect for his private and family life, his home and 
his correspondence
(2) There shall be no interference by a public authority with the exercise of this 
right except such as is in accordance with the law and is necessary in a 
democratic society in the interests of national security, public safety or the 
economic well-being of the country, for the prevention of disorder or crime, for 
the protection of health or morals, or for the protection of the rights and 
freedoms of others.

Article 52 European Charter als beperking op Article 7, right to respect for 
private life:
Any limitation on the exercise of the rights and freedoms recognised by this 
Charter must be provided for by law and respect the essence of those rights 
and freedoms. Subject to the principle of proportionality, limitations may 
be made only if they are necessary and genuinely meet objectives of 
general interest recognized by the Union or the need to protect the rights 
and freedoms of others.



“The Right to Privacy”, 1890, Harvard 
Law Review

Limits to “the right to be let alone”

1. Matters to which the individual had 
consented or made public

2. Matters of public or general interest

3. Freedom of expression when the 
consequences for the subject are 
not disproportionally harmful















Informed consent as legal basis for the 
processing of personal data

Essence of the concept of “consent”?
It is an instrument to:

- Express your wish
- Provide you with control

 Freely given, informed decision on a specific request for the processing 
of personal data.

Art 4. (11) GDPR:
“Consent of the data subject means any freely given, specific, informed and unambigious
indication of the data subject’s wishes […].”

 NOT merely signing a form or ticking a box!



Informed consent as legal basis for the 
processing of personal data

Empowerment of the individual requires a true choice.

• Valuable alternative in case data subject does not want to 
consent?

• Can the data subject understand the scope and 
implications of the consent? Including further use?

• Once consent, always consent?



Conditions to valid consent

Prof. dr. E. Vayena: “Informed consent as a mechanism is harmful when 
not meaningful.”

EDPB and Art 29 WP: “If incorrectly used, the data subject’s control 
becomes illusory and consent constitutes an inappropriate basis for 
processing”.

 If we would monitor the conditions to validity closer, many 
requests for consent would fail
 If we would broaden the conditions to validity, its protective 
nature would be excavated



Informed consent – a true choice?

Example 3: purchase of train ticket: if I purchase a train 
ticket online, can I request the NMBS not to process any 
data on me? 

Example 1: participation to prospective non-interventional 
study: if I decide to participate to the study, can I request 
the data concerning myself are not processed? 

Example 2: visit to the hospital: if I 
want to see my specialist physician 
at the hospital, can I request to the 
hospital and my physician not to 
process any data concerning me?

Example 4:  account on social media: if I want to participate on social 
media, can I request the social media provider not to process any 

personal data on me?



Informed consent – a true choice?

Even if a valid alternative is available we must be aware of the 
Privacy Paradox

= inconsistency between what people say they think of privacy 
and how they act (eg online)

• Research by Rober Gelman: Typically consumers accept the default policy, 
even when that policy does not correspond to their values. Choice will 
unduly favour record keepers (data controllers) over record subjects (data 
subjects).

• How to prevent people are “sold out to their autonomy”?



Informed consent

The mechanism fails when data subject does not / is 
unable to understand the scope and implications of the 
consent.

2 potential reasons:

• Information is unavailable (eg black box AI)

• Information is little specific (eg broad consent for “future 
use”, “scientific research”,… )



Consent as a legal basis requires affirmative 
act

Allowed
electronic consent
 ticking a box on a website or 

online form
 selecting preferences
other type of signature which 

clearly shows an affirmative 
action of agreement

other statement of agreement 
clearly distinguishable from 
other matters in the (written) 
declaration

Not allowed
 implicit consent
 assuming consent because of 

inactivity 
 pre-ticked boxes

! Consent is always opt-in, never opt-out





Q2:Can personal (health-related) data be
used for secondary purposes without the
data subject’s consent?

The patient is the owner of the data, 
right?



Article 6 GDPR

list of legal bases

= 1 required if personal data

• Consent

• Contract with data subject

• Compliance with legal obligation on data 
controller

• Vital interests

• Task in public interest (law required)

• Legitimate interests of data controller

Article 9 GDPR

general prohibition to the processing of special category 
data + exemptions

= 1 exemption required if special category personal data

• Explicit consent

• Rights and obligations in employment (law required)

• Vital interests

• Foundation, non-profit can keep information on their 
members

• Manifestly made public by the data subject

• Substantial public interest (law required)

• Healthcare

• Public interest in area of public health (law required)

• Archiving, research, statistics



Article 6 GDPR

list of legal bases

= 1 required if personal data

• Consent

• Contract with data subject

• Compliance with legal obligation on data 
controller

• Vital interests

• Taks in public interest (law required)

• Legitimate interests of data controller

Article 9 GDPR

general prohibition to the processing of special category 
data + exemptions

= 1 exemption required if special category personal data

• Explicit consent

• Rights and obligations in employment (law required)

• Vital interests

• Foundation, non-profit can keep information on their 
members

• Manifestly made public by the data subject

• Substantial public interest (law required)

• Healthcare

• Public interest in area of public health (law required)

• Archiving, research, statistics

Replaced by 
compatibility test (?)

Consider:
- Link between purposes

- Context and relationship controller – data 
subject

- Nature of personal data
- Possible consequences

- Appropriate safeguards such as encryption 
and pseudonymisation



Secondary use

 care

National registry for patients in cancer care 
program

Retrospective study for new treatment

 Public interest in area 
of public health

 Scientific research

MDR or Act on AI?

Art 9, 2. 
(j)

Art 9, 2. 
(i)

Post market 
validation study 
medical device 
diabetes



Q3: When you receive a request for 
secondary use, what rules of thumb do 
you consider to assess the legal and 
ethical compliance?



The 5 basic principles of GDPR

Pu
rp

os
e

sp
ec

ifi
ca

tio
n

 Care, 
research,…

 allowed?
Legal basis 
required



Not limited to 
informed 
consent D

at
a 

m
in

im
is

at
io

n

 Need to 
know, not nice 
to know.



Case-by-case 
appreciation Tr
an

sp
ar

en
cy

 For data 
subjects
&
governmental 
institutions



 Brochures

 Privacy 
notices 

 Electronic 
portals such as 
mynexuz

St
or

ag
e 

lim
ita

tio
n

 Always 
max. duration



Purpose 
specific

 Study: 25j

 Health 
record: 30j 

 Invoice: 7j

Se
cu

rit
y

 Technical 
and 
organisational



Access control

logging

Pseudonymisa
tion

…



Rules of thumb for the secondary use of 
RWD*, including RCD*, in academic research
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