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WHY ARE WE HERE? 

Persona-based security is one of the bleeding-edge 
topics in today’s world that demands attention. 

Should we embrase it or is it not up to task ? 

Does it incite discussion and exploration ?

Lets discuss … 

Security is sometimes a laggard in 
adopting bleeding-edge topics.





BRILLIANT PEOPLE 
ARE IN ADS 
BUSINESS 

(APARENTLY) !! 

“The best minds of my generation are 
thinking about how to make people 
click ads.” - Jeff Hammerbacher

When you think of marketing and 
personas, what all can you think about

1. Learn about users to serve relevant 
ads

2. Send offers to the correct people

3. Create your ads in a manner that it 
reaches your target audience



When you think of security and personas, what all can you think about

1. Profiling in physical security

2. Role-based access control ? (ok more on this later)

3. Adaptive learning for employees ?

4. Your ideas … 



§ Persona is an evolving thing. It is not a to be considered as designed and stable.

§ Based on the level of detail of the persona, more accuracy can be obtained but that 
also means lesser people fall into the category. 

§ It is important to do a sanity check from time to time. 



A Persona is a detailed 
user model that represents 

archetypical users.

• In other words, a persona 
has the characteristics of 
a group of similar users. 
A persona is not 
necessarily a real person 
but a fictitious one 
modelled with a set of 
characteristics

A Persona may be 
defined by his or her 

goals.

• A hallmark work by 
Cooper first explained 
that Personas are used in 
goal-directed design [2]. 
Goals are different than 
the tasks in that a goal is 
an end condition while a 
task is an intermediate 
process that is necessary 
to accomplish goals.

A Persona is created by 
analyzing the real users’ 

goals, behaviors and 
motivations.

• We will look into the 
creation of personas 
soon.



Clustering Restricted Foundation 
Personas



§ Can be Unsupervised

§ Allows for indeterminate number of 
clusters

For large enough data  – clusters are 
always going to be more practical and 
accurate.

Lets discuss the disadvantages ?



Target-Customer 
Characterizations

Goal-oriented 
design



TARGET-CUSTOMER CHARACTERISTICS
§ Since personas were typically from a marketing, sales and advertising angle, it is 

important to look at the “Target-customer”
§ What kind of customer are they looking at ? [basic characteristics => broad categories]
§ What kind of broad categories are you looking to classify customers to ?

§ Idea is to built “Foundational personas” based on the targer user/customer

§ One of the most important works in this way of thinking is by G.A. Moore –
“Crossing the chasm”

§ Quite the model when we use “Role-based” controls in security



Innovators Early 
adopters

Early 
Majority

Late 
Majority Laggards

Hallmark work by G.A.Moore:

1/ The book actually talks about the chasm – how to move from early adopters to early 
majority
2/ But all categories are very important for marketers because it is how a ”technology 
adoption cycle” might happen.







TARGET-USER 
CHARACTERISTICS
§ Does not consider the end goal of the 

product much
§ More focused on orientation of the 

product to the user

§ Very good at 
§ Critical features of the target persona



§ Goal-oriented design is just as the name suggested – focused on goals

§ One proponent of this class of model is by Alan Cooper in his book “The inmates 
are running the asylum”

§ Another is from Pruitt and Grudin which is an improvement over cooper’s work 
specifically for the IT context 
§ Finding a representative user for each persona is key need
§ Very rigorous



Personal 
goals :

Simple and universal
Eg. Not to make mistakes, 

get an adequate amount of work done

Corporate 
goals :

Organisational goals
Eg. Increase market share

Sell product A

Practical 
goals :

Practical goals bridge the gap between the 
objectives of the organization and the 
objectives of the individual.

False 
goals :

Not really a key goal of the peoject

Eg. Use less memory





Amazon – Image 
processing

My Super Market 
– Colruyt – bar 

codes 

The small shop 
near my house –

price labels 







“The level of detail of the personas at creation, the sanity 
check mechanism to check the correctness and accuracy of 
the personas, the feedback from the personas as the context 
evolves, and finally the mapping to the targets’ 
characterizations/goals based on the model are all 
important issues when using personas.”





§ Access control fundamentals

§ Threat modeling fundamentals
§ Threat Actors
§ Threat Vectors
§ Risk



Role based 
access control is 
a classical 
example of 
trivial 
foundational 
personas 

ROLE-BASED 
ACCESS CONTROL



§ This is not a pure threat modeling course 
so I will be brief .. J

§ Theat models provied a clear and 
concise area of the threats the principal 
faces and the likelihood of it.





§ Stage 0: Basic threat models – Role based implications but not more like STRIDE

§ Stage 1: Roles based attack trees 

§ Stage 2: User stories = tied to a threat model => Moore model

§ Stage 3: Abuser stories = completes the threat model => Goal oriented design

Data Flow Diagrams – DFDs can be detailed/low in detail as you make them. So they do 
not feature as a category here. However they are very relevant.



Amazon – Image 
processing

My Super Market 
– Colruyt – bar 

codes 

The small shop 
near my house –

price labels 









• Collecting persona details can reveal more 
information about potential threat actors

• If an actor behavior is well-established, it 
can form a basis for other actors that fit the 
same persona

• Always note that these could be false 
positives since creating personas comes 
with its own risks





§ Do you think your organization has a persona

§ How would you look at your organizational persona ? 

§ Do different parts of the organization have different personas ? 



First and fast Paranoid Innovate

Time to Market 5 1 5

Risk Avoidance 2 5 2

Pioneer 4 1 5

Service Level 2 3 3

Regulation 1 4 2

Customer trust loyalty 2 2 3







CYBER RISK 
MATRIX



§ There is an S3 bucket

§ Application A is internet exposed. Application is innovation based – kanban 
application board. Developed by the R&D team in collaboration with a university.

§ Application B is internal – doing some analysis. Very intense Waterfall model 
development. There is source code reviews, 4 eyes etc. Developed by a very 
experienced developer team with dedicated security engineers, analysts.

§ Both have similar tools in place – a dependency check, a SAST tool… 

§ But ofcourse the applications are not of the same level of trustworthiness.

§ When application A accesses application B, we start persona accesses. Application 
A has a persona that is not in line with Application B which means they need to be 
re-aligned.



§ Your company is a major software provider
§ You have many departments – ones that deal with 

banking industry for example have very strict 
requirements

§ You also have an active research department who 
want to be “researchers”

§ How do you take these into account to do an 
organizational threat model?



§ Threat modeling resources
§ Tools = OWASP Threat Dragon, MSFT Threat modeler, any software regardless
§ OWASP threat modeling channel on slack 

§ https://github.com/owasp/www-project-threat-model
§ https://owasp.slack.com/messages/C1CS3C6AF

§ At least use free diagramming tools

§ Self-promotion: An open publication by me - https://www.linkedin.com/pulse/user-friendly-
security-persona-based-deepak-subramanian/

Hands-on Threat modelling workshop

https://github.com/owasp/www-project-threat-model
https://owasp.slack.com/messages/C1CS3C6AF
https://www.linkedin.com/pulse/user-friendly-security-persona-based-deepak-subramanian/



