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Yours Truly

* Founder @ we45

e Founder @ AppSecEngineer APPS ",C%
ChGING=ETT

* AppSec Automation Junkie

THREAT
I\

* Trainer/Speaker at DEF CON, BlackHat, OWASP
Events, etc world-wide O

black hat

* Co-author of Secure Java For Web Application

Development

e Author of PCI Compliance: A Definitive Guide DU‘JHSP* (

DEFCON
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Story 1
Beware of the Boomerang



APP

Shaeer

So you're building an API...
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You probably need webhooks...
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What are they?
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WELLD
P

New User

3. Signs up

-

1. setup webhook on user create event

Webhooks a.k.a "'User

‘7- "
Generated Callbacks

(Provider)

2, webhook target

_|_ 4. triggers callback to developer app

Developer App
(Consumer)
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zapier

kubernetes

stripe

mailchimp
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Common Webhook Traits -

Event-Driven

Generates POST JSON request to consumer on

/ event

Webhook Traits _ = (Consumer processes JSON to do $something

(Sometimes) Protected with HMAC/API Keys in
HTTP Header

(Sometimes) Producer Systems allow adding
custom headers

,abhaybhargav
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Natural Attack Focus/Assumptions = -

Compromise the Consumer with a Deserialization
Payload?

_—— Can | tamper with the payload? =

\ Can | do replay attacks?

Can | attack from unknown sources?

Cani?

,abhaybhargav



Our Focus... SOIET e
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Can I compromise the Provider? (°
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Canl...? wels

Webhook request

3
e N
2 .
X ~
> oGl -
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& e PR
i g
P . I

Provider (API/Web App) P e ~~  Consumer
e " (Developer Controlled)

Attacks T l'l'
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This can only mean....
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SSRF!
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What is SSRF? R i

—

Third-Party/Attacker Controlled
URL

’E

Web App or API Internal App

Attacker

: q H-
,abhaybhargav Metadata




SSRF - Real-world Example%gmf

Q 6 https://blog.assetnote.lo/2021/11/30jJamf-ssrf)

praetorian

Reproducing the Microsoft Exchange
Proxglogon Epr0|t Chain

y Anthony We 1 Dallas Ka d Michael Weber on March 9, 2021
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Effects and Impactof SSRF -

Steal Metadata for Cloud Compromise Remote File Read Remote Code Execution

Information Disclosure
Internal Hosts

,abhaybhargav
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What we want.... NOPEEN werts

’ Webhook request

&
e e e o
. ¥
> il -
Y N
- e PR
b -

Consumer

Provider (AP1/Web App) P ~
(Developer Controlled)

Redirects to lmerl data URL
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But there's a problem....
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SSRF works... 0

* \When there’s a GET request involved

* Most Webhooks make POST requests

(some PUT cases as well)

* That are difficult to weaponize as an
SSRF

* Most 3XX Redirects require clients NOT

to follow redirects

,abhaybhargav
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HTTP 303 Seeother ~ ™ -

* |s aresponse that can be triggered for an L
originated POST/PUT request *«-

-

e Usually used when a resource has been mmm

replaced

 Redirect response is a GET (which works for

us)

* Prompts clients to follow with a GET

request to the specified location

,abhaybhargav
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What we want.... =

GET request to Metadata/Internal URL  _oerm"" e
cil Webhook POST request

R a8
» ~
s N
"o
W LR
- .

Consumer

Provider (AP1/Web App) P ~
" (Developer Controlled)

HTTP 303 Redirect to Metadata/Internal Service
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How we used this on Docker...

,abhaybhargav



.
-a et e

APPSEC i
NGNS i

& ———
-
L B

(W O Inspector Console (O Debugger Ty Network {} Style Editor () Performance 4 Memory [E) Storage W Accessibility 8 Application B 0] - X
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- SNGIN=EN
Demo fime Wers

l make POST with payload

Request/Response
CouchDB
: Evil Webhook
Provider s Vil
(Victim App)

HTTP 303 to Internal CouchDB
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Needless to say! NG i

—

Request/Response

CouchDB

Evil Webhook

Provide
Consumer

(Victim App) J

-

-

,abhaybhargav



Custom Headers FTW! ™ =

* Several apps (providers) allow you to configure custom headers for
Webhooks

* So all you have to do now is use Cloud Metadata Headers in the Custom

Headers and you're In!

’abhaybhargav



Custom headers FTW!

Outgoing Webhooks

MANAGE WEBHOOK

URL

https://6c8e8c930d88.ngrok.io

Which events would you like to trigger this webhook?

®  Send me everything.

) Select individual events.

WEBHOOK HEADERS
Key Value
Metadata-Flavor Google

Update Webhook

abhaybhargav
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App Level IP Blocklisting?

Let's
block IPs
169.254.169.254,
127.0.0.1, etc

DNS Resolution
to
169.254.169.254,
127.0.0.1, etc

,abhaybhargav



APPSEC

IIIIIII

SNGIN=EN
Defense wele

-9: Do NOT Follow Redirect

/- Network Security Policy

Defense = DNS Proxy/DNS Allowlist (DNS Rebind)

Validating Webhook URL

IP Denylist

,abhaybhargav



Story 2: The Fully
L oaded PDF Generator
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Whatis SSRF? STER" weds

user: tom@ase.com
profileURL: 169.254.169.254/metadata/credentials/my-cred

PIOIHICEUNL. dSE.COITI/ dPIlIdYy

Web Application ase.com/abhay

User (Adversary)

Internal Metadata
Service



Whatis SSRF?

e_____.

Attacker

Third-Party/Attacker Controlled
URL

==

Web App or API

Internal App

Metadata

APPSEC
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SSRF - Real-world Example%gmf

Q 6 https://blog.assetnote.lo/2021/11/30jJamf-ssrf)

praetorian

Reproducing the Microsoft Exchange
Proxglogon Epr0|t Chain

y Anthony We 1 Dallas Ka d Michael Weber on March 9, 2021
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Effects and Impact of SSRF ' -

Steal Metadata for Cloud Compromise Remote File Read Remote Code Execution

Information Disclosure
Internal Hosts

ol

Denial of Service
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Why does SSRF happen? ~ ™ -

* Application makes HTTP requests based on URIs in Headers and/or Payload

=> Controlled by attacker

* Application Library makes requests based on URIs in Header and/or Payload

=> Controlled by attacker

* Application/Library includes content based on URIs from Header and/or

payload => Controlled by attacker



* URI?

o http(s)://

e file://

e gopher://

e ssh://
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SSRF Attack Types

== | ack of Input Validation

- URL parse and consume = - HTTP Client Vulnerabilities

Library Validation Vulnerabilities

XXE -> SSRF

 ImageMagick - SSRF

Upload/Processing Libraries

SSRF Types - FFMpeg HLS -> SSRF

PDF Generator -> SSRF

Lack of Input Validation
URI Redirect Functionality —<
Library Vulnerabilities

DNS Rebind

DNS
IPvé Denylist
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PDF Gen and Libraries

* PDF Generation Libraries - Popular for export, report gen, etc

® PDF Generation Libraries:

e HTML Rendering => HTML and CSS to PDF

e Headless Browsers => Webkit/Headless Chrome



APP

Exploiting PDF Libraries

* Typically allow users to load specific HTML tags:

* <iImg>
o <iframe>

¢ <style>



ENGINET i

WeasyPrint SSRF

* Technique discovered by @NahamSec and CodyBrocious

e Converts HTML to PDF with very support for limited user-generated HTML
tags

* Allows you to use <link> tag



Story 2
Maya and the Shopping
Spree



— - “PES
The situation At

* Maya travels a lot for work. Pre-COVID of course &

* She submits expense reports and invoices in an internal expense-

management system that her company has developed

* Each expense Is reviewed by her Project Manager and approved after

review

* Once approved, these bills automatically go into a Payment System

where the employee Is reimbursed with a bank transfer

,abhaybhargav




The Problem Al

* Maya has run into a bit of a debt problem. She has bills

she can’t pay.

* She'd love nothing more than getting “larger” approvals
for all the bills submitted

e But how does she do that?

,abhaybhargav




Whatisan IDOR?

* Authorization Bypass (some cases for Elevation of Privileges)

NI

* Adversary Is able to leverage a vulnerable authorization system to gain

access to records that should be unauthorized to access

* Two Modes:
* Primary Key

* Mass-Assignment

,abhaybhargav




Mass Assignment

iGNt

public class User {
private String id;
private String email;
private String password;

private Boolean i1sAdmin;
//getters and setters for other fields

’Ibhaybhargav



Exploiting Mass Assignment®

public static Result form(){
Form<User> filledForm =
newUserForm.bindFromRequest();

Adversary can guess iIsAdmin=True and
change user privileges

’bhaybhargav :_.j.._, By



Ruby - Mass Assignment ™

We

def signup
params| :user |

Quser = User.new(params| :user])
end

’lbhaybhargav
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Github's Mass Assignment Flaw 22613

masier

WeHO

wow how come | commit in master? O o

gl homakov 5339657854
rails
name age message Githu b haCK :) history
o et @homakov\m/

J< minutes ago Merge pul reguest {rom casticfockremove unwanked reqQ

e C

d of send In ActveModel NModel Nntaze
WOUK Quoie GalaDase ON Mmysaumysq 2

J days ago Acd releass dales 0 documeantation

3 Cay 8go removgfusages of AS OrderedHash |

.,;’('- a8 Massage when therne s N0 fauresn a bud

nNgines guide] Add more concrete exampie of conficts when not using
raxe release should push the tag |

Support an exira profile printer arg

allow pecpie 10 set a local Gemfile so that things like ruby-debug a
UVDCENe rudy version check

Let YAHD document the raiites gem

ACd coniig defaull_method for update 10 support PATOH |

ras’'masier 18 now 4.0.0.Deta and wil ondy support Ruby 1.9.3+

2 month age SOITY 10r eciting this Me
‘ < MOonths age RemOove more references 1o posigres on the release notes | |
< MOoNtHs ago USe @ Ophon Insiead of ~C ophon (rake rooc lask
18 minutes age wow how come | commit in masier? O _o |
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The exploit
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NoSQL DBs

ORMs A[\BLLJJTGHSZ Cloud Apps

tojson() effect
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