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Malicious use of domain names

» Domain names are often abused by cyber criminals

» Spam, botnet C&C infrastructure, phishing, malware, ...

» To avoid blacklisting, malicious actors often deploy a hit-and-
run strategy

» 60% are only active for 1 day after registration [Hao etall
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Research hypothesis:

“Malicious actors register domains in
bulk, and do so for longer periods of
time.”



Goal of this research

» “Can we identify such bulk behavior based on commonalities

between individual registrations or registration patterns?”

» Understand the malicious domain registration ecosystem

» To detect and prevent malicious registrations
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Outline of the talk

» Longitudinal campaign analysis

» Registration-time prediction of malicious intent

» Detecting and preventing abuse in .eu
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Longitudinal campaign analysis



Domain name registrations in the .eu TLD

» .eu — 8t largest ccTLD (European Economic Area)

» 3.8 million domain names

» Dataset used in this research:
» 824,121 new registrations over 14 months (Apr 2015 — May 2016)
» 20,870 registrations end up on blacklists (2.5%)
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Available registration data

» Basic registration information

» domain name, registrar, registration date and time, name servers

» Contact information of the registrant

» company name, name, language, email address, phone, fax, as well

as postal address
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Dataset enrichments

> Maliciousness of a domain name
» Spamhaus DBL
» SURBL multi list
» Google Safe Browsing
» Geolocation information of name servers

» MaxMind GeolLite2 Free database
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Example campaign (c_11)

» Multiple fake registrant details

» Combinations of . 8 months active

2 email accounts, (Jun 3, 2015 - Feb 3, 2016)

3 ph bers,
phone num « 1,275 blacklisted registrations

4 street addresses (= 53.96%)
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Registration detalls used by ¢ 11
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Activity of identified campaigns

Registrations per day @ 100 @ 200 @ 300 @ 400
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Campaign selection criteria

Campaign
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Insights in malicious domain registrations
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Insight 1: Hit-and-run strategies

> Small window of opportunity:

» Domain rendered useless once blacklisted

» 73% is blacklisted 5 days after registration
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Insight 2: Campaigns are primaril

Abuse types Blacklist sources

Campaign
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Insight 3: Variety in intensity and duration

Registrations per day @ 100 @ 200 @ 300 @ 400
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Insight 4. Some campaigns are fully automated \Q B
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22:00 - ° European Summer Time
o o

)
c 18:00 ° l °
CC) 14:00 - o ¢ _Sumuty ansammmneemD ©
= ° T —
©
+ 10:00 - o
k%) 8 ¢
3 06:00 -
a: o

02:00 7 eametsssessanessufies @

CGANOIEEED CEEEREEREESeEREEEEEEEntetsfises
Dec 2015 Feb 2016 Apr 2016 Jun 2016

DistriN=t

20



N
Insight 5: Some campaigns align with regular \Q
business activity patterns (1)

— Malicious registrations ---- All registrations

Daily share of registrations
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Insight 5: Some campaigns align with regular
business activity patterns (2)
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Insight 5: Some campaigns align with regular

business activity patterns (3)
—c_11----c_18

Quarter—hourly share of
registrations per campaign
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Insight 6: Top facilitators for malicious registrations \Q

Nb of  Contribution

malicious Malicious Benign Toxicity
1. registrar_5 10,353 49.61% 2.27% 36.25%
2. registrar_3 3,004  14.39%  2.64% 12.41%
3. registrar_7 2,327  11.15%  0.46% 38.67%
1. gmail.com 4,221  20.23% 24.79%  2.08%
2. yahoo.com 3,348  16.04% 1.49% 21.85%
3. aol.com 2,134 10.23% 0.31% 46.28%
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Insight 7. Adaptive campaign strategies \Q -
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Insight 8: Campaigns vs blacklists \Q i

CAMPAIGNS

BLACKLISTED

27

Manual analysis of non-

blacklisted domains

Result: < 1% false positives

About 20% extra on top of

existing blacklists
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Automated validation of campaign

selection
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Manual campaign identification process

» Start from maliciously flagged registrations

»  Group registrations based on similarities between

registration details

»  Start heuristics:

» Peaks in malicious registrations

» Strong discrepancies between malicious and benign domains
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a) Days with high number of malicious registrations

—— Malicious registrations outside campaigns — Malicious registrations
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b) Frequent combinations of registration details

Number of Registrations @ 1000 . 2000 ‘ 3000 » Malicious registrations' | Malicious registrations
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Campaign validation: clustering algorithm

> Machine learning technique to group registrations based on
similarities between registration details
» Agglomerative clustering of blacklisted registrations
» |teratively merge two closest clusters
» 30 largest (of 432) clusters represent 92% of campaign

registrations
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Finding 1: Some campaigns are linked to each other
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Finding 1: Some campaigns are linked to each other

Registrations per day @ 100 @ 200 @ 300 @ 400
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Finding 2: Some registrations were missed during campaign
analysis & i

Number of Registrations: @® 400 @ 800 @ 1200 @ 1600
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Finding 2: Some registrations were missed during
campaign analysis

»  Timing patterns further confirms that cluster 16 is part of campaign ¢c_20

Clusters with ¢_20 domains (red) and Cluster 16 (blue)
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Finding 3: Advanced campaigns are not part of larg

clusters
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Example of an advanced campaign (c_195)

> Registrant details:
» 98 fake registrants

» Generated by Laravel Faker tool
> Domain names:

» Consist out of 2-3 Dutch words

» Dutch words are reused across
registrants

> Batches of 8, 16, 24 or 32
registrations

8+ months active
(Sep 16, 2015 — May 31, 2016)

« 514 blacklisted registrations
(= 26.95%)
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Registration-time prediction of
malicious intent



"Could newly registered domains with
malicious intent be detected or
prevented at registration time?”



Pro-active detection and prevention®

Previous
registrations

\\1J/

prediction models are trained Daily
Training

Based on previous domain registrations,

For each new registration, the system predicts

Prediction! Model

if the domain will be used for malicious activity

Domains with malicious intent can be

S predictor
registration

» Early detected

Q

» Delayed

» Prevented from being registered

* Patent pending 43 DiStl‘I N:t



Underlying assumptions/rationales for our predictors

»  Similarity-based agglomerative clustering

» Domains belonging to the same campaign have very similar

registration details

»  Reputation-based classification

» Domains using registration facilitators with a bad reputation (e.g. email

providers or registrars), are likely to be malicious as well
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Dataset: validation and testing period

Apr 2015 May 2015 Jun 2015 Jul 2015 Aug 2015 Apr 2016 May 2016

| | | | | J/ /. | |
. 7 / >
[ Train,, 1

» Validation period: 1 month (June 2015)
» Testing period: 11 month (July 2015 — May 2016)
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Evaluation criteria

TP
TP+FP

)y precision =

™ Primary criteria for imbalanced problems
TP

TP+FN

y recall = TPR =

FP
FP+TN
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Reputation-based classifier
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Reputation features of “facilitators”

» Facilitators:
» Technical facilitators: registrar, name servers

» Communication means: email provider and phone number

> Reputation score:

» Percentage of malicious registrations of a facilitator in the past period

> Reputation window:
» 195, 30, 60 days and all-time
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Inherent dataset challenges

» Class imbalance: only 2.5% is malicious

» Skew towards benign registrations

> Ground truth labeling [Vissers etall -

» Blacklist delays: up to 5 days till 73% is flagged

» Incompleteness: 19% remains undetected

[Vissers et al] “Exploring the ecosystem of malicious domain registrations in the .eu TLD” RAID 2017
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Addressing dataset challenges

» Class imbalance:
» Standard machine learning tactic: class subsampling

» Blacklist delays

» Prune benign registrations of last 5 days
> Incompleteness

» Prune benign outliers for registrants which have a reputation score
above a chosen threshold
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Parameter tuning

Precision

1.00 -
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51
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Similarity-based clustering
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Agglomerative clustering, based on similarity of
registration data
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Inter-domain distance ?

» Pairwise distance:
» Per feature: feature distance between registrations

» Compose to a pairwise distance

»  Maximum intra-cluster distance?
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Pairwise feature distance

» String features:

» normalized Levenshtein distance

> Numerical features:

fij = dist(f;, f;)

» Euclidian distance

» Categorical features:

» equality (or fraction for multi-valued)
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Information-gain based feature weights

» Pair-wise distance is weighted feature distance

dij = dij = z Wr X fij
7

» Information gain: the ability of a feature to partition the

registrations in malicious and benign

Wf =1G (

Malicious reg. | Benign reg.

[ f11
f21

_fnl

f ‘l n
fon

f;lll

f .l m-+ n-
f :2111 +n

f ;zrrz +nJ
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Feature weights over time

Information gain—-based weights

o

o

©
1

------
Seo
-

Jun 08

JunI 15
Date

Jun 22

Jun 29

Clustering features

— Domain name: length

— — Domain name: randomness

— Name servers: domains

- — Name servers: locations

— Registrant:
- — Registrant:
-—- Registrant:
— - Registrant:
-—- Registrant:

Registrant:
------- Registrant:
—— Registrant:

---- Registrant:

city

country

email

email provider
(company) name
phone

postal code
state/province

address

— Registrar
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Maximum intra-cluster distance

» Closest distance of a registration to malicious domain

N
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o
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snoldlfew
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Parameter tuning
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Final prediction model
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Majority voting ensemble
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Evaluation on the testing set

» Ground truth-based evaluation
» Recall: 66.23%
» Precision: 84.57
» False positive rate: 0.30%
»  Campaign-based evaluation
» 17 out of the 20 campaigns are well predicted,
» Campaign recall: 76.68%
» Campaign precision: 87.20%
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Campaign-based evaluation

Registrations perday @ 100 @ 200 @ 300 @ 400
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Detecting and preventing abuse in .eu



Operational requirements

> Adaptive and autonomous

'

Stability and trust in the predictions

'

Real-time predictions

'

Feedback to the business/security/legal teams

'

Focus on low number of false positives

65
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Performance tactics
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Speeding up similarity-based clustering

» Calculating the distance matrix is computational expensive:

» About 7 billion (") Levenshtein distances per daily model

Wf =1G

Malicious reg. | Benign reg.

f11
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Speeding up the training phase (2)

» Cached Levenshtein distances

» Speed up of factor 20 -§ 11
21
» Static weights instead of IG-based | .

» Speed up of factor 40 /1

» Complete linkage clustering

» Prediction time in linear instead of quadratic

68

fl n
f2n

Jnn

Malicious reg. | Benign reg.

./'lm+n-

.f.ZHI =n

.f)”)l*ll_

DistriN=t



Feedback to the teams
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Need for understandable predictions

» Legal teams need insights why a domain registration has been
prevented

» Business and security teams need to be able to observe changing
adversarial ecosystem

» Explicit choice for simple machine learning techniques, that
provide sufficient insights in their models
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Operational results
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“1 picture ...”
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. e u Home News Registeradomainname My.eu Becomearegistrar WHOIS Aboutus Contact Us

Over 25 000 domain names suspended with ties to
identity fraud

Predictive Algorithms

« Back to the news page

Through the use of historical data and self-learning algorithms, we are
working to predict at the time of registration whether or not a domain
name might be used in an abusive way in an effort to prevent such
malicious domain names from becoming active in the first place.

On 29 January 2018, EURId susp

With actions as such, our focus i
enforcement, both on a national
towards building the most trusty

o abuan ol Over 11 000 abusive domain names suspended
EURId Legal Manager.
In 2017, we suspended 20 126 ¢

enforcement. =

« Back to the news page

- e u Home News Registeradomainname My.eu Bec

On 21 June 2018, EURId suspended 11 760 domain names that were registered with non-eligible registration data,
of which some have been reported for abuse.

With actions as such, our focus is on the safety of online consumers. Via close collaborative efforts with law
enforcement and our partners, both on a national and European level, as well as with our registrar channel, we
; ok ; in name space, taking a stand against

As part of the EURId’s Trust & Security program,
58,966 domains were suspended in 2018.

Learn more about the ways we're building a trustworthy .eu and .eto domain name space at trust.eurid.eu.

onitor our domain names for potential
pared to 2017, where we suspended 20 126
pensions thus far in 2018."” said Geo Van




Operational results

» Period: July 2017 — December 2018 (18 months)
» Recall: 85.51%
» Precision: 72.04%

» False positive rate: 2.86%
» Very big campaigns (October 2017 - March 2018)

> Incomplete ground truth
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Top malicious actors

Most prominent malicious actors

Registrations per day @ 500 @ 1000 ’ 1500 . 2000 ® True positive ® False positive ® True negative ® False negative

#14 —_— Total blacklisted registrations: 24126
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#3 | Cee====m====a) 7706
- e 363

# 44 s eaum®-® 6104
- e e ) 592
#5 L & ® 2231
1 ® 9 1495
#61 = 2041
1 @0 120
#7-{6—e—sss mssssss 1993
e 87
#8+ =g ———o 1962
1 es-oee 83
#9 1722
1 89
#10 S—ss-ssmtnte 1655
- —_— — —_— ame-e 2811

Jul 2017 Aug 2017 Sep 2017 Oct 2017 Nov 2017 Dec 2017 Jan 2018 Feb 2018 Mar 2018 Apr 2018 May 2018 Jun 2018 Jul 2018 Aug 2018 Sep 2018 Oct 2018 Nov 2018 Dec 2018 Jan 2019

Time
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Key takeaways



Rather small set of bad actors

» Up to 20 campaigns are responsible for 80% of malicious

registrations

» Top facilitators:

» About half of the malicious registrations via 1 registrar

» 1 public email provider are malicious with a high toxicity
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Cyber criminals are “human’....

» Lazy
» Reuse same fake registrants

» Use generators for registrant details

> Work force
» Work 9 to 5
» Take week-ends, holidays

» Make mistakes (e.g. typos)

> Adapt over time
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Registration-time detection and prevention

> Two prediction models:
» Reputation-based classification

» Similarity-based clustering

» Captures the majority of malicious domain registrations

» Operates at a low false-positive rate
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Machine learning for security

» Data cleansing

» Tactics to work with incomplete ground truth

» Feature engineering
» Understand the problem domain well!
»  Correct interpretation of the predictions is challenging

» But often needed in the operational context

» No shame to start with simple models and gradually enhance
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Detection and prevention at .eu

> From research to operations
» Trade-offs between performance and security

» Drive for low-false positive rate and understandibility

» Ground truth incompleteness is challenging

» Interesting to see how this will impact the security landscape
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