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What are the Problems?
1. Software delivery sped up with little thought to security 

2. Lack of security focus throughout the app lifecycle 

3. Silo-ed security expertise 

4. Customer data could be compromised
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How bad is the Situation?
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~59%  
of Reported Vulnerabilities  
in Maven Central Packages  

Remain Unfixed 

Source: Josh Corman & Dan Geer

https://www.usenix.org/system/files/login/articles/15_geer_0.pdf


snyk.io



snyk.io

Java Struts 2 RCE Vulnerability  
 CVE 2017-5638

Source: SecurityIntelligence.com

https://securityintelligence.com/apache-struts-2-a-zero-day-quick-draw/
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Let’s pick on JavaScript
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>400,000 packages  

               >6B downloads/month
>70,000 publishers

npm usage  
Has Exploded
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Your App



snyk.io

Your Code

Your App
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Serverless Example: Fetch file & store in s3  
(Serverless Framework Example)

19 Lines of Code

2 Direct dependencies

19 dependencies (incl. indirect)

191,155 Lines of Code

https://github.com/serverless/examples/tree/master/aws-node-fetch-file-and-store-in-s3
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222 Lines of Code

5 Direct dependencies

54 dependencies (incl. indirect)

460,046 Lines of Code

Spring Serverless Example
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Open Source Usage  
Has Exploded
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Attackers Are  
Targeting Open Source

One vulnerability, many victims
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Going Terminal!
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What’s the Solution?
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Team Culture   +   Process   +   Tooling

What’s the Solution?
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Team Culture

•Developers 

•Security 

•Operations 

•Management

What do people care about? 
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Process
The best way to adopt a new practice is to  

integrate it into existing processes,  

not create more.
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Tooling
Tooling can help 

Automate away manual steps  

Alert you to issues when they happen
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Security considerations
•Prevention 

•Detection 

•Response 

•Recovery
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Questions?
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BRIANVERMEER@SNYK.IO

@BRIANVERM

mailto:BRIANVERMEER@SNYK.IO

