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Hash functions (1975): one-way :
Currencies = maintaining memory easy to compute but hard to invert ! )

RIPEMD-160
SHA-256
SHA-512

graphic hash function. The SHA-3
input is a very long string, that

is reduced by the hash

function to a string of fixed

This is an input to a crypto-

length. There are additional 1A3FD4128A198FB3CA345932
security conditions: it should

be very hard to find an input

hashing to a given value (a

preimage) or to find two

colliding inputs (a collision).

Susa, Iran, ca 3300 BC Cuneiform, Sumeria, ca 2600 BC

Slide inspired by George Danezis
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Digital signatures (1975):
“equivalent” to manual signature

' Public key
' Private key

Honald agrees to
pay to dftillary 700
PBitcoins on cfeb.
20, 2079

oo

Byzantine generals problem (1982)
(can deal with at most 1/3 traitors)
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Coordinated Attack Leading to Victory Uncoordinated Attack Leading to Defeat
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Merkle tree (1979)

Using a hash function f to
authenticate a set of
messages through a
logarithmic number of values

X4

Applications: digital
signatures, revocation...

Timestamping (1990)

Collect documents and hash them with a Merkle tree
Chain these trees together with a hash chain

Publish intermediate values on a regular basis
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Timestamping: Surety Technologies (°1994)

http://www.surety.com/

AbsoluteProof from Surety
The Leader in Data Integrity Protection

Tk of s 5 e Dt Wor Sl

Protect the Integrity, Defend the Authenticity of Your Digital Information

https://www.belspo.be/belspo/organisation/Publ/pub_ostc/NO/rNOb007_en.pdf
Belgian TIMESEC project (1996-1998)

Estonia: Cybernetica

Bitcoin @

(paper October 2008 — mining January 2009)

“While the system works well enough for most transactions, it still
suffers from the inherent weaknesses of the trust based model.”

“What is needed is an electronic payment system based on
cryptographic proof instead of trust, allowing any two willing parties
to transact directly with each other without the need for a trusted
third party. “

Cryptocurrency with distributed generation and verification of money
Open system where anyone can join

Digital money 1996-2008

e-gold (1996-2008)
o currency backed by real commodity: gold
° centralized ledger of transactions
> becomes a crime magnet (1 million users)
o charges of money laundering and operating without a license
o assets liquidated: $90M in gold
MojoNation (2000-2002)
° peer-to-peer file storage service paid with “Mojo”
o collapsed under hyperinflation
° inspired BitTorrent tit-for-tat incentive scheme

Donald

Paying with Bitcoin

Hillary

\ ;\ Block chain
\ T NN

1BxgB4tjcoDnz1LC7bRqyybbE8YNigUQNS 70.00
19EULTY5DMyvDM6krKtcuvcUoHT4T3OmQL 80.02
1CMMwinpNduzooWeJ4sk9u7Lkp4YAyK2Lw 5.00

16PVjaawyWqWnzytt/TAyv7hTcPNmRnVzY 3.50
16LNAxwBQupD7yDC8RUSRhyb62BFAZtgae 0.17

12tQUEb8zzdQSXkgt1553272S6Fm1cMQZB 9.00
16VTrwYYCLUNgzB8Xs8fYtWWxHR4wdyHmS 2.30
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Paying with Bitcoin: digital signature (1975)

Public key
12tQUEb8zzdQSXkgt15
53z72S6Fm1cMQZB
Private
key

oponalcl agrees to
pay to fillary
1 Bitcoin.

ofeb. 20, 2079

Bitcoin Network
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Managing the blockchain

Miners all over the world
follow up all the
transactions

But due to communication
errors or fraud there are
multiple versions

Paying with Bitcoin
Anyone can verify a digital signature

Anyone can verify whether the “account” of
Donald contains enough money

® l=l l=l° L]
Pelp'sh g e
m
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Why does Bitcoin have value?

Puzzles (a lottery)

The worth of a thing

ZJ@%@/M’@@&ZW’//&W

Why does Bitcoin have value? Market price in USD (market cap =~ 68.7 BS)
1 Bitcoin = $3913.70 19-02-19 at 11:40 M"'_*""’{'“‘f“‘_"' China + Korea
ban
Mount Gox ﬂ,\@’“‘"“\h
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Market price in USD (market cap ~ 126BS)

1 Bitcoin = $7313.83 18-09-02 at 21:30 Coinbase has grown from 5.5M to

20+M clients since Jan. 2017

Market Price (USD)
x ckehain indo

15000

-~ Yet another
" China + Korea hack

ban

Block Chain: a public decentralized ledger

Bitcoin transactions

/Block 1 Block 2 Block 3 h
X ’f? X3 "‘1 X3 Xg X i‘e
block
b .
chain
nonce3 (204
l l “small” l Gbyte)

tl 2 3
Also include in every block timestamp and difficulty level of puzzle
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Bitcoin Transaction: send money from one
public key (address) to another one

10BTC
7 BTC

6 BTC

Slide credit: F. Vercauteren »

Block #563746

2023

15,965.17421376 BTC

2,007.0821353 BTC

Timestsmp

Received Time 2019.02-18 10:34:29

first transaction in a block is a
coinbase transaction:

Relayed By sTCTOP

Diffculty 6,061,518,831,027.27

== transfers reward + all
Verson oxz0s0000 transaction fees to the miner

Nonce 2005311888

Block Revard

Transactions

180591604 BTG
oRTe

12 90991604 BTC

2019.02-18 10:18:03
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@
il Total number of
A o i i 0 ;;:::—Hﬁf%&ﬁ’a'ﬁ?’ Bitcoins is limited to
g P S B 21 million, each
2 divided in 8 decimal
= places leading to
) 21x10% units
£ 105m
=
g
e
| | | | | |
blocks: o 210k 420k 630k 840k 1.05M 1.26M
time: 2000 44 +8 +12 +16 +20 +24 Figure by Chris Pacia

Mining hash rate of Bitcoin network

47 EH/s = 47 ExaHash per second = 47 . 10'® hash/second = 2554 hash/second (282 hash/day)

| WM‘M
A
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Mining difficulty level

Target: mining 1 block should take roughly 10 minutes
mining computing power changes over time; update level every 2016 blocks

Mining has become industrial

sluice box

placer mining pit mining

gold pan

Slide credit: Joseph Bonneau 2
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Mining equipment on Amazon
O TR e
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Innosilicon Terminator3
43 Th/s

$2279

2100 Watt

Cost per transaction

average cost per transaction 5-140$

transaction fee/block: 0.5-2 BTC
100$

4%—>

Visa fees: 2-5% Western Union fees: 2-10%

February 2019

Number of transactions per day

2-4 transactions/s
Peak: 7 transactions/s
large share goes to a few addresses

Alipay peak 120.000/s ‘
Visa peak 25.000/s ' ‘
Western Union peak: 750/s I | f
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Alt CoinsToday: 400+ currencies derived from
Bitcoin (see http://mapofcoins.com/bitcoin)

Slide credit: F. Vercauteren 32
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Adding privacy

Monero: S 870M
Dash: S751M
Zcash: S 326M
Verge: S 97M
PIVX: S 45M
Zcoin (1): S 38M

a« Matthew Green Follow v
@ ar

Replying to @4Dgifs @aris ada and 2 others

We wrote this in our Zerocoin

implementation. A commercial coin (Zcoin)
i just k isclaimer :)

SEE SOMETHING,

(e ) BREAK.
SAY SOMETHING! IN THE COMING WEEKS WE
WILL LIKELY MAKE CHANGES TO THE WIRE

PROTOCOL THAT COULD BREAK CLIENT
COMPATIBILITY. SEE HOW TO CONTRIBUTE
FOR A LIST OF WAYS YOU CAN HELP US.

WARNING WARNING

NO, SERIOUSLY. THE ABOVE WARNING IS NOT
JUST BOILERPLATE. THIS REALLY IS
DEVELOPMENT CODE AND WE'RE STILL
ACTIVELY LOOKING FOR THE THINGS WE'VE
INEVITABLY DONE WRONG. PLEASE DON'T BE
SURPRISED IF YOU FIND OUT WE MISSED
SOMETHING FUNDAMENTAL. WE WILL BE
TESTING AND IMPROVING IT OVER THE

528 AM - 21 Dec 2017

Smart contracts:

SMART CONTRACTS

BUYER

from transactions to arbitrary code

SELLER

Source: CBINSIGHTS

¢
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Total value of all gold?

Total value of stock exchange?

Total market cap 134 BS

https://coinmarketcap.com/all/views/all/ 2070 cryptocurrencies

4 Name Symbol Market Cap Price Circulating Supply  Volume (2h) % 1h  %28h  %7d
1 © Bitcoin 8TC $68678,866780  $3.926.43 17546837 $10411813715  013%  461%  8.05%
2 4 Ethereum ETH $15.440383001  $147.16 104920825 $5,591,412.419 21.63%
3 XXRP XRP $13,932250661 5033 41.208003050%  $1,157.754 572 % 12.10%
4 gEOS €0s $3222,121,634 906,245,118*  $2,388,223,569 27.47%
5 @ Litecoin e 52915687858  $48.16 60536900 150222137 % 11.12%
6 10l Bitcoin Cash BoH $2503003994  $14651 17630363 732,317,507

7 © Tether usoT $208552202 101 2021450017 $9,915591.488

o ' TRON TRX $1667.793908 50025461 66602072191 $221,453,969

9 1 Stellar XM $1685679658 S0087908  19.176,501,080%  $144,100.972

10 Binance Coin BNe $1362869136 5965 11175490 $79,681,257

o Cardano DA $1208503,894 50046612 2592707053  $47,061.402

12 © Bitcoin SV BSV $120752241 86850 17629186 $183744237 C

13 @ Monero XMR 669560350 85175 16803331 s58, 13% 748
14 RIOTA MIOTA 841007484 S0302604  2770530283% 522523157 005%  626% 1249%

75 TS
70 TS

https://www.ethereum.org/ https://etherscan.io/
White paper 2013, live July 2015

Smart contract (scripting) functionality: deterministic exchange mechanisms controlled by digital
means that can carry out the direct transaction of value between untrusted agents
o E.g. self-contained fair casinos, currency swaps...

Decentralized Turing-complete virtual machine
Currency is called “ether” —internal transaction pricing with “gas” (anti-DDOS and spam)

Ethereum forks
© 2016: DAO hack led to ETC fork (Ethereum classic)
> Q4/2016: 2 additional forks

Quorum: permissioned ledger developed by Morgan-Stanley on top of Ethereum

Ethereum (ETH) e
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Ethereum (ETH) (compared to Bitcoin)

block time of 12 s (600 s)

memory hard algorithm based on Keccak-256 — almost SHA-3
(SHA-256 on ASICs)

70 transactions per block (2000-2500)
smart contracts (limited scripting)

more complex reward scheme, linear volume (decreasing to limit
of 21 million BTC)

February 2019

o reward 5 ETH per block (12.5 BTC per block but decreasing)
> uncles get reward so no pools (orphans get no reward)

proof-of-work may evolve to proof of stake (no plans)

1ETH = 10 wei (1 BTC = 108 satoshi)

Some observations on Bitcoin

Bitcoin community aspires to be mainstream but behaves as rebels
© this is not sustainable

Volatile
Paying and secure storage somewhat complex

No peace of mind for users: if you are hacked, tough luck

All miners are concentrated
Incentives system complex

Not clear that the system will survive, but
some ideas will for sure

1ETH = 145%$
142 THash/sec
Market cap 15 BS

Ethereum (ETH) graphs

Open issues: Bitcoin

Is Bitcoin incentive compatible?

o Convergence

° Fairness: mining power fraction ~ revenue fraction
° Liveliness

° Sybil attack: attacker controls many nodes in network, can
refuse relaying or can favour her own blocks

o Selfish mining attack
° Bribery

Some proofs exist in simplified models e.g. [Garay-Kiayias-Leonardos, Crypto’17]

10
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Business and governments

tend to dislike
o distributed control
o full transparency
> unclear governance (or anarchy)
> uncontrolled money supply

restrict
o write, verify or read

°to non-monetary applications

Distributed Ledger: a range of solutions

" s Consortium/Hybrid
Public Blockchain Fully Private Blockchain

* No central point of * Controlled by more than * Controlled by one
control by individuals, two individuals, individual, corporation or
corporations or corporations or government (no
governments governments consensus needed)
* Permissionless to  Permission on  Permission on
participate participation from participation from owner
« Concensus based on consortium necessary necessary
“proof of work”  Arbitrary consensus * Readability of the
 Examples: mechanism blockchain can be public
« Bitcoin « Readability of the or restricted to one
o Edarani blockchain can be public
or restricted to the
consortium
* Example: RSCOIN
(UCLondon)

February 2019

Outline

Blockchain
Business cases

Blockchain opportunities

Consensus Provenance Immutability

Finality Transparency Accountability

Reduce overheads and
controls

trusted third parties COSt savings
intermediaries
gatekeepers and censors

11
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Shared replicated permissioned ledger Shared ledger

- .. -
The promise of the lockchain 11 i i i 1 111
The trust machine == ,='= "% Smart Contracts

Security
and Privacy

Consensus

Smart contracts: $300M by 2023 (CACG 32%)

https://www.marketresearchfuture.com/reports/smart-contracts-market-4588

Figure https://blogs.wsj.com/cio/2016/02/02/cio-explainer-what-is-blockchain/ s

Gartner Hype Cycle Emerging Technologies Gartner Hype Cycle Emerging Technologies
Cryptocurrencies 2014-2015 Blockchain 2016-2017

Plateau witl be reached in: .
Olessthan2years ©2MoSyears @51010years A morehan 10 years & before platesu

Gartner.

Gartner

foss s
— o
artner.c thGartner S —. "
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Gartner Hype Cycle Emerging Technologies
2018 and for Blockchain Business Blockchain challenges

Consensus Transparency

Scalability

mechanisms versus privacy

Governance of Key Cryptography:

decentralization management agility & post-
quantum

time

Plateau will be reached in: chack
arterWithGartner Olessthan2years ©21o5years ®5M010years A morethan 10years © before pateau

Gartner Interoperability Regulation Business cases
) gartner.com/SmarterWithGartner
Gartner.

Blockchain challenges: scalability Blockchain challenges: scalability
Throughput 5 billion users 32 billion IoT devices

1000 transactions/year 31.5 million transactions/device per year
Latency transaction size: 1 Kbyte transaction size: 1 Kbyte

Storage per node

storage: 5.10% byte/year storage: 10%! bytes = 1 Zettabyte/year

=5 Petabyte/year communications: 256 102 bit/s
= 256 Terabit/s

Cisco (2022 forecast): 587 Exabyte mobile traffic per year (82% is video!)
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Blockchain challenges:

Blockchain challenges: scalability consensus mechanism
Proof of Work (PoW):

solutions
separate applications ’ h!gh energy consum?t'on .
o dilemma: concentration (ASICs) or malware (memory hard functions)
sharding — changes trust assumptions Proof of Stake (PoS): Algorand, Orobouros Praos, Ethereum Casper, Peercoin,
trusted verification — e.g. Simplified Payment Verification Nxt, BlackCoin

payment channels — e.g. Lightning network Proof of Elapsed Time (PoET): Intel Sawtooth Lake

Consortium with simple voting or Byzantine Fault Tolerance
o central party to appoint members
° or prior agreement on members

53 54

Blockchain challenges: % OPACITY
transparency versus privacy Distributed logging + privacy

http://www.project-opacity.com/

Full transparency for verifiability

Privacy required for finance, e-health, strategic business processes

Fully encrypted processing too expensive: Hawk on Ethereum

Partial privacy for cryptocurrencies is feasible

Privacy for transaction logging: Opacity

Restricted access in permissioned ledgers 3 &
OPACITY
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Blockchain challenges:
governance of decentralized systems

IT systems tend to evolve toward monopolies or oligopolies
° even open source projects have their “benevolent dictators”

Decentralization is response to mass surveillance and abuses

Decentralization at multiple levels
° transaction approval
> governance (meta-decisions) — today often centralized

Which decisions to (de-)centralize
Separation of powers
Accountability

Blockchain challenges:
key management

Cryptography reduces protection of information to that of keys
Critical information requires better key management
Strong potential for secret sharing and threshold systems

ALN
RS

February 2019

Centralization: https://arewedecentralizedyet.com/

Blockchain challenges: cryptography
crypto agility
Most blockchains have fixed crypto algorithms

Update requires hard fork

Exceptions
e Crypto in smart contracts
> Hyperledger Fabric: plug-in consensus mechanism

15
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: B - Do you need a blockchain?
Blockchain challenges: interoperability (Greenspan 2016][Wiist-Gervais 2017]

Sidechains for interactions between chains — require further study

Multiple Trusted All writers Permissionless
state? writers? party? known? blockchain

Oracles for interaction with physical world
° e.g. Town Crier, Oraclize

Public Permissioned
blockchain

All writers Need public
trusted? verifiability?

Private Permissioned
blockchain

Data ba se Interactions between

transactions relevant

Use cases: MERL for development World Food

MERL: Monitoring, Evaluation, Research and Learning How Blackchaln | Sohving the World The World Food Programme’s much-
unger Crisis publicised “blockchain” has one participant
L) A — i.e., it's a database

Fall 2018: study of 43 use cases fails to show any benefit

The World Food h ici in” has one participant —i.e.,
it's a database

Vendors fail to provide information

13 o Tags: datarella, deveon, ethereu

The World Food Programme is a branch of the United Nations wep

Development Group that helps food security for 80 million ¢

people worldwide, particularly in conflict-torn areas. i“ World Food Programme
winars

WEP blogged in March 2017: “What is ‘blockchain' and how is it
connected to fighting hunger?” about managing cash disbursements in Pakistan:

The first, successful test at field level of WFP's blockchain innovation—called ‘Building Blocks'—was
carried out in January deep in the heart of Sindh province, Pakistan. As vulnerable families received WFP
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Use cases: Forex
CLS Services Ltd and IBM Global Financing (IGF)

Foreign exchange trade in more than 140 currencies
2.9 million transactions/year

Dispute resolution: 25,000 cases

Ties up USD 100M for 40 days

Blockchain
> only dealing with dispute resolution
° Dispute resolution in 10 days: 40% improvement in capital efficiency

February 2019

Conclusion: blockchain

Exciting new technology for distributed consensus

°most (if not all) components are 25 years old

Many challenges including scalability, decentralization and
governance

But still strong interest in re-engineering business models

Novel ways to deploy cryptography to achieve resilience,
security and privacy

Different approaches: https://www.nervos.org/

Use cases: bank X

Bank has dozens of payment channels

Internal secure log (blockchain) to detect fraud

Bart Preneel, COSIC an imec lab at KU Leuven

ADDRESS: Kasteelpark Arenberg 10, 3000 Leuven
WEBSITE: homes.esat.kuleuven.be/~preneel/
EMAIL: Bart.Preneel@esat.kuleuven.be
TWITTER: @CosicBe

TELEPHONE: +32 16321148
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