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[ . . .
Application Security Problem

SPEED IS
THE KEY TO
SUCCESS.

Is IT CKAY TC DO
THINGS WRONG IF
WE'RE REALLY,

REALLY FAST?

www.dilbert.com  scattadames acl.com

NOW T'™ ALL
CONFUSED,
THANK YOU

VERY MUCH.

Fedistribution

Multi -channel

S Ul
Copyright 3 2800 United Feoture
in whole or in part prohibited

Syndicate, Inc.

Technology stacks

Software complexity

Api 6s

Cloud
Open Source

Integration

Usability
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| Application Security during Software Development

9

m) Test ) Deploy ) Maintain
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The fAclassicd approach

Maintain

to se

Pentest

Patch

Problematic , since:
A Focuson bugs, not flaws
A Penetration can causemajor harm
A Not cost efficient
A No security assurance
- All bugs found ?
- Bugfix fixes all occurences? (also future ?)
- Bugfix might introduce new security vulnerabilities
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[ .
Secure Development Lifecycle ?

Maintain

Enterprise -wide software security program

A Strategic approach to assuresoftware quality kgb 1‘
A Goal is to increase systematicity and avoid surprises

A Goal is NOT to have fully secure applications Leﬁ

A Focuson security functionality and security hygiene
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[
SDLC Cornerstones

People ARoles & Responsibilities

AActivities

Process ADeliverables
AcControl Gates

Training

AStandards & Guidelines
Knowledge AcCompliance

ATransfer methods

ADevelopment support

Technol ogy AAssessmenttools

AManagement tools
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| (Some) SDLC -related initiatives

AMicrosoft SDL

NIST

National Institute of
Standards and Technology|

ASP800-64

1@@21
f SAFECode
'IOEJEH Dnvmg Secuntg and Integntg

Gartner.
i—— = Software Engineering Institute ’ CarnegieMellon

BSIMM
CLASP

CMM

ISSECMM

Software Assurance
Maturlty Model

N’ SP-Secure g
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ISO/IEC 27034
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http://www.gartner.com/silentlocalechooser.jsp?locale=wcw

| Textbook Example: Microsoft SDL (SD3+C)

Requirements

Establish Security |  Establish Design Use Approved Dynamic
Requirements Requirements Tools -
)
CoreSecurity Create Quality Analyze 3%~ g pepre- Un' e ‘ \ Z
Training Gates / Bua Bar- P surfara Y B 185huy
Se wit wPri ty 1, at J = Attack Surface
Ris (Ac wm .t‘ Modetins Analysis Review
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~Pem

o SeCIFF-
Keview

Release
Archive
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Training
[

A Secure design
A Threat modeling
. A Securecoding
1. Training . .
2. Requirements A Security testing
3. Design A Privacy
4. Implementation
5. \Verification
6. Release
7. Response
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Requirements

NogoswNE

Project inception

When you consider security and
privacy at a foundational level

Training
Requirements
Design
Implementation
Verification
Release
Response

Cost analysis

" What'sthe )

L hazard'l

Determine if development and
support costs for i |mprovmg *‘
security and privacy are
consistent with business
needs
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Design
[

NogorwNE

Establish and follow best
practices for Design

_— 4& —
\ s
Training

Requirements
Design
Implementation
Verification
Release
Response

L[
R

Risk analysis

ety ik srace

=
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Threat modeling

STRIDE

SecAppDev 2019
16

SecAppDev 2019

19/02/2019



Implementation

Creating documentation and tools for
©  users that address security and privacy

\m‘

Training

Requirements
Design
Implementation
Verification
Release
Response

[

Establish and follow best
development

practices for

Nogarwbr

Review available information resources
Review recommended development tools

Define, communicate and document all best
practices and policies
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Verification
| Security and  privacy testing

Training
Requirements
Design
Implementation

Verification 1. Confidentiality, integrity and availability of the

Release
Response

NoosrwNE

software and data processedby the software

2. Freedom from issues that could result in
security vulnerabilities

Security push
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Release

[

@f"’

Training
Requirements
Design
Implementation
Verification
Release
Response

Nogahrwdbpr

1. Privacy /ﬁ'&.’ 22
2. Security - ;‘g& %Q}g: ,

CELLULAR
PHONE

Preparation for

wuesve 48
e 0

incident response
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Release

[

%f’

Training
Requirements
Design
Implementation
Verification
Release
Response

Nogorwbhr

=

Outcomes:
- Passed FSR
- Passed FSR with exceptions

- FSR escalation

to web

Sign -off process to ensure security, privacy and other policy compliance
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Response

[

NogoswNE

e

! )

Training
Requirements
Design
Implementation
Verification
Release
Response

=> able to respond appropriately to reports of vulnerabilities
in their software products, and to attempted exploitation of
those vulnerabilities.
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Microsoft SDL Practices (Anno 2019)

© ©® N o o k> w NP

PR e
N ko

Provide Training

Define Security Requirements

Define Metrics and Compliance Reporting

Perform Threat Modeling

Establish Design Requirements

Define and Use Cryptographic Standards

Manage the Security Risk of Using Third-Party Components
Use Approved Tools

Perform Static Analysis Security Testing (SAST)
Perform Dynamic Analysis Security Testing (DAST)
Perform Penetration Testing

Establish a Standard Incident Response Process

Source: www.microsoft.com
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[ . .
Microsoft SDL Example - Using Open Source
Practices
Here are the minimum steps you must ke to praperly manage this ik
00 oo ——
] =S, o
Inventory Open Source Keep Open Source Up to Date Align Security Response process
Unas ich open source companents are in use are free of securiy Xesp open source companants up to dats Prepare an approach that aigns with your oversl
P security rezponse plan
Leam more
Source: www.microsoft.com
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Final note on  process models

Process models provide a good starting point into secure development
lifecycles

A Overview of different activities that are relevant
A Indication of ordering and dependencies

Only few companies still work using a traditional, waterfall -only
paradigm

A Process models will not suffice for modern development
environments

A Need to be complemented (or replaced) with other techniques to be
useful

Secure Development Lifecycles: Motivation and Overview SecAppDev 2019
25

SecAppDev 2019

19/02/2019

12



-

Agenda

. Setting the Scene

. Process Models

. Modern Development
. Maturity Models

. Good Practices

. Conclusion

Rationale and Fundamentals

A Many traditional, large -scale software development projects are
going wrong

A Combination of business and technical causes
A Software is delivered late in the lifecycle
A Little flexibility during the process

Agile models focus on:

A Frequent interaction with stakeholders
A Short cycles

=> to increase flexibility and reduce risk
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[ .
Modern & Secure development: a mismatch ?

Agile Dev. Security
Speed & Flexibility Stable & Rigorous
Short cycles Extra activities

Limited documentation Extensive analysis

Functionality-driven Non-functional

?
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Modern Development
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e
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Secure Modern Development
General principles

A Make security a natural
A lightweight, in-phaseand iterative

A Preventive, detective and reactive controls

A Be involved at key moments in the lifecycle

A Automate security

A Work on established concepts & practices

A Continuous testing

A Small steps at a time (i.e. continuous improvement)
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