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Bart De Win ?

Å20 years of Information Security Experience

ÅPh.D. in Computer Science - Application Security

ÅAuthor of >60 scientific publications

ÅISC2 CSSLP & CISSP certified

ÅDirector @ Cyber&Privacy PwC Belgium:

ÅLeading the Threat & Vuln . Mngt . team

Å(Web) Application tester (arch. review, code review, dynamic review, ...)

ÅProficiency in Secure Software Development Lifecycle (SDLC) and Software 
Quality (ISO25010)

ÅOWASP SAMM co-leader

ÅContact me at bart.de.win@pwc.com
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Whatôs in a name é

ñSecure Developmentò

ÅSecAppDev 2019
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Application Security Problem

Usability

Multi -channel

Software complexity

Faster

Technology stacks

Cloud

Adaptability
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Quality

Cost
Speed of 
Delivery

Outsourcing
Apiôs

Integration

Open Source

Your view on your software?
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Application Security during Software Development

Bugs Flaws Cost

Analyse Design Implement Test Deploy Maintain
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The ñclassicò approach to secure software

Problematic , since:

ÅFocus on bugs, not flaws

ÅPenetration can causemajor harm

ÅNot cost efficient

ÅNo security assurance

- All bugs found ?

- Bug fix fixes all occurences? (also future ?)

- Bug fix might introduce new security vulnerabilities

Analyse Design Implement Test Deploy Maintain

(Arch review) Pentest Penetrate & 
Patch
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Secure Development Lifecycle ?

Enterprise -wide software security program

ÅStrategic approach to assuresoftware quality

ÅGoal is to increase systematicity and avoid surprises

ÅGoal is NOT to have fully secure applications

ÅFocus on security functionality and security hygiene

Analyse Design Implement Test Deploy Maintain

SDLC
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SDLC Cornerstones
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ÅRoles & ResponsibilitiesPeople

ÅActivities
ÅDeliverables
ÅControl Gates

Process

ÅStandards & Guidelines
ÅCompliance
ÅTransfer methods

Knowledge

ÅDevelopment support
ÅAssessmenttools
ÅManagement tools

Technology

Risk Training
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(Some) SDLC -related initiatives

ÅMicrosoft SDL

ÅBSIMM

ÅSP800-64

ÅTouchPoints

ÅCLASP

ÅSAMM

ÅSSE-CMM

ÅTSP-Secure

ÅGASSP
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Textbook Example: Microsoft SDL (SD3+C)
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Training

1. Training

2. Requirements

3. Design

4. Implementation

5. Verification

6. Release

7. Response

Content

Å Secure design

Å Threat modeling

Å Secure coding

Å Security testing

Å Privacy

Why?
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1. Training

2. Requirements

3. Design

4. Implementation

5. Verification

6. Release

7. Response

Requirements

When you consider security and 
privacy at a foundational level

Project inception

Cost analysis

Determine if development and 
support costs for improving 

security and privacy are 
consistent with business 

needs
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1. Training

2. Requirements

3. Design

4. Implementation

5. Verification

6. Release

7. Response

Design

Establish and follow best 
practices for Design 

Í secure-coding 
best practices

Risk analysis

Threat modeling

STRIDE
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1. Training

2. Requirements

3. Design

4. Implementation

5. Verification

6. Release

7. Response

Implementation

Creating documentation and tools for 
users that address security and privacy

Establish and follow best practices for 
development

1. Review available information resources

2. Review recommended development tools

3. Define, communicate and document all best
practices and policies
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1. Training

2. Requirements

3. Design

4. Implementation

5. Verification

6. Release

7. Response

Verification

Security and privacy testing

1. Confidentiality, integrity and availability of the
software and data processedby the software

2. Freedom from issues that could result in
security vulnerabilities

Security push
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1. Training

2. Requirements

3. Design

4. Implementation

5. Verification

6. Release

7. Response

Release

Public pre -release review

Planning

Preparation for

incident response

1. Privacy

2. Security
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1. Training

2. Requirements

3. Design

4. Implementation

5. Verification

6. Release

7. Response

Release

Sign -off process to ensure security, privacy and other policy compliance

Release to manufacturing/release to web

Outcomes:

- Passed FSR

- Passed FSR with exceptions

- FSR escalation

Final security and privacy review
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Response

1. Training

2. Requirements

3. Design

4. Implementation

5. Verification

6. Release

7. Response

=> able to respond appropriately to reports of vulnerabilities 
in their software products, and to attempted exploitation of 
those vulnerabilities.

Execute Incident Response Plan
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Microsoft SDL Practices (Anno 2019)

1. Provide Training

2. Define Security Requirements

3. Define Metrics and Compliance Reporting

4. Perform Threat Modeling

5. Establish Design Requirements

6. Define and Use Cryptographic Standards

7. Manage the Security Risk of Using Third-Party Components

8. Use Approved Tools

9. Perform Static Analysis Security Testing (SAST)

10. Perform Dynamic Analysis Security Testing (DAST)

11. Perform Penetration Testing

12. Establish a Standard Incident Response Process
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Microsoft SDL Example - Using Open Source
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Source: www.microsoft.com

Final note on process m odels

Process models provide a good starting point into secure development 
lifecycles

Å Overview of different activities that are relevant

Å Indication of ordering and dependencies

Only few companies still work using a traditional, waterfall -only 
paradigm

Å Process models will not suffice for modern development 
environments

Å Need to be complemented (or replaced) with other techniques to be 
useful
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Rationale and Fundamentals

Å Many traditional, large -scale software development projects are 
going wrong

ÅCombination of business and technical causes

Å Software is delivered late in the lifecycle

Å Little flexibility during the process

Agile models focus on:

Å Frequent interaction with stakeholders

Å Short cycles

=> to increase flexibility and reduce risk
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Scrum
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Modern & Secure development: a mismatch ?
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Agile Dev. Security

Speed & Flexibility Stable & Rigorous

Short cycles Extra activities

Limited documentation Extensive analysis

Functionality-driven Non-functional
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Modern Development
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Secure Modern Development
General principles

Å Make security a natural part of the lifecycle, but donôt overdo

Ålightweight, in-phaseand iterative 

ÅPreventive, detective and reactive controls

Å Be involved at key moments in the lifecycle

Å Automate security

Å Work on established concepts & practices

Å Continuous testing

Å Small steps at a time (i.e. continuous improvement)
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