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SecurityBugs
ÅAllowattackersǘƻ άtakecontrolέ

ïExecuteanythingthey want

ÅTurn the program intoŀ άweirdƳŀŎƘƛƴŜέ

ïThatcanbeprogrammedτin a weird way
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Focus
Memory Corruption
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The most popular language in the world

http://www.langpop.com/

http://www.langpop.com/
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Defensive measures

ÅNX bit / DEP / WṥX

ÅCanaries and Cookies

ÅASLR
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Not
Good

Enough
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Whynot?

Let ushave a look at modern exploitation
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It usedto besosimpleΧ
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0x08048430

b
u
f

0xbfffeeb00xbfffeedc

0xbfffeeb0

0xbfffeeb4

0xbfffeeb8

0xbfffeebc

0xbfffeec0

0xbfffeec4

0xbfffeec8

0xbfffeecc

0xbfffeed0

0xbfffeed4

0xbfffeed8

0xbfffee98

0xbfffeea4

0xbfffeea8

0xbfffeeac

It usedto besosimpleΧ
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! ǎƛƳǇƭŜ ŜȄŀƳǇƭŜΧ

ret

pop    % rbp

call   0x4005b1 < getURL >

mov %rsp ,%rbp

push   % rbp

IE

(code for read)

re
a
d

0x400601

0x40060b

ret

leave

call   400536 < get_webpage >

mov %rax ,%rdi

lea    - 0x30(% rbp ),% rax

call   400410 < read@plt >

mov $0x0,%edi

mov %rax ,%rsi

mov $0x40,%edx

lea    - 0x30(% rbp ),% rax

sub    $0x30,%rsp

mov %rsp ,%rbp

push   % rbp

g
e
tU

R
L

0x400541

0x40056c

getURL ()

{

char buf [48]; 

read(0,buf,64);

get_webpage ( buf );

}

IE ()

{

getURL ();

}
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aŜƳƻǊȅ ƭŀȅƻǳǘ ƻŦ ŀ ǇǊƻŎŜǎǎΧ

ret

pop    % rbp

call   0x4005b1 < getURL >

mov %rsp ,%rbp

push   % rbp

IE

(code for read)

re
a
d

0x400601

0x40060b

ret

leave

call   400536 < get_webpage >

mov %rax ,%rdi

lea    - 0x30(% rbp ),% rax

call   400410 < read@plt >

mov $0x0,%edi

mov %rax ,%rsi

mov $0x40,%edx

lea    - 0x30(% rbp ),% rax

sub    $0x30,%rsp

mov %rsp ,%rbp

push   % rbp

g
e
tU

R
L

0x400541

0x40056c

getURL ()

{

char buf [48]; 

read(0,buf,64);

get_webpage ( buf );

}

IE ()

{

getURL ();

}
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aŜƳƻǊȅ ƭŀȅƻǳǘ ƻŦ ŀ ǇǊƻŎŜǎǎΧ

ret

pop    % rbp

call   0x4005b1 < getURL >

mov %rsp ,%rbp

push   % rbp

IE

(code for read)

re
a
d

0x400601

0x40060b

ret

leave

call   400536 < get_webpage >

mov %rax ,%rdi

lea    - 0x30(% rbp ),% rax

call   400410 < read@plt >

mov $0x0,%edi

mov %rax ,%rsi

mov $0x40,%edx

lea    - 0x30(% rbp ),% rax

sub    $0x30,%rsp

mov %rsp ,%rbp

push   % rbp

g
e
tU

R
L

0x400541

0x40056c

getURL ()

{

char buf [48]; 

read(0,buf,64);

get_webpage ( buf );

}

IE ()

{

getURL ();

}
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aŜƳƻǊȅ ƭŀȅƻǳǘ ƻŦ ŀ ǇǊƻŎŜǎǎΧ

ret

pop    % rbp

call   0x4005b1 < getURL >

mov %rsp ,%rbp

push   % rbp

IE

(code for read)

re
a
d

0x400601

0x40060b

ret

leave

call   400536 < get_webpage >

mov %rax ,%rdi

lea    - 0x30(% rbp ),% rax

call   400410 < read@plt >

mov $0x0,%edi

mov %rax ,%rsi

mov $0x40,%edx

lea    - 0x30(% rbp ),% rax

sub    $0x30,%rsp

mov %rsp ,%rbp

push   % rbp

g
e
tU

R
L

0x400541

0x40056c

getURL ()

{

char buf [48]; 

read(0,buf,64);

get_webpage ( buf );

}

IE ()

{

getURL ();

}
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aŜƳƻǊȅ ƭŀȅƻǳǘ ƻŦ ŀ ǇǊƻŎŜǎǎΧ

ret

pop    % rbp

call   0x4005b1 < getURL >

mov %rsp ,%rbp

push   % rbp

IE

(code for read)

re
a
d

0x400601

0x40060b

ret

leave

call   400536 < get_webpage >

mov %rax ,%rdi

lea    - 0x30(% rbp ),% rax

call   400410 < read@plt >

mov $0x0,%edi

mov %rax ,%rsi

mov $0x40,%edx

lea    - 0x30(% rbp ),% rax

sub    $0x30,%rsp

mov %rsp ,%rbp

push   % rbp

g
e
tU

R
L

0x400541

0x40056c

getURL ()

{

char buf [48]; 

read(0,buf,64);

get_webpage ( buf );

}

IE ()

{

getURL ();

}
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aŜƳƻǊȅ ƭŀȅƻǳǘ ƻŦ ŀ ǇǊƻŎŜǎǎΧ

ret

pop    % rbp

call   0x4005b1 < getURL >

mov %rsp ,%rbp

push   % rbp

IE

(code for read)

re
a
d

0x400601

0x40060b

ret

leave

call   400536 < get_webpage >

mov %rax ,%rdi

lea    - 0x30(% rbp ),% rax

call   400410 < read@plt >

mov $0x0,%edi

mov %rax ,%rsi

mov $0x40,%edx

lea    - 0x30(% rbp ),% rax

sub    $0x30,%rsp

mov %rsp ,%rbp

push   % rbp

g
e
tU

R
L

0x400541

0x40056c

getURL ()

{

char buf [48]; 

read(0,buf,64);

get_webpage ( buf );

}

IE ()

{

getURL ();

}



VU University Amsterdam

What about stack?

ret

pop    % rbp

call   0x4005b1 < getURL >

mov %rsp ,%rbp

push   % rbp

IE

(code for read)

re
a
d

0x400601

0x40060b

ret

leave

call   400536 < get_webpage >

mov %rax ,%rdi

lea    - 0x30(% rbp ),% rax

call   400410 < read@plt >

mov $0x0,%edi

mov %rax ,%rsi

mov $0x40,%edx

lea    - 0x30(% rbp ),% rax

sub    $0x30,%rsp

mov %rsp ,%rbp

push   % rbp

g
e
tU

R
L

0x400541

0x40056c

getURL ()

{

char buf [48]; 

read(0,buf,64);

get_webpage ( buf );

}

IE ()

{

getURL ();

}

0x7fffffffe448 0x40060a

old FP

64

(buf)

0

0x7fffffffe3f8

0x7fffffffe400

0x7fffffffe408

0x7fffffffe410

0x7fffffffe418

0x7fffffffe420

0x7fffffffe428

0x7fffffffe430

0x7fffffffe438

0x7fffffffe440

%rdi

%rsi

%rdx

8 bytes
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Exploit 0x08048430

b
u
f

getURL ()

{

char buf [48]; 

read( fd , buf , 64);

get_webpage ( buf );

}

IE ()

{

getURL ();

}

0x7fffffffe4100x7fffffffe448

0x7fffffffe4f0

0x7fffffffe4f8

0x7fffffffe400

0x7fffffffe408

0x7fffffffe410

0x7fffffffe418

0x7fffffffe420

0x7fffffffe428

0x7fffffffe430

0x7fffffffe438

0x7fffffffe440

0xbfffee98

0x7fffffffe4d8

0x7fffffffe4e0

0x7fffffffe4e8
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That is it, really

ÅOnly need to stick a program in the buffer

Easy to do: attacker controls what goes in the buffer! 

ïand that program simply consists of a few instructions 
(not unlike what we saw before)
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Twophases

1. Divertthe control flow

2. Executecode
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That is, fundamentally, it.

ÅLet us see whether we understood this.
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Can you exploit this?
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w

Can you exploit this?
without comments
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ÅThe best defenseis proper boundschecking

Åbut there are manyC/C++ programmers
and someare boundto forget

Č Are there anysystem defensesthat canhelp?

HOW DO WE STOP THE ATTACKS?
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CLASSIC 
ATTACKS

Sofar
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CLASSIC 
DEFENSES

Now
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NEO-CLASSIC 
ATTACKS

AGAINST CLASSIC 
DEFENSES

and
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No more
Defenses: stackprotection, DEP, ASLR 
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Stack Canaries!
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Threat Model
ÅAttackers are smashing the stack

ÅUsing contiguous overflow

ÅDivert control to injected code
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ÅGoal: make sure we detect overflow of return 
address

ïThe functions' prologues insert a canaryon the stack

ïThe canary is a random 64-bit value inserted between the 
return address and local variables

ÅThe epilogue checks if the canary has been altered

ÅDrawback: requires recompilation

Compiler-level techniques
Canaries



VU University Amsterdam

Canaries
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Recall: two phases

1. Divertthe control flow

2. Executecode
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How good are they?

ÅAssumerandom canariesprotect the stack



VU University Amsterdam

Can you still exploit this?
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Threat Model
ÅAttackers are smashing the stack

ÅUsing contiguous overflow

ÅDivert control to injected code
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ά59tΗέ
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DEP / NX bit / WṥX

ÅIdea: separate executable memory locations 
from writable ones

ïA memory page cannot be both writable and 
executable at the same time

Åά5ŀǘŀ 9ȄŜŎǳǘƛƻƴ tǊŜǾŜƴǘƛƻƴ ό59tύέ
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Threat Model
Attackers divert control 
to injected code
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Recall: two phases

1. Divertthe control flow

2. Executecode
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So how to get a 
shell now?
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Bypassing DEP (32 bit) 

ÅReturn into libc

ÅThree assumptions:

ïWe can manipulate a code pointer

ïThe stack is writable

ï²Ŝ ƪƴƻǿ ǘƘŜ ŀŘŘǊŜǎǎ ƻŦ ŀ άǎǳƛǘŀōƭŜϦ ƭƛōǊŀǊȅ 
function (e.g., system())
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Stack

ÅWhythe άret addressέ?

ÅWhatcouldwe do with it?

0x08048430

b
u
f

System()0x7fffffffeed0

0x7fffffffee78

0x7fffffffee80

0x7fffffffee88

0x7fffffffee90

0x7fffffffee98

0x7fffffffeea0

0x7fffffffeea8

0x7fffffffeeb0

0x7fffffffeeb8

0x7fffffffeec0

0x7fffffffeec8

0x7fffffffee60

0x7fffffffee68

0x7fffffffee70

ñret addressò

arg

arg0x7fffffffeee8

0x7fffffffeed8

0x7fffffffeee0
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Bypassing DEP (64 bit) 

Å64-bit: parameters passed in registers rather 
than stack

ïSo we need to be able to control the %rdi, %rsi, 
%rdxΣ Χ ǊŜƎƛǎǘŜǊǎ ǘƻ ƳŀƪŜ ǊŜǘǳǊƴ ƛƴǘƻ libc work

ïWhether this is possible depends on register 
allocation, which depends on compiler (settings)

Č HARD!
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more 
extreme 

code reuse

{ƻΧ
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Consider binary again

Lots of code!
ret

pop    % rbp

call   0x4005b1 < getURL >

mov %rsp ,%rbp

push   % rbp

(code for read)

ret

leave

call   400536 < get_webpage >

mov %rax ,%rdi

lea    - 0x30(% rbp ),% rax

call   400410 < read@plt >

mov $0x0,%edi

mov %rax ,%rsi

mov $0x40,%edx

lea    - 0x30(% rbp ),% rax

sub    $0x30,%rsp

mov %rsp ,%rbp

push   % rbp
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Return Oriented Programming (ROP)

ïSmall snippets of code ending with a RET

ïCan be chained together
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ROP
ïSmall snippets of code ending with a RET

ïCan be chained together

&gadget1

&gadget2

&gadget3

--
Χ
Χ
ret

Χ
ret

Stack
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Example: want to callexit with code 5 
(exit syscallnumber= 60, return valuein %rdi)

0x400536 POP %rbx

POP %rax

ADD %rbx , % rax

RET

.

.

.

0x4000640 MOV %rbx ,%rdi

RET       

.

.

.

0x4000768 INT $0x80

OLD RET
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ROP

&gadget1

&gadget2

&gadget3

--
Χ
Χ
ret

Χ
ret

Stack
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How good are they?

ÅAssumerandom canariesprotect the stack

ÅAssumeDEP preventsexecutionof the stack
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Can you still exploit this?
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Threat Model
Attackers divert control 
to injected code
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ASLR!
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Let usmakeit a little harder stillΧ
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Address Space Layout Randomisation

ÅIdea:
ïRe-arrange the position of key data areas 

randomly (stack, .data, .text, shared libraries, . . . )

ïBuffer overflow: the attacker does not know the 
address of the shellcode

ïReturn-into-libc: the attacker can't predict the 
address of the library function

ïImplementations: 
ÅLinux kernel > 2.6.11, 

ÅWindows >= Vista, . . .
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Threat Model
To divert the control, attackers
need to know in advance the 
location of that code
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Recall: two phases

1. Divertthe control flow

2. Executecode
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So how to get a 
shell now?
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ASLR: Problems

Å32-bit implementations use few randomisationbits

ÅAn attacker can still exploit non-randomisedareas, or 

Årely on other information leaks (e.g., format bug)

ČǘȅǇƛŎŀƭƭȅ ƪƴƻǿƴ ŀǎ άƳŜƳƻǊȅ ŘƛǎŎƭƻǎǳǊŜǎέ

Å{ƻΧ όL ōŜǘ ȅƻǳ ǎŀǿ ǘƘƛǎ ƻƴŜ ŎƻƳƛƴƎύΧΦ
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How good are they?

ÅAssumerandom canariesprotect the stack

ÅAssumeDEP preventsexecutionof the stack

ÅAssumeASLR randomizedthe stackand the 
start addressof the code

ïbut let usassumethat all functionsare still at the 
samerelativeoffset from start addressof code

ï(in other words: needonlya single code pointer)
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Can you still exploit this?
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Threat Model
To divert the control, attackers
need to know in advance the 
location of that code
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Incidentally, so far we only talked 
about buffer overflows

ÅPerpetual top-3 threat

ïSANS CWE Top 25 Most dangerous 
programming errors

ÅBut not the only one

ïTemporal errors, integer overflows, 
ŦƻǊƳŀǘ ǎǘǊƛƴƎǎΧ
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So far: main defensive measures

ÅNX bit / DEP / WṥX

ÅCanaries and Cookies

ÅASLR



VU University Amsterdam

Not
Good

Enough
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Evolution at work
άaŜƳƻǊȅ 9ǊǊƻǊǎΥ ǘƘŜ tŀǎǘΣ ǘƘŜ tǊŜǎŜƴǘ ŀƴŘ ǘƘŜ CǳǘǳǊŜέ ώw!L5Ωмнϐ
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Let us
Take a Step Back
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²Ƙŀǘ ƛǎ ǘƘŜ ŀǘǘŀŎƪŜǊΩǎ ƎŀƳŜΚΚ

Two fundamentalrequirements:

Ålocate code (gadgets)

Åjump to it
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All Defenses

ÅTry to restrict the attacker in some way

ïStop contiguous overflow

ïStop code injection

ïStop ability to target code

ï{ǘƻǇ ΧwhateveverΧ

ÅCrucial question always: ά²Ƙŀǘ ƛǎ ƭŜŦǘΚέ
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All Defenses

ÅHave a threat model in mind

ïAttacker overwrites return address

ïAttacker overwrites return address or function pointer

ïAttacker overwrites return address or function pointer 
or data

ïAttacker cannot leak randomization

ïAttacker cannot crash a system

ïΧ

ÅCrucial question   : άLǎ ƛǘ ǊŜŀƭƛǎǘƛŎ ŀƴŘ ǿƘŀǘ ƛǎ ƭŜŦǘΚέ

Crucial answer  :ά²Ŝ ŀƭǿŀȅǎ ƎŜǘ ƛǘ ǿǊƻƴƎΗέ
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Defenses can be bypassed

ÅEasily or with difficulty

ÅSo, useless?
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Defenses can be bypassed

ÅEasily or with difficulty

ÅSo, useless?

ÅbƻΗ ¢ƘŜȅ ǎǘƛƭƭ ƳŀƪŜ ǘƘŜ ŀǘǘŀŎƪŜǊǎΩ ƭƛŦŜ ŘƛŦŦƛŎǳƭǘ
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We have seen this already

Let us explore this further
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Consider
ROP
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ROP

ïSmall snippets of code ending with a RET

ïCan be chained together
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ROP

ïSmall snippets of code ending with a RET

ïCan be chained together

&gadget1

&gadget2

&gadget3

--
Χ
Χ
ret

Χ
ret

Stack
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ROP

&gadget1

&gadget2

&gadget3

--
Χ
Χ
ret

Χ
ret

Stack

JOP COP
*OP
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ROP is not easy!

ÅNeed to know addresses of gadgets in detail

ÅNeed exact same version of the binary

Č NOT Portable
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SROP

Erik Bosman

Portable!
Need as few as one gadget:
άsyscall(0x0f05) & retόлȄŎоύέ
ÅAlways present
ÅSometimes at fixed location

άFramingSignalsέΣ Security& Privacy, 2014

SigReturn Oriented Programming

Works on all UNIXes
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Weirdmachines en Alan Turing

άWhatcanbecalculatedΚέ

άLǎ it a browser of a flappybirdΚέ



VU University Amsterdam

²Ŝ ŘƻƴΩǘ ǿŀƴǘ

Turing Completeness

We want

Restrictive model
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Existingdefenses
Canaries

DEP

ASLR

5ƻƴΩǘcut it!



VU University Amsterdam

FranticSearch For

BetterSolutions
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Like
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CFI
top contender when other measures failed

//{Ωлр
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Threat Model
Attackers divert control and jump
to some gadgetat arbitrary 
address (e.g., in the middle of 
function or even in an instruction)
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Defense

Two fundamentalrequirements:

Ålocate code (gadgets)

Åjump to gadgets
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ÅSimpleidea:

ïAllowonlyάlegitimatebranches and callsέ

ControlFlowIntegrity

Č Thatfollow the control flow graph
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Example CFG
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Example CFG
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Example CFG
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Example CFG

{ƻ ǿŜ ƎƛǾŜ ǘƘŜ ǾŀƭƛŘ ǘŀǊƎŜǘǎ ŀ άƭŀōŜƭέ 
(or ID) and check that we do not 
branch anywhere else

CFI example: we want to insert a check that sort
can only return to just after the call in sort_1and 
just after the call to sort_2

Similarly for other indirect branches
(e.g., fptr can only land at less_than
or greater_than
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Let us see that CFG again
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Let us see that CFG again
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This is known as fine-grained CFI
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May be combined with a 
shadowstack

Perhaps combine 
with runtime 
shadow stack:

A

B
Is B?

Is A?

A

B
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CFI in Practice

ÅChallengesfor the adoptionof the idealCFI:

ïRequirespreciseControl-FlowGraph(CFG)

ÅRequiressourcecode or debuginformation

ïHas a non-negligibleperformance overhead

ÅSo: looseCFI Č practical (?)

ïUsesonlya few labels

ïApplicableto binary-only software

Coarse-grainedCFI supportedby major compilers
Windows 10, EdgeΣ Χ Č all compiledwith CFI!
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Loose CFI
όάŎƻŀǊǎŜ ƎǊŀƛƴŜŘέύ
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Still powerful

ROP 

ïŎŀƴ ƴƻ ƭƻƴƎŜǊ ǳǎŜ άƳƛǎŀƭƛƎƴŜŘ ƎŀŘƎŜǘǎέ

ïcan only call legitimate function entry points

ïand return to legitimate call sites
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Eliminates

98%
of gadgets
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Question

Is that enough?
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Allowable transfers in practical CFI

Abadi

Examples of coarse grained CFI implementations
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Allowable transfers in practical CFI

Abadi

Question: is this enough to stop ROP?

Examples of coarse grained CFI implementations
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Phrased differently

What gadgets are left?
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EnesGoktas in 2005
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Phrased differently

What gadgets are left?
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άhƭŘέ wht ƎŀŘƎŜǘǎ
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New gadgets!

Entry point gadgets

Call site gadgets

Skip details
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Calling functions
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Proof of concept

ÅExploitin Internet Explorer 8
ïASLR and DEP in place

ïCCFIR in place

ÅVulnerability: heapbuffer overflow 
(CVE-2012-1876)
ïSpray the heapwith desiredexploitationdata

ïTriggervulnerability

ïGetcontrol of an indirect jmp

ïExecutelinkedgadgets
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Threat Model
Attackers divert control and jump
to some gadgetat arbitrary 
address (e.g., in the middle of 
function or even in an instruction)
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Useless?
ÅNo! It really raises the bar for attackers

ÅEven if there is still some wiggle room left
































































































































































































































































