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Three Focus Areas

Defenses Binary& Malware Attacks
Analysis
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SecurityBugs

A Allow attackersil 2také&controlé
I Executeanythingthey want

A Turn the progranminto I wéirdY I OKA V' S ¢
I Thatcanbe programmed in aweird way
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FOCUS |
Memory Corruption

N



The most popular language In the worl

C
Java |

C++ |
PHP
JavaScript
Python
C#
Perl =
SQL
Ruby )
Shell
Visual Basic
Assembly
Actionscript
Objective C
Lisp
Delphi
Pascal
Scheme
Haskell
Tcl
Fortran
Ada
Lua
ColdFusion
Cobol
Erlang
0
Scala
Smalltalk
OCaml
Forth
Rexx

http://www.langpop.com/

_444|JJJJJJ‘

0.20 0.40 0.60 0.80 1.00


http://www.langpop.com/

Defensive measures

ANX bit / DEP / W$ X
A Canaries and Cookies
AASLR
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N Ot

. Enough



Why not?

Letushave a look at moderaxploitation
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It usedto be sosimpleX
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It usedto be sosimpleXe s

Oxbfffeed8

Oxbfffeed4
Oxbfffeed0
Oxbfffeecc
Oxbfffeec8
Oxbfffeecd
OxbfffeecO
Oxbfffeebc
Oxbfffeeb8
Oxbfffeeb4
OxbfffeebO
Oxbfffeeac
Oxbfffeea8

Oxbfffeeasd
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getURL ()

{

char

buf [48];

read(0,buf,64);
get_webpage

}
IE ()
{

getURL ();

}

( buf );
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rea

0x40060b
LU

0x400601

0x40056¢
-

S
>
(@)

0x400541

....

....

(code for read)

L
......

L
......

call 0x4005b1 < getURL >
mov
push % rbp

%sp ,%rbp

S

g

ret

e
m
e
call 400410 < read@plt >
mov

m

m

e

sub  $0x30,%rsp

mov
push % rbp

call 400536 < get_webpage| >

\ %ax ,%rdi
- 0x30(% rbp ),% rax

ave
a
$0x0,%edi
%ax ,%rsi
% $0x40,%edx
a - 0x30(% rbp ),% rax

%sp ,%rbp




aSY2NE

getURL ()

{

char

buf [48];

read(0,buf,64);
get_webpage

}
IE ()
{

getURL ();

}

stack

( buf );
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f | & 2 dzi

0x00007 FFfFfffefff

w ENV/ARG strings

ENV /ARG pointers

-

argc

—

A

heap

.bss

.data

.text

Ox0000000000400000

0x40060b
L

0x400601

0x40056¢
-

S
>
(@)

0x400541

....

....

(code for read)

call 0x4005b1 <
mov
push % rbp

getURL >
%sp ,%rbp

S

g

sub  $0x30,%rsp
mov
push % rbp

ret

leave

call 400536 < get_webpage| >
mov %ax ,%rdi

lea - 0x30(% rbp ),% rax

call 400410 < read@plt >
mov $0x0,%edi

m % ax ,%rsi

mov $0x40,%edx

lea - 0x30(% rbp ),% rax

%sp ,%rbp




aSY2NE

getURL ()
{

char

}
IE ()
{

}

getURL ();

buf [48];
read(0,buf,64);
get_webpage

( buf );
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f | & 2 dzi

0x40060b
LU

0x400601

0x40056¢
-

S
>
(@)

0x400541

,,,,

,,,,

(code for read)

il
......

il
......

call 0x4005b1 <
mov
push % rbp

getURL >
%sp ,%rbp

S

g

sub  $0x30,%rsp
mov
push % rbp

ret

leave

call 400536 < get_webpage| >
mov %ax ,%rdi

lea - 0x30(% rbp ),% rax

call 400410 < read@plt >
mov $0x0,%edi

m % ax ,%rsi

mov $0x40,%edx

lea - 0x30(% rbp ),% rax

%sp ,%rbp




w

......

aSY2NER fléez2dzi 27

(code for read)

getURL ()
{

char buf [48]; |
read(0,buf,64);
get_webpage (buf); 0x40060b  ECRIN

LIJ call 0x4005b1 < getURL >
- mov %sp ,%rbp
push % rbp

0x400601

IE ()
{

}

getURL (); e >

0x400601: push Srbhp 0x40056¢ | =

— call 400536 < get_webpage| >
%ax ,%rdi

0x400602: mov Srsp, $rbp

ad e
D) # call 400;10< . read@plt
+J mo 0x0,%edi
0x400605: call  0x4005bl <gefURL> 5 e
le - 0x30(% rbp ),% rax
. - o] sub $0x036(;.%rus§3r
k Ox40060a: pop SLkp 0X400541 | pan % op
0x40060b: ret !

ave
oV
a - 0x30(% rbp ),% rax
%
%
%
a

:




aSY2NE f

2 dzii

400541
400542 :
400545:
400549:
40054d:
400552:
400555
40055a:
40055f:
400563 :
400566:
40056b:
40056c¢C:

push
MoV,
sub
lea
mowv

|

MOV

|

MO

|

1

=
D
T

=
)
<

call

leave

srbp

Srsp, 3rbp
$0x30,%rsp
-0x30 (3xrbp)

, srax

S0x40, 3edx
Frax, %$rsi
$0x0, %ed1

400410 <read@plt>

-0x30 (5xrbp)

, srax

Zrax, srdi

0x40060b
LU

0x400601

400536 <get, . webpage>

0x40056¢

e

U University Amsterdam

—l
\%

2 -

(@)

0x400541

(code for read)

ret
pop
call
mov

push % rbp

% rbp
0x4005b1 <
%sp ,%rbp

getURL >

S

g

ret

call
mov
lea
call
mov
mov
mov
lea
sub
mov

leave

push % rbp

400536 <
%ax ,%rdi
- 0x30(% rbp ),% rax
400410 < read@plt >
$0x0,%edi
%ax ,%rsi
$0x40,%edx
- 0x30(% rbp ),% rax
$0x30,%rsp
%sp ,%rbp

get_webpage| >




aSY2NE

getURL ()
{

char

}
IE ()
{

}

getURL ();

buf [48];
read(0,buf,64);
get_webpage

( buf );
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f | & 2 dzi

0x40060b
LU

0x400601

0x40056¢
-

S
>
(@)

0x400541

,,,,

,,,,

(code for read)

il
......

il
......

call 0x4005b1 <
mov
push % rbp

getURL >
%sp ,%rbp

S

g

sub  $0x30,%rsp
mov
push % rbp

ret

leave

call 400536 < get_webpage| >
mov %ax ,%rdi

lea - 0x30(% rbp ),% rax

call 400410 < read@plt >
mov $0x0,%edi

m % ax ,%rsi

mov $0x40,%edx

lea - 0x30(% rbp ),% rax

%sp ,%rbp




getURL ()
{

char buf [48],
read(0,buf,64);
get_webpage

}
IE ()
{

getURL ();
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( buf );

Ox7fffffffe440

0x40060a

Ox7fffffffe438

Ox7fffffffe430

Ox7fffffffe428

Ox7fffffffe420

Ox7fffffffe418

Ox7fffffffe410

Ox7fffffffe408

Ox7fffffffe400

\

Ox7fffffffe3f8

%ardx

64

oasi

(buf)

/

%ardi

0x40060b
L

0x400601

0x40056¢
-

>
> =
(@)

0x400541

(code for read)

......

......

ret
Dhpop % rbp

mov %sp ,%rbp
push % rbp

call 0x4005b1 < getURL >

S

g

ret
leave

mov %ax ,%rdi
lea - 0x30(% rbp ),% rax
call 400410 < read@plt
mov $0x0,%edi

mov % ax ,%rsi

mov $0x40,%edx

lea - 0x30(% rbp ),% rax
sub  $0x30,%rsp

mov %sp ,%rbp

push % rbp

call 400536 < get_webpage| >

>




EXploit == [oaieso—

Ox7fffffffe440 ‘

getURL () Ox7fffiftfe430

{ Ox7ffiffffed28

char buf [48]; 0x7fffffffe420
‘ read( fd : buf : 64), Ox7fffffffe418
get webpage ( buf ); Ox7fffffffe410

} Ox7fffffffe408

IE () Ox7ffffffe400

{ OxTfffffffe4fs
getURL (); Ox7fffffeafo

} Ox7fffffffe4e8

Ox7fffffffe4e0

Ox7fffffffe4d8

VU University Amsterdam Oxbfffee98



That is it, really

A Only need to stick a program in the buffer

Easy to doattacker controls what goes in the buffer!

I and that program simply consists of a few instructions
(not unlike what we saw before)
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Twophases

1. Divertthe control flow

2. Executecode

% VU University Amsterdam

1i=1; ] =1
while (true){

DIVERSION

High Level Code

" _ - | [11018811101000808
.“flf"’ _._1.+-?' BO0RBAANDBAANDAT
] = 1+{1=]);}| |1161881116100004
[ HOE1BAEERRAARRRT
110188001 0880084
mov rd,#1 801008000B800004
mov rl,#1 11018181 16800011
1: 113 lﬂﬁﬂﬂﬂﬁgﬂﬂlﬁl
1161661616680811
add r2,rd, rl] | ) sedoseedenss
str r2,[r3] 1101880118100004
add r3,#4 BO0BBAGNDBAA0DE]
ligisgalieiacasd
mov @, rl A901H8800BA0A10
mov rl,r2 1811181811111111
b 1 1111111111111081
Assembly Code Binary Code



That 1s, fundamentally, It.

A Let us see whether we understood this.
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Can you exploit this?

char [1 = "Welcome to our system! ':

void echo (int )
1
int

char nane [641, [1281:

len = strlen (ghelcome);
memcpy (reply. ghlelcome. len): /% copy the welcome string to reply =/

write_to_socket (fd. "Type your name: "): /7% prompt client for name =/
read (fd, name, 128): /% read name from socket =/

/% copy the name into the reply buffer (starting at offset len. so
# that we won't overuwrite the welcome message we copied earlier). #/
memcpy (reply+len, name, 64);

write (fd. reply. len + 64); /% now send full welcome message to client =/

¥

void server (int } L 7% just call echo() in an endless loop #/

(1)
echo (socketfd):




Can you exploit this?

out comments

char [1 = "Welcome to our system! ':

void echo (int )
1
int

char nane [641, [1281:

len = strlen (ghelcome);
memcpy {(reply. ghelcome, len):

write_to_socket (fd, "Type your name: "J):

read (fd. name, 128):

memcpy {(replytlen, name. b4);
write (fd. reply. len + 64);

¥

void server (int Yy 1

(1)
echo (socketfd):




HOW DO WE STOP THE ATTACI

A The bestefenseis properboundschecking

A but there are many C/C++programmers Q
andsomeare boundto forget e

\\ ) e 0
\\

——

C Arethere anysystemdefenseghat canhelp?
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NO more

Defensesstackprotection, DEP, ASLR
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Stack Canaries!
o) d
<




A Using contiguous overflow
A Divert control to injected code
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Compilerlevel techniques
Canaries

A Goal: make sure we detect overflow of return
address
I The functions' prologues insertcanaryon the stack

I The canary is a random &4t value inserted between the
return address and local variables

A The epilogue checks if the canary has been altered
A Drawback: requires recompilation
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Canaries

Top of the stack

—

|

R

OxbfFfFF

Stack grows downwards

e

VU University Amsterdam



Recalltwo phases

1. Divertthe control flow

DIVERSION

y Anas

ne




How good are they?

A Assumeandomcanariesprotect the stack
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Can you still exploit this?

char [1 = "Welcome to our system! ':

void echo (int )
1
int

char nane [641, [1281:

len = strlen (ghelcome);
memcpy {(reply. ghelcome, len):

write_to_socket (fd, "Type your name: "J):

read (fd. name, 128):

memcpy {(replytlen, name. b4);
write (fd. reply. len + 64);

¥

void server (int Yy 1

(1)
echo (socketfd):




A Usi . ;

A Divert control to injected code
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DEP / NX bit / \& X

A Idea: separate executable memory locations
from writable ones

I A memory page cannot be both writable and
executable at the same time

Aasl GF 9ESQdziAaz2y t NBO
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Threat Model

Attackers divert control
to injected code
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Recalltwo phases

2. Executecode

1i=1; ] =1
while (true){
*val++ = 1+j;

] = i+(i=j);}
i

mov ri,#1
mov rl,#1

1:

add r2,r@,rl
str r2,[r3]
add r3,#4
mav rd,rl
mov rl,r2

b 1

High Level Code

110168811 161a0088
AE0BBaa00BEa00E]1
1181881118 1a0688
daa1Mada6B8a8601
110163001 63a0083
00108300 063a0083
l11al8lalleaaanll
40 1Beaa0DEaaanEs
1181641816808611
9116309006300 1683
11016801186 100088
HEaBBaa0BREEaaE1
1181884116 180688
Hga16aaa058a0019
1311141811111111
1111111111111 861

Assembly Code

Binary Code




S0 how to get a
shell now?

\ 9
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Bypassing DEP (32 bit)

A Return intolibc

A Three assumptions:
I We can manipulate a code pointer
I The stack Is writable
i2S 1y2¢6 0UKS | RRNbkaa 27
function (e.g.system()

Y : : N |
Higher memory addresses

Library func. addr.| Dummy retaddr | argl | --- argn

AR

- Overwrites the retaddr of the vulnerable function



OxTfffffffeee8 arg

Ox7fffffffeee0 arg

StaCk ox7fifiiffeeds | A r et addr e

Ox7fffffffeedO Syste m ()
Ox7fffffffeec8

A Whythe fret address? octees

Ox7fffffffeeb8

AWhatcouldwe dowith it? s

OxT7fffffffeea8

OxT7fffffffeeal

Ox7fffffffee98

Ox7fffffffee90

Ox7fffffffee88

Ox7fffffffee80

Ox7fffffffee78

Ox7fffffffee70

Ox7fffffffee68

Ox7fffffffee60

be : :

VU University Amsterdam




Bypassing DEP (64 bit) 4, "™

A 64-bit: parameters passed in registers rather
than stack

I So we need to be able to control thedo % s,
ordx> X NBIA&dSNAE lncdorkY I {

I Whether this Is possible depends on register
allocation, which depends on compiler (settings)

A4

C HARD!
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{2 X

more
extreme
code reuse
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Consider binary again

(code for read)

ret

pop % rbp

call 0x4005b1l < getURL >
mov %sp ,%rbp

push % rbp

< <

ret

leave

call 400536 < get_webpage| >
mov %ax ,%rdi

lea - 0x30(% rbp ),% rax

call 400410 < read@plt >
mov $0x0,%edi

mov oax ,%rsi
mov $0x40,%edx
lea - 0x30(% rbp ),% rax

sub  $0x30,%rsp
mov %sp ,%rbp
push % rbp

% VU University Amsterdam



Return Oriented Programming (ROI

I Small snippets of code ending with a RET
I Can be chained together

:

pop
pop
mov | add | or | ...
ret

—

Return-oriented gadget
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)/
&gadget3

|
-
§ &gadgetl

mov | add | or | ...
ret

Return-oriented gadget
Stack
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Example want tocallexit with code 5
(exitsyscalhumber= 60, returnvaluein %di)

0x400536 POP %bx I
POP %ax I
ADD %bx , % rax —
0x4000640 MOV %bx ,%rdi | OLD RET |
RET

OLD RET

0x40007/68 INT $0x80

% VU University Amsterdam



% VU University Amsterdam

)/
&gadget3
I

-
§ &gadgetl

pop
pop

mov | add | or | ...
ret

Return-oriented gadget
Stack



How good are they?

A Assumeandomcanariesprotect the stack
A AssumeDEPpreventsexecutionof the stack

o VU University Amsterdam



Can you still exploit this?

char [1 = "Welcome to our system! ':

void echo (int )
1
int

char nane [641, [1281:

len = strlen (ghelcome);
memcpy {(reply. ghelcome, len):

write_to_socket (fd, "Type your name: "J):

read (fd. name, 128):

memcpy {(replytlen, name. b4);
write (fd. reply. len + 64);

¥

void server (int Yy 1

(1)
echo (socketfd):




Threat Model

Attackers divert control

_to injeetedTode
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Letus makeit alittle harderstillX
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Address Space Layokandomisation

A ldea:
I Rearrange the position of key data areas
randomly (stack, .data, .text, shared libraries, . . .)

I Buffer overflow: the attacker does not know the
address of theshellcode

I Returninto-libc: the attacker can't predict the
address of the library function

I Implementations:
ALinux kernel > 2.6.11,
AWindows >= Vista, . . .
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Threat Model

To divert the control, attackers
need to know In advance the
location of that code

% VU University Amsterdam



Recalltwo phases

1. Divertthe control flow DIVERSION

i=1; j = 1; |High Level Code

2. Executecode GHLLN: (Erua

" _ - | [11018811101000808
vales _._1.+-:" BO0RBAANDBAANDAT
1+(1=]);} | |11618811168100088
[ HOE1BAEERRAARRRT
8 #1 110188001 0880084
' 80106800003A0004
ri,#1 11018181 16800011
ﬂﬂlﬂﬁﬂﬂﬂggﬂﬂﬂ
1161661616680811

rZ,ro,rl 8011680006800168
r2,[r3i] 1101880118100004
r3, #4 BO0BBAGNDBAA0DE]
ligisgalieiacasd
Haa1gaaneadaa148
1811181811111111
1111111111111081

Binary Code




S0 how to get a
shell now?

\ 9
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ASLR: Problems

A 32-bit implementations use fewandomisationbits
A An attacker can still exploit nerndomisedareas, or

A rely on other information leaks (e.g., format bug)
COeLIAOlIfte 1y26y |d& aYSY2NE

A{2X oL o0S0 e2dz al ¢ UKAaA
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How good are they?

A Assumeaandomecanariesprotect the stack
A AssumeDEPpreventsexecutionof the stack
A AssumeASLRandomizedhe stackandthe

start addresf the code

I butlet usassumehat all functionsare still at the
samerelative offset from start addressof code

I (Inother words needonlya single code pointer)
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Can you still exploit this?

char [1 = "Welcome to our system! ':

void echo (int )
1
int

char nane [641, [1281:

len = strlen (ghelcome);
memcpy {(reply. ghelcome, len):

write_to_socket (fd, "Type your name: "J):

read (fd. name, 128):

memcpy {(replytlen, name. b4);
write (fd. reply. len + 64);

¥

void server (int Yy 1

(1)
echo (socketfd):




Threat Model

To divert the control, attackers

need to know_1n_advance the
location of that code
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Incidentally, so far we only talked

about buffer overflows

A Perpetual top3 threat

I SANS CWE Top 25 Most dangerous

programming errors

A But not the only one

I Temporal errors, integer overflows,
F2NXF G a0GNRAYyIaX

% VU University Amsterdam
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So far: main defensive measures

ANX bit / DEP / W$ X
A Canaries and Cookies
AASLR
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Evolution at work
aSY2NE ONNRNBRAY (GKS tlraitgxr (K

&
( . Serious flaws in Linux Karnel
Apachs DoS 5
NULL l l Enlightmant
\ __""!:-\.-_ | I | | I | | I T | [ | | I | | 1] | | | | ] ] | r | 1] |1l |
f’ X : : X : : X : . X
s | I | | N I | I | | I
ASLA | PaX ASLR : T elr Durdan I Exacshml{:l Linwze Iln'u'mdm-.rs I Mac D:SX I I :
| 1 | | 1 | | 1 | | 1
\‘ III || | || rl ] | 11 | || | || | I | | || 1 || | ] ] | 1 | | 11 1 | I | | | | 11 | || | | I I | |
T | I I | I I | I I |
. T T T T T T T T T T
- | | VUDO Malioc Tlicks ! ! ! ! ! ! ! !
Heap —WO0w00 \ | F:)nce Upon a Friaa() [ ! ! [ : ! ' !
\- | | | | I T | | IIII 1| 11 1 1 | | I T | 1 1 | | 111 ] | | I T | 111 | | 1 1 | | | I T | 11 1 | |
e [ ! | l l | l l | l l |
Sk Guard | Bulba & Kilar P\ | S fag | I | | I | | I
t Ei | | [} lJ I | | | | | | | |
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i) M : IR | | | | | | | |
StackPatch | I | I:J: T OpanB$DW“K ! DEP ! ! ! : ! ! :
I I |
NX ‘ RaL-2-LIEC .‘ | PaX PAGHEXEC '| | Nerga ‘ Exacsfiald ‘ ! ! ! ! ! ! !
1 |
rl | |1 ] | || |1 ] ] | 11 | | 1 | | - rl | ] ] 1 ] I 11 | | - | | | | ] | I T | 111 | | 11 ] | | I T | 11 1 | |
A T rAN T A n ! n 1
Thomas Lopatic i : : || : | o | | | | | | | | |
1 1 | | 1 | | 1 | | 1
Marris Worm Alaph Cna \ ! I ! I o | | I | | I | | I
| 120 T T U A A A N A S SN AR
|IIII|IIIII|III./'1/|IIIII'IIIII||IIII|IIJIIlIIIIIlIIIIIlIIII| II|||III|IIIII|II|II|IIII|||II|
ezt e Yoo Yo Toon Tong ooy T it e o0 2 Lz 2007 00 om am M1
/ I I I I I I I I I I I
I I | | I | | I | | I
4 1 1 | | 1 | | 1 | | 1
( | | I T | I | | I | | I T I | I | 1] | | | ] ] | | | | | |

\.__I} | ]
fmt r~le'.\-5ran'.J |_.:3CJ1_-E':-. m Taso \ Eulogy for Format Stri 1g&.J

FormatGuard Format String Advances
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Let us

Take a Step Bacl

N



2 KIFG Aa GKS

Twofundamentalrequirements:

A locate code (gadgets) @ K y
/.
Ajump to it @
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All Defenses

A Try to restrict the attacker in some way
I Stop contiguous overflow
| Stop code Injection
I Stop abillity to target code
i { O 2whateveveKX

f A\

A Crucial question alwayé&: 2 K| 4 A a f
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All Defenses

A Have a threat model in mind
I Attacker overwrites return address
I Attacker overwrites return address or function pointer

I Attacker overwrites return address or function pointer
or data

I Attacker cannot leak randomization
I Attacker cannot crash a system
I X

A Crucial questlon cx L a
Crucial answer 2 S

% VU University Amsterdam

A NSI-f
I £ &I

C:\ C:\

%]



Defenses can be bypassed

A Easily or with difficulty
A So, useless?

%

% VU University Amsterdam



Defenses can be bypassed

A Easily or with difficulty
A So, useless?
Ab2H ¢KSeé auAaftft YIS
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(TS THE KED Quegpy
CYFECT

ALICE AN THE €D
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NOE\ODY WIN

(TS THE KED Quegpy THEY ARE RUNNNG TO
EFFECT STAN® §TLLL
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AS TAST AS THEY cAN
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We have seen this already
Let us explore this further
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ROP

I Small snippets of code ending with a RET
I Can be chained together

:

pPop
pop
mov | add | or | ...
ret

Return-oriented gadget
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ROP

I Small snippets of code ending with a RET

X X |

I Can be chained together — /|

/ >/ X

%,b % § &gadget3 /
\> == &gadget2

pop
mov | add | or | ... &gadgetl

ret

Retu rn—urienté;adget @
Stack
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JORRORCOI

)/
&gadget3

|
-
§ &gadgetl

pop
mov | add | or | ...
ret

Return-oriented gadget
Stack

e
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ROP 1m0t easy!

ggggggg

ggggggg

A Need to know addresses of gadgets in detail
A Need exact same version of the binary

@éf: NOT Portable
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SROP

SgReturn Oriented Programming

Portable!
Need as few as one gadget:

Gsyscall(0x0f05) &et 6 n E C

AAlways present
ASometimes at fixed location

Works on allUNIXes

# Q\Ng
= ] & soLaris

ErikBosan
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Weird machines en Alamuring

odWhatcanbe calculatedK €
a lit a browser of dlappybirdK €
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2SS R2yQu gl
Turing Completeness

\_/Ve _Want
Restrictive model
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EXistingdefenses
Canaries
DEP
ASLR

'l, I
5 2 yc (!
% VU University Amsterdam



FranticSearch For

Better Solutions

N



LIke

CFl
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CF|

top contender when other measures failed

I 1 {Qnp
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Attackers divert control and juny
to somegadgetat arbitrary
address (e.d., in the middle of
function or even in an instruction)
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Defense

Twofundamentalrequirements:

A jump to gadgets @
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ControlFlowIntegrity

A Simpleidea
i Allowonly degitimatebranches andall€

C Thatfollow the control flow graph
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Example CFG

void sort I(int a[], int len) void sort 2(int a[], int len)
{ {

sort(a, len, less than); sort(a, len, greater than);
b h

e
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Example CFG

bool less_than(int x, int y); bool greater than(int x, int y);
void sort _1(int a[], int len) void sort_2(int a[], int len)
{ {
sort(a, len, less than); sort(a, len, greater than);
i b

e
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Example CFG

bool less_than(int x, int y);

bool greater than(int x, int y);

bool sort(int a[], int len, comp_func_t fptr)

!

i (fptr(ali], a[i+i])

}

void sort _1(int a[], int len)

!

sort(a, len, less than);

}

void sort_2(int a[], int len)

{

sort(a, len, greater than);

e

U University Amsterdam
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Example

CFG

bool less than(int x, int y);

bool greater than(int x, int y);

bool sort(int a[], int len, comp_func t fptr)

!

 if (fptr(alil, afi+i]))

e

CFl example: we want to insert a check thaitt
can only return to just after the call sort_land

just after the call tosort_2

void sort _1(int a[], int len)

!

sort(a, len, less than);

j

void sort 2(int a[], int len)

{

Similarly for other indirect branches

(e.qg.,fptr can only land akess_than
or greater_than

sort(a, len, greater than);

 ® =

e

U University Amsterdam
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(or |

branch anywhere else

S IAAQDS UKS Ol
D) and check that we do not

f 7



Let us sed¢hat CFG again

sort 1: sort: (a, len, fptr) less than:

call sort |~ S |call*(fptr)y

w
\ ret

\ greater than:
sort_2:
call sort /

M

Al

ret

ret
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Let us see that CFG again

sort_1: sort: (a, len, fptr) less_than:
5 / I1D41:
S | check ID41|ID51
call sort | call *(fptr) =
ID11: ; ID31: check ID31
ret
check ID11|ID21 greater than:
sort_2: et D51 :
call sort check ID31
rp21: A ret
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This I1s known as fingrained CF|

Control-Flow Graph with ideal CFl

sort 1: sort: (a, len, fptr) less than:
ﬂ / I1D41:
| check ID41|ID51
call sort ~ £ | call *(fptr) =
ID11: ; ID31: check ID31
ret
check ID11|ID21 greater than:
sort_2: ik ID51
call sort check ID31
p21: # ret
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May be combined with a
shadowstack

Control-Flow Graph with ideal CFl

sort 1: sort: (a, len, fptr) less than:
Tl' / ID41:
. 7 | check ID41|1ID51
call sort * ‘g call *(fpr) T

ID11: W ID31:

check ID31
\ ret s B?
D21

checlk I :&81 greater _than:
sort_2: ret 1S A\: TD51:
A call sort / | | check ID31
p21: # ! ret

Perhaps combine
with runtime B
shadow stack:

% VU University Amsterdam



CFIl In Practice

A Challengesor the adoptionof the ideal CFI:

I RequiregreciseControtFlowGraph(CFG)
ARequiressourcecodeor debuginformation

I Has anon-negligibleperformance overhead

A Sa looseCFIC practical (?)

I Usesonlya few labels
I Applicableto binary-only software

CoarsegrainedCFlsupportedby major compilerg
Windows 10Fdge  CXall compiledwith CFI!
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sort 1:

call sort *|
IDZ:

sort_2:

call sort
IDZ2:

% VU University Amsterdam

Ay

Loose CFI
Oa02!I NA S

Control-Flow Graph with loose CFl

sort: (a, len, fptr)

check ID1

call *(fptr)

ID2:

check ID2
ret

\

Allowable transfers

less than:

ID]:

check ID2
ret

greater than:

ID1:

check IDZ2
ret

34 NJ



Still powerful

ROP
iOFly y2 f2y3ISNI dzaS aGYAa
I can only call legitimate function entry points
I and return to legitimate call sites

-+ |BO| @1 3A|C3/8D 45 80 50 68|

. program code
—_—— mov al,exl
Vo —— cmp al,bl
. ., B——— lea eax,[ebp-0x80]

4 :
E}

— add [edx],edi
r
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Eliminates

938%

. Of gadgets
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Allowable transfers in practical CF

Examples of coarse grained CFl implementations

Tarcet: AbadiCFl CCFIR bin-CFI
get: (11D) (3 IDs) (2 IDs)
Return addresses All ret instructions -
- ; - ; — ret & indirect
Return addresses in ret instructions in sensitive 0 instructions
sensitive functions All functions Jmp
. indirect Indirect call & jmp
Exported functions transfers instructions Indirect call
instructions
Sensitive functions X ! uctl
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Allowable transfers in practical CF

Examples of coarse grained CFl implementations

Tarcet: AbadiCFl CCFIR bin-CFI
get: (11D) (3 IDs) (2 IDs)
Return addresses All ret instructions -
- ; - ; — ret & indirect
Return addresses in ret instructions in sensitive 0 instructions
sensitive functions All functions Jmp
. indirect Indirect call & jmp
Exported functions transfers instructions Indirect call
instructions
Sensitive functions X ! uctl

Question: Is this enough to stop ROP?
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Phrased differently

What gadgets are left?
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EnesGoktas in 2005

ke
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Phrased differently

What gadgets are left?
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dhf Ré¢ wht 3l

Jump-oriented gadget

some_function:

:

mov | add |or | ...
jmp *(ptr)

:

pPop
pop
mov |add |or| ...
ret

Return-oriented gadget
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New gadgets!

EP - Entry-point gadget
some_function:

Entry point gadgets

Call site gadgets

Larger EP gadget

N

CS - Call-site gadget

ke [ D ]
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Calling functions

some_function: some_function:

call call some function:

CS-1C-R CS-F-R EP-IC-R

e
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Proof of concept

A Exploitin Internet Explorer 8
i ASLR and DEP in place
I CCFIR In place
A Vulnerability heapbuffer overflow
(CVE20121876)
I Spray theneapwith desiredexploitationdata
I Triggervulnerability
I Getcontrol of anindirectjmp
i Executdinkedgadgets
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Attackers divert control and jumny

to somegadgetatarbirary-
—address{e-g——h-the-ruadis-of
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Useless?

A No! It really raises the bar for attackers
A Even if there is still some wiggle room left
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