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software had no bugs?





2010
Securityproblemsare causedby

ïSoftware bugs, and 

ïConfigurationbugs



Since 2016
Even if the software is perfect

ïand well-configured

it is still vulnerable!

What does that mean for

formally verified systems?
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Bugs, 

Bugs

Everywhere!
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Software Exploitation:

2010

Systems security problems caused by bugs
Software and configuration bugs

Weak security implementations

Impossible to write software without bugs
However, we can mitigate their impact

Many defenses proposed by industry and academia
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2016

How to Find

Memory R/W

Primitives?
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Memory R/W:

Back to 

Reliable

Exploits
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Software Exploitation:

2016

Even if the software is perfect...
...with no bugs, well-configured, and latest defenses

...it is still vulnerable!

Attackers abuse properties of modern hw 

and sw for reliable exploitation

Weôll look at 3 examples (browsers, clouds) 

with 3 properties (dedup, Rowhammer, 

speculation)
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EXAMPLE 1

Meltdown/Spectre
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Meltdown & Spectre
The Bugs That Shook The World

Herbert Bos

Vrije Universiteit Amsterdam
















































