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Me
• Independent Consultant 

– Specializing on Application Security Architectures
– Working with Software Development Teams (ISVs and in-house)

• Creator and Maintainer of IdentityServer OSS Project
– Certified OpenID Connect & OAuth 2.0 Implementation for .NET
– https://identityserver.io

email dominick.baier@leastprivilege.com
blog http://leastprivilege.com
twitter @leastprivilege
slides https://speakerdeck.com/leastprivilege
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Security Protocols
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http://openid.net/connect/
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OpenID Connect
Certification
for providers and 
client libraries



7@leastprivilege / @brocklallen



8@leastprivilege / @brocklallen

Endpoints
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Authentication for Web Applications

GET /authorize

?client_id=app1
&redirect_uri=https://app.com/cb
&response_type=id_token
&response_mode=form_post
&nonce=j1y…a23
&scope=openid profile email
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Authentication
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Consent
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Response

<form action="https://app.com/cb">
<input type="hidden"

name="id_token"
value="xjsj…aas" />

</form>

<script>document.forms[0].submit()</script>

POST /cb

set cookie
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Identity Token
{

"typ": "JWT",

"alg": "RS256",

"kid": "mj399j…"

}

{

"iss": "https://issuer",

"exp": 1340819380,

"iat": 1340818761,

"aud": "app1",

"nonce": "j1y…a23",

"amr": [ "pwd" ],

"auth_time": 12340819300

"sub": "182jmm199",

"name": "Alice",

}

Header

Payload

eyJhbGciOiJub25lIn0.eyJpc3MiOiJqb2UiLA0KICJleHAiOjEzMD.4MTkzODAsDQogImh0dHA6Ly9leGFt

Header Payload Signature



14@leastprivilege / @brocklallen

Identity Token Validation

• According to 3.1.3.7 of the OpenID Connect specification
– The issuer name in the discovery document MUST exactly match the value of 

the iss claim.

– The client MUST validate that the aud (audience) claim contains 
its client_id value registered at the issuer.

– The alg value SHOULD be the default of RS256 or some other expected value.

– The current time MUST be before the time represented by the exp Claim.

– The iat claim can be used to reject tokens that were issued too far away from the 
current time.

– The nonce value must match the nonce that was sent in the authentication 
request. A nonce claim MUST be present.

– (some more checks for specific scenarios)
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Session Management

• /authorize starts a logon session
– distribution of stable session ID to all clients

• /end_session ends it
– end the session with provider
– notifies clients that session has ended
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Single Sign-Out
• Complete sign-out process consists of

1. clean up session at local RP
2. clean up session at the STS
3. clean up resources at all other RPs in the same session 
4. (clean up session at potential upstream STS)

• Cleanup is complicated - thus three specs
– JS-based notifications
– front-channel notification
– back-channel notifications
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Front-Channel Notifications

Client

<iframe style="visibility:hidden" 
src="https://client1/signout?sid=123">

</iframe>
<iframe class="visibility:hidden" 

src="https://client2/signout?sid=123">
</iframe>
<iframe class="visibility:hidden" 

src="https://client3/signout?sid=123">
</iframe>

<a href="https://client1">return</a>

GET /end_session
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Back-Channel Notifications

Client

GET /end_session

POST

{

"iss": "https://demo.identityserver.io", 

"sub": "248289761001", 

"aud": "client1", 

"iat": 1471566154, 

"jti": "bWJq", 

"sid": "8u09jejd099", 

"events": { 

"http://schemas.openid.net/event/backchannel-logout": {} 

} 

}


