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What does compliance with GDPR mean ?

The compliance approach implemented is based on the respect for privacy principles:

* respect for legal principles for privacy protection
* management of risks related to the security of personal data and having an impact on data subjects’

privacy
Respect for Management
fundamental ' of personal Compliance
principles data risks
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What does compliance with GDPR mean ?

Comply with legal requirements

Respect

GDPR
Principles

=)
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Lawfulness, fairness and
transparency

Purpose limitation

Data minimization

Accuracy

Storage limitation

Integrity and confidentiality

Accountability

Description

Having a lawful legal basis

PIl are collected & used for specified,
explicit and legitimate purposes

Only necessary of Pll in relation with
the purposes are collected

Keep the Pll up to date

Keep the Pll no longer than necessary

Ensure appropriate security controls

Demonstrate compliance with the
previous principles

GDPR Challenges

Data Management



What does compliance with GDPR mean ?

Respect

Data Subjects
Rights
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Right to be informed

Right to access

Right to rectification

Right to erasure

Right to restriction of

processing

Right to be notify

Right to data portability

Right to object

Automate decision
processing



GDPR Accountability

Consent lifecycle
Privacy By Default
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GDPR Accountability

Consent lifecycle

Privacy By Default Consent given Data collection

Collect
Geolocation
info

Consent:
Geolocation
permission

No data

collection

Smartphone

System

Consent given

01/01/2017 Legitimate
08:00 pro:cess

Accountability
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GDPR Accountability

Consent lifecycle

Privacy By Default

Consent given

Data collection

Consent Remove

No data collection

No data

collection

Smartphone

Consent:
Geolocation
permission

Collect
Geolocation
info

Withdraw

Consent

No data
collection

c ) 4
i)
v .

Consent given Consent removed
= 01/01/2017 Legitimate 01/02/2017
5 08:00 % 08:00
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GDPR Accountability

Consent lifecycle
Privacy By Default Consent given Data collection Consent Remove No data collection Consent given Data collection
(]
(=
o Consent: Collect . Consent: Collect
= No data . . Withdraw No data . .
b collection Geolocation Geolocation Consent collection Geolocation Geolocation
g permission info permission info
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= process process
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Create evidences to:
* Know when the users give or withdraw consents
* Know which purpose is used when processing PlI
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Consent & Purpose Management

iOS Simulator - iPhone 6 - iPh...
Carrier ¥ 8:29 AM =

Sharing Preferences

I0OS Simulator - IPhone 6 - iPh...
Carrior ¥ 8:28 AM Es

Sharing Preferences

iOS Simulator - iPhone 6 - iPh...
Carrier ¥ 8:28 AM -

Sharing Preferences

Register for additional services and
choose level of data to share

Register for additional services and

Register for additional services and
choose level of data to share

choose level of data to share
Fitness Encouragement Fitness Encouragement
Decline All Data

‘ Fitness Encouragement

I Decline Al Data

Personal Medical
E l Decline “ Al Data |

)
I Decline Al Data
Personal Medical

(nxiwno m Al Data

i

Personal Medical

ta All Data

-Jafi fit e

@ Retail MarkeNog Retail Ma Retail Marketing

in Datn [ Al Data I [ l Decline Min Dat ' L Decling I Min DA am
a insUMiMiCoBenefits Insurance Benefits N Insurance Benefits

Medical Research ﬁ Medical Research Medical Research

All Data I Decline All Data

Data Shared: Retail Marketing Data Shared: Retail Marketin,

rid, firstName, lastName, phone, birthYear,
gender, activityTypeld, startTime, endTime, distance,

Done

The main objective: Give the control to the end user to manage how his personal data can be exchanged

» 5 purposes exist in this sample App
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Consent & Purpose Management

* Purpose = Pulmonary Clinical Trial
= Data = age, gender, distance run, path

run
« Access Type = Store

* Purpose = Pulmonary

Clinical Trial

« Data Subject = Joe Smith

= Data Fields = age,
gender, distance run,
paths run

=

Approved

Data Policy &

- Consent
~ Manager

+ Joe Smith's exercise
data

Source: IBM - https://youtu.be/GDzYry6GCFg?t=2348
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Consent & Purpose Management

&

* Purpose = Retail Promotions

- Data = Joe Smith's age, gender, paths
run

* Access Type = Share

»

* Purpose = Retail
Promotions
+ Data Subject = Joe Smith E
- Data Fields = age. )ata Policy &
gender, paths run 2
Consent
Manager

Approved but
With Generalizatio

Obfuscation
- Libraries

-

+ Joe Smith's first name, gender & )
distance run, age range -

Source: IBM - https://youtu.be/GDzYry6GCFg?t=2348
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Consent & Purpose Management

&

* Purpose = Insurance Discounts

« Data = Joe Smith’s age, gender,
distance run, paths run

+ Access Type = Share

* Purpose = Insurance

Discount

« Data Subject = Joe Smith

+ Data Fields = age,
gender, distance run,

paths run

Data Policy &
Consent
Manager

Denied

Source: IBM - https://youtu.be/GDzYry6GCFg?t=2348
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GDPR Challenges

=" The term "purpose" is a notion that does not exist in computer systems
= Data Controller must understand for what purpose(s) personal data is collected and processed

= Managing consent can become complex
Consent should be collected by purpose

Indicate for each purpose what type of data is collected

Data controller must maintain an audit trail of how data as used and for what purpose

Consent becomes a dynamic and flexible feature in an application

= Authorization mechanisms are not yet design to manage consent
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What does security mean in the GDPR?

Data Protection by design and by default
(Art. 25)

Security of processing

‘ (Art. 32)

Notification of a personal data breach to the supervisory authority
(Art. 33)

[

Communication of a personal data breach to the data subject
(Art. 34)
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What does security mean in the GDPR?

Article 32
Security of processing
1. Taking into account:
* The state of the art, the costs of implementation
* The nature, scope, context and purposes of processing

* Therisk of varying likelihood and severity for the rights and freedoms of natural persons

The controller and the processor shall Implement appropriate technical & administrative
measures to ensure a level of security appropriate to the risk
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What does security mean in the GDPR?

Article 32
Security of processing

The controller and the processor shall Implement appropriate technical & administrative
measures to ensure a level of security appropriate to the risk

o the pseudonymisation and encryption of personal data;

° the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing
systems and services;

> the ability to restore the availability and access to personal data in a timely manner in the event of a
physical or technical incident;

o a process for regularly testing, assessing and evaluating the effectiveness of technical and organisational
measures for ensuring the security of the processing.

2. In assessing the appropriate level of security account shall be taken in particular of the risks
that are presented by processing, in particular from accidental or unlawful destruction, loss,

alteration, unauthorised disclosure of, or access to personal data transmitted, stored or
otherwise processed.

O vay Brussels School
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What does security mean in the GDPR?

Article 25

Data Protection by design and by default

(1) Taking into account:

The state of the art, the costs of implementation

The nature, scope, context and purposes of processing

The risk of varying likelihood and severity for the rights and freedoms of natural persons

The controller shall, both at the time of the determination of the means for processing and at the
time of the processing itself, implement appropriate technical and organisational measures, such as
pseudonymisation, which are designed to implement data-protection principles, such as data
minimisation, in an effective manner and to integrate the necessary safeguards into the processing in
order to meet the requirements of this Regulation and protect the rights of data subjects.

O - Solvay Brussels School
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What does security mean in the GDPR?

Article 25

Data Protection by design and by default

(2) The controller shall implement appropriate technical and organisational measures for
ensuring that, by default, only personal data which are necessary for each specific purpose of

the processing are processed.

That obligation applies to
* the amount of personal data collected,
* the extent of their processing,

* the period of their storage and their accessibility.

In particular, such measures shall ensure that by default personal data are not made accessible
without the individual’s intervention to an indefinite number of natural persons.

o ~ Solvav Brussels School 0
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What does compliance with GDPR mean ?

Article 35: Data protection impact Assessment

1. Where a type of processing in particular using new technologies, and taking into account the nature,
scope, context and purposes of the processing, is likely to result in a high risk to the rights and freedoms
of natural persons, the controller shall, prior to the processing, carry out an assessment of the impact of
the envisaged processing operations on the protection of personal data. A single assessment may
address a set of similar processing operations that present similar high risks.

7. The assessment shall contain at least:

(a) asystematic description of the envisaged processing operations and the purposes of the
processing, including, where applicable, the legitimate interest pursued by the controller;

(b) an assessment of the necessity and proportionality of the processing operations in relation to the
purposes;

(c) an assessment of the risks to the rights and freedoms of data subjects referred to in paragraph 1;
and

(d) the measures envisaged to address the risks, including safeguards, security measures and
mechanisms to ensure the protection of personal data and to demonstrate compliance with this
Regulation taking into account the rights and legitimate interests of data subjects and other
persons concerned.
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What does compliance with GDPR mean ?

Recital 75: The risk to the rights and freedoms of natural persons, of varying likelihood and severity, may
result from personal data processing which could lead to physical, material or non-material damage, in
particular: where the processing may give rise to discrimination, identity theft or fraud, financial loss,
damage to the reputation, loss of confidentiality of personal data protected by professional secrecy,
unauthorized reversal of pseudonymisation, or any other significant economic or social disadvantage;

Physical
Impact

U
™

-w
Moral a ‘ | s Material

Impact Impact
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Existing PIA frameworks

Privacy Impact Assessment (PIA), Commission nationale de I'informatique et des libertés (CNIL), 2015.

Decision to Changesin
conducta PIA the context

1. Context

Presentation, purposes,

stakes

1.2. Description Personal data, process,
supporting assets, etc.

1.1. Presentation

2. Controls
Purpose, information,
2.1. Legal controls subjects’ rights, etc.

Actions on personal
2.2. Risk-treatment data, impacts, sources,

controls supporting assets, etc.

3. Risks Who? Why?

3.1. Sources
What? How?

3.2. Feared events 3.3. Threats

Severity 3.4, Risks Likelihood

4. Decision

4.1, Evaluation Acceptable?

E—
No s

Yes

4.2. Objectives 4.3. Action plan

4.4 Validation

PIA
completed

Solvay Brussels School A
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Privacy Impact Assessment Process

CNIL Methodology

In summary, to comply with GDPR, it is necessary to:

1. Context: Define and describe the context of the processing of
personal data under consideration and its stakes;

2. Controls: Identify existing or planned controls

4, Decision

3. Risks: Assess privacy risks to ensure they are properly treated;

4. Decisions: make the decision to validate the manner in which it
is planned to comply with privacy principles and treat the risks, R e S P R

* The current CNIL Approach is still based on the French regulation and not 100% GDPR
oriented at legal point of view.
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Privacy Design Strategies




26

Privacy Design Strategies

The eight privacy design strategies as derived by Hoepman [*] from the legal principles
underlying data protection legislation. This work distinguishes data oriented strategies and
process oriented strategies.

Data Oriented strategies

4 data oriented strategies can support the unlinkability protection goal and primarily address the
principles of necessity and data minimization

Process Oriented strategies

4 process oriented strategies can support a series of actions or steps taken in order to achieve
GDPR compliance.

Jaap-Henk Hoepman. Privacy design strategies — (extended abstract). In ICT Systems Security and Privacy Protection - 29th
IFIP TC 11 International Conference, SEC 2014, Marrakech, Morocco, June 2-4, 2014. Proceedings, pages 446—459, 2014.
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Privacy Design Strategies

Data Oriented strategies

Data Model for a Patient Visits to the Doctor

Privacy by

Addresses ]
@ Address_iD _|- o
line_1_number_building |
line_2_number_strest |
ine_3_area_localty |
city
zip_postcode 4
state_province_county [— —— —
country ]
Other_Detailz

Doctors_Name
Contact_Details
Other_Details

Data Protection
Dy design  EiterrE - ]

@ visit_iD

@ Medical_Procedure_ID
Wedical_Procedure_Mame | @ Doctor_ID
Procedure_Cost @ Patient 1D |
Other_Details Visit_Date_and_Time|
2 Total_Cost_of Vist |
T Other_Detais

[ Visit_Procedures

|
@ visit_iD J

@ Medication_ID |
Medication_Name |
Wedication_Cost |
Other_Detailz

@ Medical_Procedure_ID

e et o Security of
processing
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Oracle Data Security Architecture

B 5ingle Sign-on using Oracle
Identity Management

B DataRedaction

B Configuration & Compliance Mgmt
B Discover Sensitive Data

B Database Privilege Analysis
W Data Masking and Subsetting

Enterprise
U === ] Manager

sers =t

n Database Firewall
P ———— @ Network Encryption |
........................................... - “_, 0
I u Estrong &
Authentication - i
Applications T A
PP v 6 ﬁp B Key Vault
B Fine-Grained Access Controls

Events Database Vault
Virtual Private Database
Label Security
Real Application Security

B Data Encryption

Alerts 0

Reports I8

Policies .

Audit Data & Event Logs

Audit Vault

Database Security Controls

. Asessment
. Praventive

Detective

Figure 8: Oracle Maximum Data Security Architecture

ICT CONTROL Economics & Management

Your Trusted Advisor

O . Solvay Brussels School
4




29

Privacy Design Strategies

Data Oriented strategies: MINIMIZE

the amount of personal data that is processed should be restricted to the minimal amount
possible. By ensuring that no, or no unnecessary, data is collected, the possible privacy impact of
a system is limited

In many cases information about the individual may be collected without him/her even being
aware (e.g. relating to his/her web searches and overall online behaviour). Privacy enhancing
technologies that can support internet and mobile users’ privacy are available today, including
anti-tracking, encryption, identity masking and secure file sharing tools.

Implementation: Define what data are needed before collection, select before collect (reduce
data fields, define relevant controls, delete unwanted information, etc), Privacy Impact

Assessments.
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Privacy Design Strategies

Data Oriented strategies: MINIMIZE

STRATEGY

EXCLUDE: refraining from processing a data subject’s personal data, partly or entirely, akin to
blacklisting or optout.

SELECT: decide on a case by case basis on the full or partial usage of personal data, akin to
whitelisting or opt-in.

STRIP: removing unnecessary personal data fields from the system’s representation of each user.

DESTROY: completely removing a data subject’s personal data.
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Privacy Design Strategies

Data Oriented strategies: HIDE

Any personal data, and their interrelationships, should be hidden from plain view.

It can be achieve by the use of encryption of data (when stored, or when in transit),
anonymisation or the use of pseudonyms

Implementation: Privacy enhancing end-user tools, e.g. anti-tracking tools, encryption tools,
identity masking tools, secure file sharing, etc.

Encryption of data at rest. Authentication and access control mechanisms. Other measures for
secure data storage

o
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Privacy Design Strategies

Data Oriented strategies: HIDE

STRATEGY

RESTRICT: preventing unauthorized access to personal data.
MIX: processing personal data randomly within a large enough group to reduce correlation.

OBFUSCATE: preventing understandability of personal data to those without the ability to
decipher it.

DISSOCIATE: removing the correlation between different pieces of personal data.
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Privacy Design Strategies

Data Oriented strategies: SEPARATE

Personal data should be processed in a distributed fashion, in separate compartments
whenever possible. By separating the processing or storage of several sources of personal
data that belong to the same person, complete profiles of one person cannot be made

STRATEGY

DISTRIBUTE: partitioning personal data so that more access is required to process it.

ISOLATE: processing parts of personal data independently, without access or correlation to
related parts.

o
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Privacy Design Strategies

Data Oriented strategies: SEPARATE

P12

P3

Cid DOB |Sex| ZIP
C1 |7/18/79]| F | 20323
c2 |2/17/83| m 20323
c3 [5/07/77] m [20327
ca | 1/5/76 | F [20328
c5 | &/a/82 | m 20330
c6 | 3/9/79 | m 20331
€7 |a/10/64| m 20331
C8 | 2/6/81 | F |20334
€9 |7/14/72| F |20337
c10|9/25/74| M |30338
C11|4/28/80] M [30338
€12 |3/12/78] M [30339

P8

Did | Drug name | Category
P | epinephrine " brenchodilator |
P2 ibuprofen analgesic
P3 Zovirax antiviral
P4 Tylenol analgesic
PS | erythromycin antibiotic

P& cortisone anti-
inflammatory
P7 gentamicin antibiotic
Pa insulin hypoglycemic
Pa sertraline | antidepressant
P10 tramadol analgesic
P11 cetirizine antihistamine
P12 zolpidem hypnotic

P12

Revealing the associations between Cid and Did violates privacy

o
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Privacy Design Strategies

Data Oriented strategies: AGGREGATE

Personal data should be processed at the highest level of aggregation and with the
least possible detail in which it is (still) useful.

STRATEGY

SUMMARIZE: extracting commonalities in personal data by finding and processing
correlations instead of the data itself.

GROUP: inducing less detail from personal data prior to processing, by allocating
into common categories.

o
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Privacy Design Strategies

Data Oriented strategies

DATA STRATEGIES
SEPARATE
)]
%
&
& n
3 o
HIDE
MINIMIZE
MINIMIZE HIDE SEPARATE AGGREGATE
EXCLUDE RESTRICT DISTRIBUTE SUMMARIZE
SELECT MIX ISOLATE GROUP
STRIP OBFUSCATE
DESTROY DISSOCIATE
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Privacy Design Strategies

Process Oriented strategies : INFORM

The INFORM strategy corresponds to the important notion of transparency

Whenever data subjects use a system, they should be informed about which information is
processed, for what purpose, and by which means

STRATEGY

SUPPLY: making available extensive resources on the processing of personal data, including
policies, processes, and potential risks.

NOTIFY: alerting data subjects to any new information about processing of their personal data in a
timely manner.

EXPLAIN: detailing information on personal data processing in a concise and understandable form.
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Privacy Design Strategies

Process Oriented strategies : INFORM

E:n|1.,'|r|-:j All

Microsoft Privacy Statement

o e e & Prisit

Your privacy is important to us. This privacy statement explains what personal data we collect from you and how we use it. We

Privacy notice
Summary

encourage you to read the summaries below and to dick on “Learn More® if you'd like more informaticn on a particular topic.
The product-specific details sections provide additional infermation relevant to particular Micresoft products. This statement
applies to the Microsoft products listed below. as well as other Microsoft products that display this statement. References to

Bicrosoft products in this statement include Microsoft services, websites, apps, software and devices.

Table of Topic summary

Personal Data We Collect

1
Personal Data We Collect
contents .
How We Lse Persondl Data :
1
Rexsons We Share Personal Data I . . .
Kicrosoft collects data to operate effectively and provide you the best experiences
How 1o Access & Control Your Personal Data wiith our products, You provide some of this data directly, such as when you create
Coakies & Similar Technoloaies aiMicraseft account, submit a search query to Bing, speak a voice command to

1
Qortana, upload a document 1o OneDrive, purchase an MSDN subscription, sign up
fior Office 365, or contact us for support. We get some of it by recording haw you
interact with our products by, for example, using technologies like cookies, and

1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
B T ! !
WICTOS0IT SCoount | \
1 1
1 1
1 1
1 1 o -’ . 1
| FECEIVInG Erfor reporns of usage data from software running an your device, We i
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1

Other Important Privacy Information -~

a!-m obitain data from third parties.

Product-specific details:

I|: it Blare
Bing 3 o
Cortana TF’P ':v"f page
Groowve Music/Movies & TV
ow We Use Personal Data

blicrosoft Cognitive Services

_————F----

blicrosoft Health Services ~

Microsoft Translator Miicrosoft uses the data we collect to provide you the products we offer, which

o
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Privacy Design Strategies

Process Oriented strategies : INFORM

Personal Data We Collect Personal Data We Collect

Table of Topic detail

contents

How We Use Personal Data
Reasons We Share Personal Data . ) ) i
Microsoft collects data to operate effectively and provide you the best experiences

How to Access & Control Your Personal Data with our products. You provide some of this data directly, such as when you create

Cookies & Similar Technologies a Microsoft account, submit a search query to Bing, speak a voice command to

Cortana, upload a document to OneDrive, purchase an MSDN subscription, sign up
Microsoft account for Office 365, or contact us for support. We get some of it by recording how you

Other Important Privacy Information -~ interact with our products by, for example, using technologies like cookies, and

receiving error reports or usage data from software running on your device.
Product-specific details: We also obtain data from third parties. For example, we supplement the data we

Bi collect by purchasing demographic data from other companies. We also use
in . : . .
g services from other companies to help us determine a location based on your IP

Cortana address in order to customize certain products to your location.

Groove Music/Movies & TV You have choices about the data we collect. When you are asked to provide

Microsoft Cognitive Services personal data, you may decline. But if you choose not to provide data that is

Microsoft Health Services -~
or feature.

Microsoft Translator
The data we collect depends on the products and features you use, and can

MSN include the following:
Office Name and contact data. We collect your first and last name, email address, postal
OneDrive address, phone number, and other similar contact data.
Outlook Credentials. We collect passwords, password hints, and similar security information
) . used for authentication and account access.
Silverlight
Skype Demographic data. We collect data about you such as your age, gender, country,
and preferred language.
Store
Payment data. \We collect data necessary to process your payment if you make
SwiftKey

purchases, such as your payment instrument number (such as a credit card

Windows ~ number), and the security code associated with your payment instrument.

Xbox Usage data. We collect data about how you and your device interact with

1
1
s i
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
I 1
1
1 .
1
: necessary to provide a product or feature, you may not be able to use that product |
1
s i
I 1
I 1
I 1
I 1
I 1
I 1
I 1
I 1
I 1
I 1
I 1
I 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
. 1
| Microsoft and our products. For example, we collect: i
1

Enterprise Products
272372010
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Privacy Design Strategies

Process Oriented strategies : INFORM

BS Microsoft

Change History for Microsoft Privacy
Statement

Back to the privacy statement

November 2016
Changes

introduced by a

* In How We Use Personal Data, we updated Advertising to better clarify the use of your data by third parties to
customize the ads you see.

* In How to Access & Control Your Personal Data, we updated Your Communications Preferences, clarifying how to SpeCIfIC Version
modify your preferences. Of d pr|Vacy
* [n Other Important Information, we updated the Where We Store and Process Personal Data section to reflect notice

Microsoft’s participation in the EU-U.S. Privacy Shield program.

* We added a new Microsoft Cognitive Services section to explain how we collect and use data when developers use the
services. We also clarified that Microsoft Cognitive Services are not Enterprise Products under this privacy statement.

* We added a new Microsoft Translator section, to explain how Microsoft Translator, Collaborative Translations
Framework, and Microsoft Translator Hub collect and use data.

* |n Windows, we revised the Telemetry & Error Reporting section to reflect that wireless network identifiers are collected
at the optional “Enhanced” level of telemetry rather than at the "Basic” level.

* We added a new captioning section in Xbox to explain how Microsoft incorporates a voice-to-text feature to provide

captioning of in-game chat for users who need it.

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
i
1
: * In Bing, we removed the Bing Rewards Program section, as Bing Rewards has been replaced by Microsoft Rewards.
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

September 2016

In Enterprise Products, we added links to privacy notices that still apply to certain enterprise offerings.
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Privacy Design Strategies

Process Oriented strategies: CONTROL

Allow the users to control what kind of information is processed about them

STRATEGY

CONSENT: only processing the personal data for which explicit, freely-given, and informed consent is
received.

CHOOSE: allowing for the selection or exclusion of personal data, partly or wholly, from any processing.
UPDATE: providing data subjects with the means to keep their personal data accurate and up to date.

RETRACT: honoring the data subject’s right to the complete removal of any personal data in a timely
fashion.
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Privacy Design Strategies

Process Oriented strategies: ENFORCE

A privacy policy compatible with legal requirements should be in place and should be enforced.
This strategy supports the accountability principles

STRATEGY

CREATE: acknowledging the value of privacy and deciding upon policies which enable it, and
processes which respect personal data.

MAINTAIN: considering privacy when designing or modifying features, and updating policies
and processes to better protect personal data.

UPHOLD: ensuring that policies are adhered to by treating personal data as an asset, and
privacy as a goal to incentivize as a critical feature.
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Privacy Design Strategies

Process Oriented strategies: DEMONSTRATE

The final strategy, DEMONSTRATE, requires a data controller to be able to demonstrate
compliance with the privacy policy and any applicable legal requirements. This strategy
supports the accountability principles

STRATEGY

LOG: tracking all processing of data, without revealing personal data, securing and reviewing
the information gathered for any risks.

AUDIT: examining all day to day activities for any risks to personal data, and responding to any
discrepancies seriously.

REPORT: analyzing collected information on tests, audits, and logs periodically to review
improvements to the protection of personal data.
0
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Privacy Design Strategies

Data Oriented strategies

DATA STRATEGIES
SEPARATE

Aggregate

HIDE

MINIMIZE
£} ENFORCE
WA T
& <«—DEMONSTRATE——
AUTHORITY DATA
CONTROLLER SUBJECT
INFORM CONTROL ENFORCE DEMONSTRATE
EXCLUDE RESTRICT DISTRIBUTE SUMMARIZE
SELECT MIX ISOLATE GROUP
STRIP OBFUSCATE
DESTROY DISSOCIATE
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Security within the Data Lifecycle Management

Data protection during the full life cycle of information needs to be considered.

Figure 23—Information Life Cycle

Monitor Dispose
. Monitor Archive
Build/Acquire Maintain || Destroy

Cobit 5 — Enabling Information — p 33

|‘ Retention period v|
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Security within the Data Lifecycle Management

BIG DATA
KEY PRIVACY BY DESIGN STRATEGY | IMPLEMENTATION

VALUE CHAIN

Define what data are needed before collection, select
before collect (reduce data fields, define relevant controls,

PRNIIZE delete unwanted information, etc), Privacy Impact
Assessments.
AGGREGATE Local anonymization (at source).
Privacy enhancing end-user tools, e.g. anti-tracking tools,
Data ) ; ) ) )
A : HIDE encryption tools, identity masking tools, secure file
acquisition/collection :
sharing, etc.
INEORM Provide appropriate notice to individuals — Transparency

mechanisms.

Appropriate mechanisms for expressing consent. Opt-out
CONTROL mechanisms. Mechanisms for expressing privacy
preferences, sticky policies, personal data stores.

Anonymization technigues [k=anonymity family,

) AGGREGATE ) ) )
5 Data analysis & data differential privacy).
curation
HIDE Searchable encryption, privacy preserving computations.
Encryption of data at rest.
HIDE Authentication and access contral mechanisms.
3 Darta storage Other measures for secure data storage.
SEPARATE Distributed, de-centralised storage and analytics facilities.
Anoymisation techniques.
4 Data use AGGREGATE
Data guality, data provenance.
5 All phases ENFORCE/ DEMONSTRATE Automated policy definition, enforcement, accountability

and compliance tools.

Table 2: Privacy by design strategies in the big data value chain



OWASP SAMM & GDPR

TOREON

OWASP SAMM

* For each of the Business Functions, 3 Security Practices are defined
» The Security Practices cover areas relevant to software security assurance

SAMM Overview
Software
Development

Business Functions

Security Practices

Strategy & Education & Security Design Security Environment
Metrics Guidance Requirements Review Testing Hardening
Policy & Threat Secure Implementation Issue Operational
Compliance Assessment Architecture Review Management Enablement

https://www.dp-institute.eu/wp/wp-content/uploads/2017/10/TOREON-Embedding-GDPR-into-the-SDL-C-Privacy-Caf%C3%A9-23-okt-2017.pdf
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OWASP SAMM & GDPR

—

TOREON

SDLC

Coding
guidelines Configuration

DESIGN > BUILD > TEST > PRODUCTION

web / mobile application project (acquisition / development)

A I

Threat modeling Source code
review (static)

Security
testing (dynamic) WAF tuning

TRAINING

Embedding GDPR into the SDLC (Toreon - Privacy Cafe 23 Okt 2017)

https://www.dp-institute.eu/wp/wp-content/uploads/2017/10/TOREON-Embedding-GDPR-into-the-SDL-C-Privacy-Caf%C3%A9-23-okt-2017.pdf
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OWASP SAMM & GDPR

—

TOREON

Mapping GDPR / SAMM

SAMM Domains GDPR Articles

SM Strategy & Metrics 5,24, 32, 33
PC Policy & Compliance 7,24, 32, (12-21)
EG Education & Guidance 37, 39
TA Threat Assessment 25, 35
SR Security Requirements 24, 28, 32
SA Secure Architecture 25

DR Design Review 24, 25, 30, 32
IR Implementation Review 24, 25, 32
ST Security Testing 24, 25, 32
M Issue Management 33, 34, 39
EH Environment Hardening 25, 33
OE _Operatlonal Enablement 32, 33

Mg GOPR Mo e SOLC (10720 - Frivacy care 23 UKL 2017

https://www.dp-institute.eu/wp/wp-content/uploads/2017/10/TOREON-Embedding-GDPR-into-the-SDL-C-Privacy-Caf%C3%A9-23-okt-2017.pdf
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Anonymisation &
Pseudonimisation




Table of contents
ARTICLE 29 DATA PROTECTION WORKING PARTY *'*'*
ey Legal Analysis
Lawfulness of the Anonymization Process
Risks of the Use of Anonymized Data
Robustness of Technologies
Opinion (AU on Snommbston Techmtanes Different approaches to anonymization
Adopted on 10 April 2014
Pseudonymisation
Conclusions & Recommendations
https://cnpd.public.lu/content/dam/cnpd/fr/publications/sroupe-art29/wp216 en.pdf
rotecian st bty R 135k Sre. et o Aricle. 30 of Giecie, ES4GIE and Aricle 15 of Dectve F00BSAEC,
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https://cnpd.public.lu/content/dam/cnpd/fr/publications/groupe-art29/wp216_en.pdf

Anonymization - Legal analysis

Analysis of the wording related to anonymization in the leading EU data protection instruments
allows highlighting four key features:

- Anonymization can be a result of processing personal data with the aim of irreversibly
preventing identification of the data subject.

- Several anonymization techniques may be envisaged, there is no prescriptive standard in EU
legislation.

- Importance should be attached to contextual elements: account must be taken of “all” the
means “likely reasonably” to be used for identification by the controller and third parties, paying
special attention to what has lately become, in the current state of technology, “likely
reasonably” ( given the increase in computational power and tools available).

- Arisk factor is inherent to anonymization: this risk factor is to be considered in assessing the
validity of any anonymization technique - including the possible uses of any data that is
“anonymized” by way of such technique - and severity and likelihood of this risk should be
assessed.
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Lawfulness of the Anonymization Process

Anonymisation is a technique applied to personal data in order to achieve irreversible
deidentification.

Therefore, the starting assumption is that the personal data must have been collected and
processed in compliance with the applicable legislation on the retention of data in an
identifiable format.

In this context, the anonymisation process, meaning the processing of such personal data to
achieve their anonymization, is an instance of “further processing”.
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Anonymisation - Risks of the Use of Anonymized Data

When considering using anonymization techniques, data controllers have to take into account
the following risks

- A specific pitfall is to consider pseudonymised data to be equivalent to anonymized data.

- Another negligence would also result from not considering the impact on individuals, under
certain circumstances, by properly anonymized data, especially in the case of profiling.

The use made of datasets anonymized and released for use by third parties may give rise to a
loss of privacy
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Anonymisation - Robustness of Technologies

- Singling out: which corresponds to the possibility to isolate some or all records which identify
an individual in the dataset;

- Linkability: which is the ability to link, at least, two records concerning the same data subject
or a group of data subjects (either in the same database or in two different databases).

- Inference: which is the possibility to deduce, with significant probability, the value of an
attribute from the values of a set of other attributes
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Anonymisation - Different approaches to anonymization

Anonymization irreversibly destroys any way of identifying the data subject.

Randomization Generalization

Randomization is a family of techniques that Generalization is the second family of
alters the veracity of the data in order to anonymization techniques. This approach
remove the strong link between the data and consists of generalizing, or diluting, the

the individual. attributes of data subjects by modifying the

respective scale or order of magnitude

* Noise addition
_ e Aggregation and K-anonymity
* Permutation

. : : e L-diversity/T-closeness
* Differential privacy
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Pseudonymisation

Pseudonymization substitutes the identity of the data subject in such a way that additional
information is required to re-identify the data subject

The most used pseudonymization techniques are as follows:

Encryption with secret key: the holder of the key can trivially re-identify each data subject

through decryption of the dataset. Decryption can only be possible with the knowledge of the
key.

Hash function: this corresponds to a function which returns a fixed size output from an input of
any size (the input may be a single attribute or a set of attributes) and cannot be reversed;

Keyed-hash function with stored key: this corresponds to a particular hash function which uses a
secret key as an additional input

Tokenization: this technique is typically applied in (even if it is not limited to) the financial sector
to replace card ID numbers by values that have reduced usefulness for an attacker
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Anonymization - Conclusions & Recommendations

Techniqgues of de-identification and anonymization are the subject of intense research, and this
paper has shown consistently that each technique has its advantages and disadvantages. In most

cases it is not possible to give minimum recommendations for parameters to use as each dataset
needs to be considered on a case-by-case basis

In many cases, an anonymized dataset can still present residual risk to data subjects.

= Some anonymization techniques show inherent limitations

= Each technique described in this paper fails to meet with certainty the criteria of effective
anonymization

O - Solvay Brussels School
ICTCONTROL | 4 Economics & Management




The table below provides an overview of the strengths and weakness of the techniques considered in
terms of the three basic requirements:

Is Singling out  Is Linkability  Is Inference still a

still a risk? still a risk? risk?
Pseudonymisation Yes Yes Yes
Noise addition Yes May not May not
Substitution Yes Yes Mavy not
Aggregation or K-anonymity No Yes Yes
L-diversity No Yes May not
Differential privacy May not May not May not
Hashing/Tokenization Yes Yes May not

Table 6. Strengths and Weaknesses of the Technigues Considered
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Data Breach Management




Data Breach Management

Article 33
Notification of a personal data breach to the supervisory authority
1. In the case of a personal data breach:
* the controller shall without undue delay and, where feasible, not later than 72 hours

after having become aware of it

* notify the personal data breach to the supervisory authority competent

e unless the personal data breach is unlikely to result in a risk to the rights and
freedoms of natural persons

Source: https://www.cocc.edu/its/infosec/concepts/cia-triad/
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Data Breach Management

Article 34
Notification of a personal data breach to the supervisory authority

1. In the case of a personal data breach:

e Likely to result in a high risk to the rights and freedoms of natural persons

* the controller shall communicate the personal data breach to the data subject
without undue delay.

3 The communication to the data subject referred to in paragraph 1 shall not be

required if

* the controller has implemented appropriate protection measures, and those
measures were applied to the personal data affected by the personal data breach, in
particular those that render the personal data unintelligible to any person who is not
authorised to access it, such as encryption;

* it would involve disproportionate effort. In such a case, there shall instead be a
public communication or similar measure

Source: https://www.cocc.edu/its/infosec/concepts/cia-triad/
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High level architecture

La protection opérationnelle des données contribue
a votre trajectoire GDPR

Auditer les autorisations existant dans les systémes
Lancer des campagnes de re-certification
.- |desldentités asgyrer a séparation des roles

Gouvernance

Comptes
a privileges

ini . Limitation de la finalité
Contréler les administrateurs ™ \ i i
| 1 Protection par défaut

T T — = Activité
Qua!lté .des iasite Controlfa utilisateurs
A c=| CHERRS s “~._ Corréler les événements

Vérifier la sécurité du code - _ -’ ; Activité ~

Corriger les vulnérabilités MW l Regies axbies Wmﬂﬁm Qs fase

Prise en compte des risques """
Protection * Multi-Facteur & Biométrie ~=--4 | Plateforme
Analyse \

dés la conception
s pmtedkf"  Activité . Gérer les incidents
desdonnées | --___ 4 données.
Classifier les données " ~~~.__ I'f ] o Réponse
Suivre lactivité =™ .“ “ Activité alncident
Protéger en temps reel @ ‘ l I @ infrastructure — :
i esl lenca
Surveiller les DBAs Copie N
Protection par défaut dond n otficatons
Non-altération es données
Extraction e '
Chiffrement Anonymisation | Limitation de Ia finaiite
des données

Chiffrer les fichiers \ Données
Protéger les clés isatic

Hygiéno Gérer les vulnérabilités
Infrastructure ~ desécurité | Appliquer les patchs

Source: https://www.youtube.com/watch?v=S b4655Xelc&sns=em



https://www.youtube.com/watch?v=S_b4655Xelc&sns=em

Privacy by design
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Privacy By Design

The principle “Privacy/data protection by design” is based on the insight that
building in privacy features from the beginning of the design process is
preferable over the attempt to adapt a product or service at a later stage.

The involvement in the design process supports the consideration of the full
lifecycle of the data and its usage.

The principle “Privacy/data protection by default” means that in the default
setting the user is already protected against privacy risks. This affects the
choice of the designer which parts are wired-in and which are configurable. In
many cases, a privacy-respecting default would not allow an extended
functionality of the product, unless the user explicitly chooses it.
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Privacy By Design

] Privacy by design

https://www.ipc.on.ca/wp-content/uploads/Resources/7foundationalprinciples.pdf

Privacy by Design
Operationalizing Privacy by Design:

The 7 Foundational Principles

Ann Cavoukian, Ph.D. A Guide to Implementing
Information & Privacy Commissioner

P Strong Privacy Practices

s by Deiigh o ciicepe L develoged Buk i 904, 6 o e o groiig i iy fecs
and of large-scale networked data systems.

Privacy by Design advances the view that the future of privacy cannot be assured solely by compliance
with regulatory frameworks; rather, privacy assurance must ideally become an organization’s default
mode of operation.

Initially, deploying Privacy-Enhancing Technologies (PET) was scen as the solution. Today, we realize that
2 more substantial approach is required — extending the usc of PETs to PETS Plus — taking a positive-sum
(full functionality) approach, not zero-sum. That's the “Plus” in PETS Plus: positive-sum, not the cither/or
of zero-sum (a false dichotomy).

Privacy by Design extends to a “Trilogy™ of 1) IT systems; 2) accountable business
practices; and 3) physical design and networked infrastructure.

Principles of Privacy by Design may be applied to all types of personal information, but should be applicd
with special vigour to sensitive data such as medical information and financial data. The strength of privacy
measures tends to be commensurate with the sensitivity of the data.

The obi f Privacy by Design g privacy
s, o GG GhEiing & SESIAbS bt S niaes o Tiey B pecomplished by pescacing
the following 7 Foundational Principles (see over page):

—

Tormatio

Operationalizing Privacy by Design

http://mwww.ontla.on.ca/library/repository/mon/26012/320221.pdf
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Privacy By Design: Principle 1

Principle 1

Proactive not Reactive;
Preventative not Remedial

Operational Guidance: These actions anticipate and prevent privacy
invasive events before they happen. Do not wait for privacy risks to
materialize — the aim is to prevent the breaches from occurring.

Actions Responsibility

. Affirm senior leadership commitment to astrong,
proactive privacy program.
Leadership/Senior

. Ensure that concrete actions, not just policies,
Management

reflecta commitment to privacy. Monitor through
a system of regularly reviewed metrics.

. Develop systematic methods to assess privacy & | e.g. Board of
security risks and to correct any negativeimpacts, | Directors, CEO, CPO,
well before they occur. ClO, COO, CSO,

. Encourage privacy practices demonstrably shared £Siopany Gvive &)

by diverse user communities and stakeholders,
in a culture of continuous improvement.




Privacy By Design : Principle 2

Principle 2

Privacy as the Default Setting

Operational Guidance: These methods seek to provide privacy
assurance - delivering the maximum degree of privacy by ensuring
that personal data are automatically protected in any given IT system
or business practice. No action should be required on the part of the
individual user to protect their privacy - it should be built into the
system, automatically - by default.

Actions

Responsibility

. Adopt as narrow and specific a purpose(s) for
data collection as possible — begin with no
collection of personally identifiable information
— data minimization.

. Minimize the collection of data at the outset to
only what is strictly necessary.

. Limit the use of personal information to the
specific purposes for which it was collected.

. Create technological, policy and procedural
barriers to data linkages with personally
identifiable information.

Software Engineers &
Developers

Application &
Program Owners

Line of Business &
Process Owners




Privacy By Design : Principle 3

Principle 3

Privacy Embedded into Design

Operational Guidance: These actions embed privacy requirements
into the design and architecture of IT systems and business practices.
They are not bolted on as add-ons, after the fact. Privacy should be
an essential component of the core functionality being delivered.

Actions Responsibility

. Make a Privacy Risk Assessment an integral part
of the design stage of any initiative, e.g. when
designing the technical architecture of a system,
pay particular attention to potential unintended
uses of the personal information.

Application &
Program Owners

. Base identity metasystems on the “Laws of
Identity,” intended to codify a set of fundamental
principles to which universally adopted, | Line of Business &
sustainable identity architecture must conform. | Process Owners

. Consider privacy in system development lifecycles
and organizational engineering processes.
System designers should be encouraged to
practice responsible innovation in the field of | Software Engineers &
advanced analytics. Developers

. Embed privacy into regulatory approaches that
may take the form of self-regulation, sectoral
privacy laws, omnibus privacy legislation and
more general legislative frameworks, calling for | Regulators
anapproach guided by “flexibility, common sense
and pragmatism.”




Privacy By Design : Principle 4

Principle 4

Full Functionality —
Positive-Sum, not Zero-Sum

Operational Guidance: These actions seek to accommodate
legitimate interests and objectives in a positive-sum, ‘win-win’
manner, not through a zero-sum (win/lose) approach, where
unnecessary trade-offs to privacy are made. Avoid the pretense of
false dichotomies, such as privacy vs. security — demonstrate that
it is possible to have both.

Actions Responsibility

1. Acknowledge that multiple, legitimate business | Leaders/Senior
interests must coexist. Management

. Understand, engage and partner — Practice | Application &
the 3Cs — communication, consultation and | Program Owners
collaboration, to better understand multipleand,

at times, divergent interests. Line of Business &

Process Owners
3. Pursueinnovative solutions and options to achieve Sof e =
multiple functionalities. gibuale SROIGEErs

Developers




Privacy By Design : Principle 5

Principle 5

End-to-End Security -
Full Lifecycle Protection

Operational Guidance: Security is the key to privacy. These actions
ensure cradle-to-grave, lifecycle management of information,
end-to-end, so that at the conclusion of the process, all data

are securely destroyed, in a timely fashion.

Actions Responsibility

. Employ encryption by default to mitigate the
security concerns associated with the loss, theft | Software Engineers &
or disposal of electronic devices such as laptops, | Developers
tablets, smartphones, USB memory keys and
other external media. The default state of data,

if breached, must be “unreadable.” Application &

Program Owners
2. Deployencryption correctly and carefullyintegrate
it into devices and workflows in an automatic

ine of in
and seamless manner. (e o Business &

Process Owners
. Ensure the secure destruction and disposal of
personal information at the end of its lifecycle.




Privacy By Design : Principle 6

Principle 6

Visibility and Transparency
— Keep 1t Open

Operational Guidance: Stakeholders must be assured that whatever
the business practice or technology involved, it is, in fact, transparent to
the user, and operating according to the stated promises and objectives,

subject to independent verification. Remember, trust but verify.

Actions Responsibility

. Make the identity and contact information of the
individual(s) responsible for privacy and security
available to the public and well known within
the organization.

Leadership/Senior

. Implement a policy that requires all “public-
Management

facing” documents to be written in “plain
language” that is easily understood by the
individuals whose information is the subject of
the policies and procedures. Software Engineers

. Makeinformation about the policies, procedures
and controls relating to the management of
Personal Information readily available to all
individuals.

Application
Developers

. Consider publishing summaries of PIAs, TRAs and
independent, third party audit results. Systems Architect

. Make available a list of data holdings of Personal
Information maintained by your organization.

. Make audit tools available so that users can easily
determine how their data is stored, protected
and used. Users should also be able to determine
whether the policies are being properly enforced.




Privacy By Design : Principle 7

73

Principle 7

Respect for User Privacy
— Keep it User-Centric

Operational Guidance: This method requires architects and
operators to keep the interests of the individual uppermost
by offering such measures as strong privacy defaults, appropriate
notice and empowering user-friendly options. Keep it user-centric.

Actions

Responsibility

1. Offer strong privacy defaults.
2. Provide appropriate notice.
3. Consider user-friendly options:

a. Make user preferences persistent and
effective.

. Provide users with access todataabout
themselves.

. Provide access to the information
management practices of the
organization.

Leadership/Senior
Management

Software Engineers &
Developers

Application &
Program Owners

Line of Business &
Process Owners
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