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What is malware?
Types of Malware

Malicious software (Malware) is software that is intentionally included or 
inserted in a computer system for a harmful purpose. 

(Newman, R. C. (2006))



What is malware?
Types of Malware

CIA:

• Confidentiality
• Integrity
• Availability



It’s an uphill battle
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http://www.mcafee.com/ca/resources/reports/rp-quarterly-threats-aug-2015.pdf



A day in the life of a malware analyst

Informed that (potential) malware is detected.
• Anti-Virus (workstation, server, proxy, …)

• Suspicious file

• Suspicious e-mail

• Strange behavior (network connections, performance, 
…)

• …
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Anti-Virus detection
Malware Detection

True positive

False negative

Flagged as 
malicious 

by AV

Flagged as 
benign 
by AV

File is malicious File is benign

False positive

True negative



Anti-Virus detection

Fred Cohen: Malware detection is an 
undecidable problem

1987: formal proof that malware detection is like 
halting problem
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Anti-Virus detection

W32/Korgo.worm.g
• Date & time

• Computername

• Filename & path

• …
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Types of Malware



Introduction
Types of Malware

Trojans

Rootkits

Worms

IoT Malware

Viruses

Ransomware

Mobile 
Malware

Exploit Kits

Malicious 
Documents



Exploit Kits
Types of Malware

Exploit Kits



Exploit Kits
Types of Malware

An Exploit Kit is malware installed on a compromised webserver that 
tries to compromise web clients via exploits.



Exploit Kits
Types of Malware

• Exploit
• Vulnerability

• Bug
• Code execution



Exploit Kits
Types of Malware

ExploitVulnerability

Bug (code execution)



Malicious Documents
Types of Malware

Malicious 
Documents



Malicious Documents
Types of Malware

A Malicious Document is malware inside a document that achieves 
code execution via exploits or scripting.

A maldoc is often the vector for malware like banking trojans or 
ransomware



Ransomware
Types of Malware

Ransomware



Ransomware
Types of Malware

Ransomware is a type of malware that restricts access to a computer 
system that it infects in some way, and demands that the user pay a 

ransom to the operators of the malware to remove the restriction. 
(Wikipedia)

https://blogs.mcafee.com/mcafee-labs/meet-tox-ransomware-for-the-rest-of-us/



Ransomware
Types of Malware

http://www.mcafee.com/ca/resources/reports/rp-quarterly-threats-aug-2015.pdf



Ransomware – CryptoLocker Example
Types of Malware



Trojans
Types of Malware

Trojans



Trojans
Types of Malware

A trojan is a program that appears 
legitimate, but performs some illicit activity 

when it is run



Trojans
Types of Malware



Historical Trojans – Zeus
Types of Malware



Historical Trojans – Zeus
Types of Malware
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A day in the life of a malware analyst

Decide to analyze or not
• Obtain sample

• Analyze system (IR: Incident Response)
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A day in the life of a malware analyst

Informed that (potential) malware is detected

Decide to analyze or not

Analyze malware

Action

34



A day in the life of a malware analyst

Analyze malware
• Online research

• Analysis
• Static analysis

• Dynamic analysis

• Both
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Online research
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Mailing Lists, IOC Repositories, …



Online research

37



Online research
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Online research
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Analysis
Malware Detection

• Runs app in a simulated 
environment, capturing runtime 
activity.

• Also works with obfuscated 
and encrypted samples.

• Requires dedicated environment.

• Might not trigger all code paths.

• Can be detected if the sample 
phones home.

• Often fairly slow.

• Obfuscation and encryption
problematic.

• Does not assess malware
downloaded at runtime.

• Could miss hidden or obfuscated 
activity that is only visible while 
running

• Analysis can’t be detected, 
no accidental infection.

• Full view of the application
internals.

• Quickly spot interesting parts
in code.



Analysis
Malware Detection



A day in the life of a malware analyst

Static analysis
• Compiled?

• C

• Java

• JavaScript

• Anti-analysis?
• Packed

• Obfuscated

• Anti-debugging techniques
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Packers
Antivirus Evasion Tactics

Original executable 
aad3b435b51404eeaad3b435b51404ee

Packed executable (output)
31d6cfe0d16ae931b73c59d7e0c089c0

Packing Engine

Input Output

OEP

STUBEP

Packers combine multiple techniques



Packers
Antivirus Evasion Tactics

Compressor3.1415 MB 2.7282 MB

UPX, FSG, PECompact, 
MEW, MPRESS, Upack, … 

Obfuscator 
Protector

PELock, PESpin, Armadillo -
SoftwarePassport (R.I.P.), 
Thermida , VMProtect, ...



A day in the life of a malware analyst

Static analysis
• Scripts

• Strings

• Disassembler

• Decompiler
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A day in the life of a malware analyst

Dynamic analysis
• Debugger

• Emulator
• ! No execution

• Cuckoo

• Wireshark
• Network analysis

• Procmon
• Register system behavior

• Vmware
• Execute in safe environment

• FireEye

• …
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A day in the life of a malware analyst

Demo analysis
• Malicious PDF

• Exploit
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A day in the life of a malware analyst
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A day in the life of a malware analyst
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A day in the life of a malware analyst
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A day in the life of a malware analyst
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A day in the life of a malware analyst

Demo decompiler
• IDA Pro

• Hex-Rays decompiler
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A day in the life of a malware analyst
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A day in the life of a malware analyst
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A day in the life of a malware analyst
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A day in the life of a malware analyst

Action
• Report

• Update internal repository

• Refer to CIA
• Clean

• Rebuild

• …

• Recommendations
• defense

• proactive
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Wrapping up
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Wrapping up – Take home messages

Malware is omnipresent on every system/OS and its presence 
is still increasing.   

Rely on existing information

You don’t have the time and resources to analyze all malware 
in depth in your organization.

Focus on CIA

Make smart use of time and resources:



Q&A



Thank you! Questions?

dstevens@nviso.be

www.nviso.be


