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Goals

» Understand goals of entity authentication

» Understand strength and limitations of entity
authentication protocols including passwords

» Understand subtle problems when entity
authentication protocols are deployed in
practice

» Understand variants of key establishment
protocols and subtle attacks
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Definitions (ctd)
data entities
Confidentiality confidentiality ‘ encryption | | anonymity |
Integrity
Availability authentication |data authenticati0n| |identiﬁcation|

Authorisation

‘ Non-repudiation of origin, receipt |

Contract signing

| Notarisation and Timestamping |

Don't use the
word
authentication
without defining
it

| E-voting, e-auction,... |

Identification

* the problem
* passwords

+ challenge response with symmetric key and
MAC (symmetric tokens)

* challenge response with public key
(signatures, ZK)

* biometry

Entity authentication

I - £y - i

Eve Bob

Entity authentication

Why should |

Hello Bob, | am Alice believe her?

¢

entity authentication: one is corroborated of the
identity of another party, and of the fact that this
party is alive (active) during the protocol
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Entity authentication is based on one or
more of the following elements:

* what someone knows

_ password, PIN ert5°r$#890y
 what someone has
— magstripe card, smart card
» what someone is (biometrics)
— fingerprint, retina, hand shape,... ‘k .

* how someone does something
— manual signature, typing pattern
» where someone is

— dialback, location based services (GSM, Galileo) S

Improved identification with passwords
., Hello Bob, | am Alice. My
password P is Xur%9pLr i’

One-way
function f

'

f(P)

f(Xur%9pLr)

Bob stores f(P) rather than Alice’s secret P

o it is difficult to deduce P from f(P)

Improved+ identification with passwords

., Hello Bob, | am Alice. My
password P is Xur%9pLr P S

One-way
function f

!

f(P115)

give every user at registration
a random publicly known

value S (salt) [Mice  [i(xursoplr||9878) || 987&"

Bob stores f(P,S) | | S rather than Alice’s secret P; S is public!

itis harder to attack the passwords of all users
simultaneously
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Entity authentication with passwords

Hello Bob, | am Alice. My
" password P is Xur%9pLr

BUT Xur%9pLr

*Eve can guess the password
oEve can listen to the channel and learn Alice’s password
*Bob needs to know Alice’s secret

\ *Bob needs to store Alice’s secret in a secure way

‘ Possibility of replay: liveliness is missing

Password entropy: effective key length

@5 chars
M 6 chars
O 7 chars
O 8 chars
E 9 chars
M 10 chars

mixed
case+digits

lower case lower case
+ digits

keyboard

Problem: passwords from dictionaries

Example: UNIX

+ Function f() = DES applied 25 times to the
all zero plaintext with as key the password P
(8 7-bit characters)

+ Salt: 12-bit modification to DES
P * etc/passwd public
* PC: 100 million passwords/second
. * But time-memory tradeoff...
P et — Precomputation per salt 25 . 2°¢
— Storage per salt: 2 Terabyte
f(P) — Find one key in time 25.238
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Improving password security

* Apply the function f “x” times to the password (iteratively)

— if x = 100 million, testing a password guess takes a few seconds

— need to increase x with time (Moore’s law)

— need to define function f such that special hardware crackers do not
gain a large advantage over general purpose computers (memory
intensive)

— e.g. PBKDF2 (Password-Based Key Derivation Function 2), scrypt,
berypt, Argon2,...

+ Disadvantage:

— one cannot use the same hashed password file on a faster server and on

an embedded device with an 8-bit microprocessor
« need to use different values of x depending on the computational power of the
‘machine

— deemed too expensive for large Internet companies

Problem: human memory is limited

* Solution: store key K on
magstripe, USB key, hard disk

o ) « Stops guessing attacks

But this does not solve the other problems related to passwords

And now you identify the card, not the user....

| Possibility of replay: liveliness is missing

15

“Certificate” for static data authentication

~_— Unique name owner
DN: cn=Jan Peeters, —\

0=KBC, c=BE
Serial #: 8391037
Start: 28/02/17 1:0
End: 28/02/18 00:5!
CRL: ¢cn=BCC,

0=EMV, c=BE

Unique serial number
Validity period

Revocation information

Name of issuing CA

—

__— CAs Digital signature
on the data in the

certificate

CA DN: 0=EMV, c=BE
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Improving password security (2)

[TERT}

« Internet companies are using a function f “x” times
with a small value of x combined with a MAC
algorithm (e.g. HMAC).

— idea: MAC computation with secret key in dedicated server

« Example Facebook (piling up of legacy systems)

SHA-2(berypt(HMAC (MD5(salt || password)))

Improvement: Static Data Authentication

* Replace K by a signature of a third party CA
(Certification Authority) on Alice’s name: SigSK,
(Alice) = special certificate

* Advantage: can be verified using a public string PK .,
» Advantage: can only be generated by CA

* Disadvantage: signature = 40..128 bytes

» Disadvantage: can still be copied/intercepted

| Possibility of replay: liveliness is missing |

Entity authentication with symmetric token

Challenge response protocol

K Q random number r

MACK(r)

or

+» Eavesdropping no longer effective

* Bob still needs secret key K

| Detects whether Alice is alive!
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Entity authentication with symmetric token

With implicit challenge from clock

MACK (time)

+ Eavesdropping no longer effective
* Bob still needs secret key K

* resynchronization mechanism needed

Entity authentication with public key token

Challenge response protocol

SK . random number r

0 SigSK, (1)

* Eavesdropping no longer effective

* Bob no longer needs a secret — only PK

ZK definitions

» complete: if Alice knows the secret, she can carry
outthe protocol successfully

» sound: Eve (who wants to impersonate Alice) can
only convinceBob with a very small probability that
she is Alice;

+ zero knowledge: even a dishonest Bob does not
learn anything except for 1 bit (he is talking to
Alice); he could have produced himself all the other
information he obtains during the protocol.
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Lamport’s one-time passwords

iterated one-way function
X 0 X1 -
X2

X3

X

f ——

X X X X
_O,f_l,f_z,fxz. el

* Disadvantage: only works with one Bob

Entity authentication with ZK

Zero knowledge PKA

SK A Commitment ¢

a Challenge e

Response(SK,, e, ¢)

L U

* Mathematical proof that Bob only learns that he is
talking to Alice (1 bit of information)

* Bob cannot use this information to convince a third
party that he is/was talking to Alice

Overview Identification Protocols

Guess Eavesdrop | Impersonation | Secret Mathema- | Security
channel by Bob info for tical proof
(liveliness) Bob
Password 1
Magstripe 2
(SK)
Magstripe 3
(PK)
Dynamic 4
password
Smart card 4
(SK)
Smart Card 5
(PK)
ZK 6
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Entity authentication with password Google’s security keys

Challenge response protocol

P soal P » Standardized by FIDO Alliance

random number r

(% < § * Threat model
T — web attackers (host malicious web content)
MACP(r) WWWW

— related site attackers

— network level attackers

— malware (but not in browser)
* Eavesdropping no longer effective

* Bob still needs secret key P
* Exhaustive search for P is easy based on
a single transcript

» Hardware: public key + button to press

* Generate key pair for each website and
authenticate using device key pair

Google’s security keys . T .
Entity authentication in practice
Browser Website
Security Key ClientData (Client) (Relying Party)
—_— challenge L . .
generate: origi, hash{challenge, channel 4 * Phishing — mutual authentication
%—/
ey K, c . . . .
vt (& H,, attestation cert, signature(c, k., H,) * Losing devices — local authentication to
sterefo k) T e ste: device — need to check proper linking of tw
)éﬁdf;”m protocols (e.g. EMV)
Browser Website 1 1 - bi
Security Key ClientData  (Client) (Relying Party) ° Sharlng deVlce.S . Fnometry . .
orign H, hash Grallonge, crammal ) [—eoaaie, chalenge * Interrupt after initial authentication —
iy — H ey authenticated key establishment
handie 1) counter, signature(o, counter) o * Mafia fraud — distance bounding
counter++ ﬁr—/ counter, s, ClientData oheok:
signature
set cookie L;‘sé;gk'm 28
27
Mutual entity authentication Limitations of devices
* Phishing is impersonating of the verifier * Device authenticates user
(e.g. the bank) — but if the user looses the device...
« Most applications need entity — solution: authenticate user to device using

authentication in two directions Easswo(rid, PIN or blzmzmlcls Iyl (EMV
. T — but need to connect both phases properly!
 User needs to make judgment: difficult! example)
* Mutual entity authentication is not
equivalent to 2 parallel unilateral protocols

for entity authentication

» Device can be passed on to others
(delegation, fraud)
— solution: biometrics
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Warning about EMV

http://www.cl.cam.ac.uk/research/security/banking/nopin/oakland 1 Ochipbroken.pdf

EMYV PIN verification “wedge” vulnerability S.J. Murdoch, S.

Drimer, R. Anderson, M. Bond, IEEE Security & Privacy 2010

Normal PIN check

3. check E]

smart card

2. PIN correct?

4. yes/no

Fraudulent PIN check 1. enter any PIN
______ NS

Man-in-".  2.is PIN correct?
€)==
stolen \Middle 3 yes (for any PIN)

smart card

Biometry *

* Based on our unique features

* Identification or verification
— Is this Alice?
— Check against watchlist
— Has this person ever registered in the system?

Some unique features
Gait
DNA
skin retina

Een lichtstraal registreert
het bloedvatenpatroon op.
het netvlies, terwill het cog
‘op een Kiein doel s gericht.

iris face
\

neus, or
de warmteverschillen samenhangend
met het bloedvatenpatroon.

‘me van de iis.

ear
Een viaeocamera maakt een opname van
het oor en registreert omvang, vorm en om-
cee oy

voice
Een automaat luistert naar een zin die eer-
der was opgenomen. Nist verwarren met
‘spraakherkenning!

Hand geometry

finger

Een scanner maait een opname.
van de geometrie van de vinger.

Key board dynamics
Sofware meet ritme, nelheid en duur
van tostsaansiag. Nog iet 20 betrouw-
bare metina.

Een scanner meet handdite en vingarieng-
te en -dikte. Een ander apparaat, dat nog.
niet in de handel is, meet bloedvaten op de
rug van de hand.

/

odor
Een elektronische neus pikt dertig verschil-

Signature dynamics
in een pen of schrijftablet
i ritme, kruling

hand. Zeep of
Det

hniok i

Biometric procedures

Figure 2. A generic biometric system.

Enroliment Template Database

* Registration ﬁ I-I J_I

» Template extraction

;
!
* Measurement e j §
‘
‘
‘
|

* Processing ﬁ‘_-

Template matching

 Link with applications

Robustness/performance

+ Performance evaluation

— False Acceptance Ratio or False Match Rate

— False Rejection Ratio or False Non-Match Rate
» Application dependent

10 20 30 40 50 60 70 80 90 100 110 35
Threshoid

Robustness/performance (2)

A Foransic
Applications
i
g
E
]
E Equal Error Rate System A
Civilian System B High Security Access
i Applications
o
False Nonmatch Rate
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Fingerprint

Used for PC/laptop access
Widely available
Reliable and inexpensive

» Simple interface /

' minutiae
‘ l IY"‘

//A

Fingerprint (3): gummy fingers

Making an Artificial Finger dircetly from a Live Finger

How to make a mold

Put the plastic

into hot water

to soften it. -
Press a live finger
against it.

It takes around 10 minutes.

into the mold.

Putit into
a refrigerator to cool.

It takes around 10 minutes. ‘The gummy finger

39

Voice recognition

* Speech processing technology well
developed

+ Can be used at a distance
+ Can use microphone of our gsm
* But tools to spoof exist as well

* Typical applications: complement PIN for
mobile or domotica
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Fingerprint (2)

* Small sensor
* Small template (100 bytes)
* Commercially available

— Optical/thermical/capacitive
— Liveness detection

* Problems for some ethnic groups and some
professions

» Connotation with crime

Hand geometry

* Flexible performance tuning
* Mostly 3D geometry
» Example: 1996 Olympics

Iris Scan

* No contact and fast
* Conventional CCD camera
¢ 200 parameters
» Template: 512 bytes
« All etnic groups
* Reveals health status




Bart Preneel February 2017
Entity authentication and key establishment

Retina scan Manual signature

) * Measure distance, speed, accelerations, pressure
+ Stable and unique pattern of blood vessels

* Invasive
* High security

» Familiar

* Easy to use

» Template needs continuous update
* Technology not fully mature

44

Facial recognition Comparison
+ User friendly ’ -
Feature Uniqueness | Permanent | Performance | Acceptability | Spoofing
° NO COOperatlon needed Facial Average Average Average High
. Rehablhty hmlted Fingerprint High High High?? Average High??
. RObuS tness imprOVe d Hand geometry Average Average Average Average Average
. . Iri High High High High
substantially in last years = : - : :
. . . Retina High Average High High
— Lighting conditions pr—— High
— Glasses/hair/beard/... Voice High

46

Biometry: pros and cons Keeping authenticity alive
. . « Establish who someone is
’ ﬁeal ?e.rso(;ll ’ frtlva(?y (;nedmal) « Establish that this person is active/liveliness
+ User friendly + Intrusive? . . Lo s o
« Cannot be forwarded « Liveliness? But what if the connection is broken after the initial phase?
« Little effort for user » Cannot be replaced
. RlSk. for physical attacks SK, random number ©
* Hygiene ’
secure <
+ Does not work everyone, €.g.,
people with disabilities setup L8 SieSK
. P, igSK, (r)
* Evolving towards * Reliability
behavioral biometrics
* Secure implementation: * No cryptographic key attacker Rest of
derive key in a secure way takes o 0 -
from the biometric 4 over =g communication "
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) The mafia fraud
Solution — or the grandmaster chess problem

Angola South Africa

+ Authenticated key agreement

* Run a mutual entity authentication protocol
Establish a key

Encrypt and authenticate all information
exchanged using this key

Location-based authentication Key establishment
« Distance bounding: try to prove that you are * The problem
physically close to the verifier * How to establish secret keys using secret keys?
* How to establish secret keys using public

* Other uses of “location” keys?
— Dial-back: can be defeated using fake dial tone _ Diffie-Hellman and STS

— IP addresses and MAC addresses can be spoofed o .
— Mobile/wireless communications: operator * How to distribute public keys? (PKI)

knows access point, but how to convince others?
— Trusted GPS: Galileo?

GSM (1)

Challenge response protocol

Key establishment: the problem

* Cryptology makes it easier to secure random number r

information, by replacing the security of

derivation of session key k
for this call

— integrate with application

information by the security of keys r MACKi(r) T
* The main problem is how to establish these l > l
keys Ki .
. 1 Ki
— 95% of the difficulty —' _'
! |
k k

— if possible transparent to end users

‘ encrypt all data with k ‘
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GSM (2)
+ SIM card with long term secret key Ki (128
bits)
* secret algorithms
— A3: MAC algorithm
— A8: key derivation algorithm
— A5.1/A5.2: encryption algorithm
* anonimity: IMSI (International Mobile
Subscriber Identity) replaced by TIMSI
(temporary IMSI)

— the next TIMSI is sent (encrypted) during the call
set-up

Point-to point symmetric key distribution

Before: Alice and Bob share long term secret K

generate

session EK (k|| time || Bob) decrypt
key k
< Ek ( time || Alice || hello) ~ extract k

» After: Alice and Bob share a short term key &
— which they can use to protect a specific interaction
— which can be thrown away at the end of the session
» Alice and Bob have also authenticated each other

Symmetric key distribution with 3rd party

Before (KDC=Key Distribution Center)
— Alice shares a long term secret with KDC: K,
— Bob shares long term secret with KDC: K

[ Kpc |

session key k

!! never use this
protocol in practice

need — it is just a toy
key I E K, (k) || E Ky(k) example

for

Bob

. EK( .
E & (hello)

Symmetric key distribution with 3rd party(2)

» After: Alice and Bob share a short term
key k

* Need to trust third party!
* Single point of failure in system

Kerberos/Single Sign On (SSO)

* Alice uses her password only once per day

Kerberos/Single Sign On (2)

» Step 1: Alice gets a “day key” K, from AS
(Authentication Server)
— based on a Alice’s password (long term secret)
— K, is stored on Alice’s machine and deleted in

the evening

+ Step 2: Alice uses K , to get application keys
k; from TGS (Ticket Granting Server)

* Step 3: Alice can talk securely to applications
(printer, file server) using application keys k;

10
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A public-key distribution protocol: Diffie-Hellman

» Before: Alice and Bob have never met and share no
secrets; they know a public system parameter &

generate x a’ R generate y

compute a” oV compute a’

compute k=(a”)* compute k=(a*)”

* After: Alice and Bob share a short term key &
— Eve cannot compute &: in several mathematical

structures it is hard to derive X from &
(this is known as the discrete logarithm problem)

Person-in-the middle attack

+ Eve shares a key &, with Alice and a key &, with
Bob

» Requires active attack

(3 s
a’l a*?

a’l a’?

ki =(@) 1 =(a) S k(@) 2 =)

Station to Station protocol (STS)

* The problem can be fixed by adding digital signatures

« This protocol plays a very important role on the
Internet (under different names)

SKa, PKg SKg, PK,,
choose x o’
& choose y
k=@ k=(a)’
Sigd(a* || &)
SigB(e || &)
Vsion Vsigd

February 2017

Diffie-Hellman (continued)

a” generate y
compute o’

generate x
compute a* o’

compute k=(a”) * compute k=(a*)"

* BUT: How does Alice know that she shares this
secret key & with Bob?

» Answer: Alice has no idea at all about who the other
person is! The same holds for Bob.

Entity authentication with password: EKE .«
r le [Bellovin,Merritt *92] Hp

All operations mod p

il ~
Al E(a?)
x ex [Lp-1] - >y eullpel]
Al Ex(a”||rg) I'g 128-bit string
I'5 128-bit string Ek(rA HrB) k= (ax)y

k= () o) >
kl”

« Adds entity authentication to Diffie Hellman
« Attacker cannot perform off-line exhaustive search for the password P
« Attacker can still try on-line attacks; need to restrict number of uses of the account

« Literature: PAKE: Password Authenticated Key Establishment 64

IKE - Main Mode with Digital Signatures

proposed attributes

selected attributes

Initiator

g% N,

K derived from
master = prf( N, | N, g7 ) E(K, ID, [Cert(i)], SIG;) i:eré.:stse'?n;‘ﬂegﬁ? IID,)

SIG, = Signature on

H( master, g*[| g/ || .. | 1D, ) EK, 1D, [Certrl, SIG, )

H is equal to prf or the hash function tied to the signature algorithm
(all inputs are concatenated)

11



Bart Preneel
Entity authentication and key establishment

Key transport using RSA
decrypt
generate k Epp (k) using SK , to
Epp (k) obtain k

» How does Bob know that k is a fresh key?

» How does Bob know that this key & is coming from
Alice?

* How does Alice know that Bob has received the key
Fk and that Bob is present (entity authentication)?

February 2017

Key transport using RSA (2)

generate k
EPK/;(k) EPKB(k Il ta) R .decrypt
using SK to
obtain k

* Freshness is solved with a timestamp t,

Key transport using RSA (3)

generate k . .
Sigse, (Ergy(k]| 1) 4Pt using
> SKy and
verify using
PK,

* Alice authenticates by signing the message
* There are still attacks (signature stripping...)

Key transport using RSA (4): X.509

generate k
Sigs, (Bll ta || Epgy(A4 |1 5))
|l B (A Il ) deerypt using
AR A SK and verify
using PK

Mutual: B can return a similar message
including part of the first message
Problem (compared to D-H/STS):

lack of forward secrecy

If the long term key SK ; of Bob leaks, all past
session keys can be recovered!

A simple protocol

K K
nA R ﬁ
E(nylng)
np

Reflection attack

Eve does not know K and wants to impersonate Bob

ny ﬁ

Ex(nyllnyg’)
Ex(nyl|n, '=ng)

Ng

12
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Conclusions Recommended reading
» NIST Special Publication 800-63 Version 1.0.2 (2006):
* Properties of protocols are subtle Electronic Authentication Guideline: identifies four levels of
R Many Standardized protocols exist 2;f/ﬁr%ngépg?p://csrc4nist.gov/publications/nistpub5/800—63/SP800-
— ISO/IEC, IETF + D. Balfanz, R. Chow, O. Eisen, M. Jakobsson, S. Kirsch, S.
R Difﬁculty: which properties are needed for a Matsumoto, J. Molina, P.C. van Oorschot: The Future of

Authentication. IEEE Security & Privacy 10(1): 22-27 (2012)

+ J. Bonneau, C. Herley, P.C. van Oorschot, F. Stajano: The Quest
to Replace Passwords: A Framework for Comparative Evaluation
of Web Authentication Schemes. IEEE Symposium on Security

Rule #1 of protocol design: Don’t and Privacy 2012: 553-567

— not even by simplifying existing protocols

specific application

See http://csre.nist.gov/publications/PubsSPs.html

for about 120 Special Publications (800 Series) from NIST on computer
security and cryptography 74
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