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Trends & Context
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Technology Trends

A[1/3]l nt egration of soff
wor |l do
A CPSi Cyber Physical Systems
A 10T T Internet-of-Things
A Computational capacity is omnipresent

A Example:

A TRANSITION, From ad-hoc code development to code
reuse through middleware for networked embedded
control systems
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Technology Trends [2/3]

A Intelligence, relevant data all over the

pl acee.

A Context-aware computing unfolding beyond location and
profil eé

A Strong dependencies between sensing equipment, data
processing entities and storage platforms

A Computational capacity is omnipresent, so is analyticsé

A Example:

A CAPRADS, A Context-Aware Platform for RApid
Decision Support
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Technology Trends [3/3]

A Cloud Computing (the trivial one)

A Ultimately determining the delivery model of software
and servicesé

AFl exi bl e-desofmmtedadr ear chitect
rapid change, upgrading, reconfiguration, scaling etc.

A (But how about the attack surfaces?)

A Examples

A DeCoMAdS: Deployment and Configuration Middleware
for Adaptive Software-as-a-Service.

A OO0 Y. Decentralized Data Management and Migration
for Software-as-a-Service
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Application Development today

ADespite all technol oc
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Application Security

A Many technologies are available

A Some still being developed, but on the
horizon

A Yet other are subject to a strategic
iInvestment (Still R&D)
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Avallable?

A Dynamic Application Security Testing (DAST)
AéStatic Application Se

A SIEM (Security Incident and event
management)

A é C o n-aveare security (e.g. credentials that
are requested/presented can depend on
location).

A etc.
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Note: Both  adevelopment  support

and run time services/iaciites
to be I ntegratede
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Following soon

A Mobile application security testing
A Web application firewalls

A Professional Services?
A Application Security as-a-service?
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Many sources con

E.g. market analysts such as Gartner, Forrester etc.
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Some of the heavy lifting

A DevOps & Security
A Protected Mobile Browsers
A (Runtime) Application Self-Protection

e and even furtheré
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lllustration 1.
[solating and Restricting Client -Side

Javascript

(towards a secure browser)
Featuring the PhD thesis of Dr. Steven Van Acker

January 6, 2015
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Where to fix the problem?
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Where to fix the problem?
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JavaScript subsets and rewriting

A Main idea: analyze JavaScript before executing it, rewriting i
necessary

A Examples: Caja, FBJS, ADsaf e, Browser S
A Unfortunately:

A Analyzing JavaScript is difficult. Using a JavaScript subse
makes it easier but requires effort from thymarty

A Rewriting JavaScript changaghitecture of theweb

Visitor

DistriNet .., ... SecAppDev 2015
rrmiminds - R



Where to fix the problem?

\

-
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Modifying the browser

Visitor
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WebJail: Least -privilege Integration of

Third -party Components in Web Mashups

Steven Van Acker, Philippe De Ryck, Lieven Desmet, Frank Piessens, Wouter Joosen
ACSAC 2011
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WebJail : main idea

A Restrict sensitive JavaScript functionality in the DOM of
an iframe

An advice function intercepts calls to a DOM function
and mediates access

All access-paths go through the advice function
Enforced in the browser, advice is locked away safely

>\

D> >

L ]
L ] [] native JS functions
L ]

deep advice function

Browser infrastructure JavaScript context
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WebJail : policies

A Easy to use policy language

A All JavaScript functionality divided into 9 categories:

DOM Access

Cookies

External communication
Inter-frame communication
Client-side storage

Ul and rendering

Media

Geolocation

Device access

T I> I > > T > I >

{

" framecomm” ; "yes",
" extcomm" : [" google.com
"' nNoo

}
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WebJall : architecture

0D0000 e
PN
AR

JavaScript

DistriNet .., ... SecAppDev 2015
rrmiminds - R




WebJdail : conclusion

A WebJail is a viable JavaScript sandbox

A FEull mediation
A Fast

A Unfortunately:

A Deploying a browser modification to all browsers on
the Web is hard

AfRJust get the modification
browsers | mpnoetmesna & a soy é
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Where to fix the problem?

P
J

=m’

_ Visitor
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JSand : Complete client -side sandboxing of

third -party JavaScript without browser
modifications.

Pieter Agten, Yoran Brondsema, Steven Van Acker, Phu Phung, Lieven Desmet, Frank
Piessens

ACSAC 2012
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JSand: object -capability env.

A Obiject capability environment:
A All functionality is encapsulated in objects
A References to those objects can not be forged

A Without reference to a certain object, there is no access
to its functionality

A E.g. window.alert()

A alert is a property of the window object

A Without access to the window object, alert() can not be
used

A Secure ECMAScript is object-capability safe

A Subset of JavaScript strict mode
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JSand: Under the hood

Download third-party script directly to browser

Load script in isolated object-capability
environment using Googl e

[E)re)al\lile access to outside using membrane around

A Policy determines permitted operations

> >

)
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JSand: Conclusion

A JSand is also a viable sandboxing solution

A Full mediation
A Works out-of-the-box on modern browsers

A Unfortunately:

A Reusing functionality that was not intended for
sandboxing results in unwanted performance hit
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A There is no silver bullet yey

A Reusing currently standardized

functionality Is not optimal
A E.g. performance overhead

A Specialized JavaScript sandboxing

functionality Is required

A Proof of concept as browser modification
A But in long run, functionality must be standardized
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lllustration 2:
Secunty Primitves for
Protected Moadule Architectures

Featuring the PhD thesis of Dr. Raoul Strackx
December 17, 2014
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Emer ging technol

A Protected Module Architectures:

A Low-l evel security architectures
sandboxo: protect a module from

A E.g. run code securely even on top of a kernel infected with malware
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A

Implementations

A Pioneering work by Parno et. al. at CMU: the Flicker system
A

A Bryan Parno was awarded the ACM 2010 doctoral thesis award for this work

A Follow-up implementations, including several from iMinds:

A Fides (Strackx et al, CCS 2012), Sancus (Noorman et al., Usenix Sec
2013)

A INTEL publicly announced their implementation quite a while
ago (snclaves in SGX)
A
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https://sparrow.ece.cmu.edu/group/flicker.html
http://software.intel.com/en-us/intel-isa-extensions

Protected module architecture

(simplified)

A Modules consist of:

A A code section, with designated entry points
A A data section (also containing control data)

" 0x000000
A The PMA. ] ] Unprotected memory
A Controls creation/deletion of :
modules Code

Protected mem.

A Enforces a PC-based access
control model

from \ to Protected Unprotected
Entry point Code Data
Protected rx rx rw rwx

Unprotected X rw X OxFFFFFF

Data
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Some Achievements

r

A How can Protected Module Architectures efficiently, securely and
reliably persist state?

A What is the minimal hardware sup
A That support remote attestation

A That support state continuity
A That do not need software in the TCB
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Research challenges ahead

A How do we offer higher-level abstractions for these low-level security
architectures?

A Key idea: maintain the modularity properties of source code at machine
code level by secure compilation.

A How do we provide assurance of the correctness of the protected
module itself?

A These modules might be small enough to be amenable to formal
verification
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This type of work may lift
self -protection to the next level
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lllustration 3:
Amusa

Access control middleware for
multi -tenant SaaS applications
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Goal

Tenant

Multi-tenant SaaS Application Multi-tenant SaaS Application admin

1
l Tenant-specific I
: O~
:
1
Custom-built !
1
1
1

Amusa

policies and attributes |

policies and attributes |,
application-specific

1
Application-specific |:>_
access control layer

I
Built-in !
" : ' Provider
policies and attributes |s )
lae = === =c=c=c=c===== 1 admin

Policy-based access control
Attribute-based policies
Tree-structured policies

A Combine policies securely
A Enforce at run-time

DistriNet .., ... SecAppDev 2015
rrmiminds - R



Three -layered access control mgmt

Large Bank Press Agency
Tenants | subj.assigned customers subj.region
eDocs subj.email, subj.tenant credit, res.sender
Large Bank Press Agency
Amusa ,
Deny if not res.owner
— in subj.assigned customers Deny if
Tenants e ST "
Override isolation if subj.region != "Europe
subj.tenant == "PartnerA"
Deny if subj.tenant_credit < action.cost
eDocs e L
Override isolation if res.owner in subj.reseller tenants
Amusa Default tenant isolation policy
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Logical architecture

Application %.
end-user _(O

o e e e e e e e Ml mm o m - -
| Legend: ~O- User intert

| O— ser interface

| = Authorization flow - = ==» Configuration flow

b o o e— — oe— e o o e e e e e e e e e e e e e e e — — —

Application logic

I

resources

Policy Decision Point

O
admin %-(o.

Provider O.
admin
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STAPL

The Simple Tree  -structure
Attribute  -based Policy Language
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A note on the relative ease

of specifying policies

Attr. def. ODbl. def. Pol. spec. Total

- XACML - - 706 706 (100%)

E? ALFA 168 3 259 430 (60.9%)

€2 STAPL 27 4 84 115 (16.3%)

~ XACML _ ; 1332 1332 (100%)

3 ALFA 175 3 514 692 (52.0%)

= STAPL 31 4 196 231 (17.3%)
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Performance evaluation
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