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A critique of identity

ldentity as a proxy to check credentials
Username decides access in Access Control Matri

Sometime It leaks too much information

Real world examples
Tickets allow you to use cinema / train

Bars require customers to be older than 18
But do you want the barman to know your address?



The privacy-invasive way

Usual way:
|dentity provider certifies attributes of asubject.
Relying Partychecks those attributes
Match credential witHive person(biometric)

Examples:

E-passport: signed attributes, with lightweight access
control.

Attributes: nationality, names, number, pictures, ...

ldentity Cards: signatures over attributes
Attributes: names, date of birth, picture, address, ...



Selective Disclosure Credentials

The players:
Issuer (1) = Identity provider
Prover(P) = Subject
Verifier (V) = Relying party

Properties:

Theproverconvinces the verifier that he holds a credential
with attributes that satisfy soméooleanformula:
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Provercannot lie
Verifier cannot infer anything else aside the formula

Anonymity maintained despite collusion of V & |



The big picture

Name=Peggy,
1. Issuing protocol: age=25,
Prover address=Cambridge,
gets a certified Status=single
credential. Issuer Cann?r:.learn
anything
Pass!oort beyond age
Issuing
Authority
» Y
Prover 2. Showing Protocol: Verifier
Pe Provermakes assertions Victor
99y about some attributes (Bar staff

Checking age)
age=25



Two flavours of credentials

Singleshow credential (Brands &haun)
Blind the issuing protocol
Show the credential in clear
Multiple shows are linkable BAD

Multi-show Camenisch& Lysyanskaya
Random oracle free signatures for issuing (CL)

Blinded showing

Provershows that they know a signature over a particular
ciphertext.

Cannot link multiple shows of the credenti
More complexz BAD



Technical Outline

Cryptographic preliminaries

The discrete logarithm problem . W}?at iSI ad
3 A E T lidéntfiGaton protocol 0

Unforgeability, simulator, FiatShamir Heuristic
Generalization to representation

Showing protocol
Linear relations of attributes
AND-connective

Issuing protocol
Unlikable issuing
Efficient proof of a signature.



Discrete logarithms (l) - revision

Assumep a large prime
(>1024 bits 2048 bits)
Detail:p=qgr+1whereqgalso large prime
Denote the field of integers modulpasZ,

Example withp=5
Addition works finel+2 =3, 3+3 =1, ...
Multiplication to0:2*2 = 4, 2*3 =1, ...
Exponentiation is as expecte@ = 4

Chooseg in the multiplicative group oZ,
Such thatgis a generator
Example: g=2



Discrete logarithms (ll) -revision

Exponentiation Is computationally easy:
Giveng andx, easy to comput@y

But logarithm i1s computationally hard:
GivengandgX, difficult to findx =log, g"
If pis large it is practically impossible

Related DH problem
Given (gg*, ¢¥) difficult to findg*y
Stronger assumption than DL problem




More on Zp

Efficient to find inverses

Given c easy to calculate‘gnod p
(p-1)zc mod p1l

Efficient to find roots

Given c easy to findi§mod p
c (1/c) =1 mod {p)
Note the case Npg (RSA security)

No need to be scared of this field.



Schnorr’s Identification protocol

Exemplary of the zerd&knowledge protocols credentials
are based on.

Players
Publicz g a generator oF,,
Proverz knows x (secret key)
Verifierz knows y g* (public key)

Aim: theproverconvinces the verifier that she knows an x
such thatg*=vy
Zero-knowledgez verifier does not learn x!

Why identification?
Given a certificate containing y



Schnorr’s protocol

Public: g, p
Knows: X Knows: yg
V=N oDe
P->V: g¥=a (witness) ‘%’
Peggy V->PC (challenge) Victor
(Proven (Verifier)
P->V:cx+w=r (response)
Random: w
Check:
g'=y‘a

l

g CX+W — @X)ng



No Schnorr Forgery (intuition)

Assume that PeggyRroven does not know x?
If, for the same witness, Peggy forges two valid
OAOPI T OAO O Ox1 1 /&£ 6E!/

=gX+w
L=GX+W

Then Peggy must know x
2 equations, 2 unknowng,w) z can find x



Zero-knowledge (intuition)

The verifier learns nothing new about Xx.
How do we go about proving this?
Verifier can simulate protocol executions

On his own!
Without any help from PeggyProvel

This means that the transcript gives no
Information about x

How does Victor simulate a transcript?
(Witness, challenge, response)



Simulator

Need to fake a transcripgfth Ad h OO0 (
Simulator:
Trick: do not follow the protocol order!
&EOOO DPEAE OEA AEAI T AT «
4EAT PEAE A OATAI 1T OAO!
Then note that the response must satisfy:
9= @) §*°->g"=g/ @)
Solve forgo
Proof technique for ZK

but also important in constructions (OR)



Non-interactive proof?

3AET pradd O
Requires interaction between Peggy and Victor

Victor cannot transfer proof to convince Charlie
(In fact we saw he can completely fake a transcript)

Filat-Shamir Heuristic
(r¢gY EO A AOUDPOI COAPEEA EA
Peggy sets ¢ = Y]

Note that the simulator cannot work any more
gV has to be set first to derive c

Signature scheme
Peggy sets ¢ = ', M]



Generalise to DL represenations

TraditionalSchnorr
For fixed g, p and public key hy*
Peggy proves she knows x such that ¢¢=

General problem
Fix prime p, generators.g...,q,
0 OAl EA xgAUg¥EO0 BC
Peggy proves she knows, x.., xsuch that

E 6 Fog... g



DL represenation — protocol

Public: g, p Knows:
Knows: X, ..., X h = g¥ig,X?...gX
()X ]
‘@ | random:w, ‘29%’
P->V. FO«'gWi — a (witness)
Peggy VlCtOf
(Prover) V->P:c (challenge) (Verifier)
I =CX+W P->V: TR (response)
Check:

I b4« 9" =hta
ROBO AT T OETLAMNH QEOM EOdDHa) ©



Public: g, p

Knows: X
| random:w,
P->V. gV = a (witness)
Peggy
(Provey V->P:c (challenge)
[ =CXtW, P->V:r (response)
Check:

g =h‘a

Lets convince ourselves: {  g")= ( 9;7)( g") =hca

Knows:
h — gX]

Victor
(Verifier)



