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Bart De Win ?

A5+ years of Information Security Experience
Ah.D. in Computer Science- Application Security

Aduthor of >60 scientific publications

ASC? CSSLP certified

ASenior Manager @ PwC Belgium:
A xpertise Center Leader Secure Software
AWeb) Application tester ( pentesting, arch. review, code review, ...)
Arrainer for several courses related to secure software

ASpecialized in Secure Software Development Lifecycle (SDLC)

A Contact me at bart.de.win@pwc.be
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Application Security Problem
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Technology stacks Adaptability

Software complexity

Training
Growing connectivit Better
Mobile 9 y Faster
Cloud
75% of vulnerabilities are application related
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The Nature of Application  Security
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The State -of -Practice In Secure Software
Development

Maintain

Penetrate &
Patch

Problematic , since:
A Focuson bugs, not flaws
A Penetration can causemajor harm
A Not cost efficient
A No security assurance
- All bugs found ?
- Bugfix fixes all occurences? (also future ?)

- Bug fix might introduce new security vulnerabilities
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'SDLC ?

Maintain

Enterprise -wide software security improvement program
A Strategic approach to assuresoftware quality

A Goal is toincrease systematicity

A Focuson security functionality and security hygiene
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| SDLC Objectives

To develop (and maintain) software in a
consistent and efficient way with a
demonstrable & standards -
compliant security quality , inline with
the organizational risks .
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| SDLC Cornerstones

People ARoles & Responsibilities

AActivities

Process ADeliverables
AControl Gates

Training

AStandards & Guidelines

o)/l [o[SB ACompliance
ATransfer methods

Tools & ADevelopment support
AAssessmenttools

Components AManagement tools




l
Gartner

Organizations with a proper SDLCwill experience
an 80 percent decreasein critical vulnerabillities

Organizations that acquire products and services
with just a 50 percentreduction in vulnerabllities
will reduce configuration management and
Incident response costsby 75 percenteach
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Does it really work ?

Vulnerabilities disclosed three years after release
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| SDLC -related

Initiatives
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Software Assurance

Maturity Model

A guide to building security into

software development
Verson -

March 2013
12


http://www.gartner.com/silentlocalechooser.jsp?locale=wcw

Agenda

Motivation

Process Models

Maturity Models

Implementation: Tips & Challenges
Discussion

ol g e N =



| Selected Example: Microsoft SDL (SD3+C)

Requirements Implementation ) Verification Release

Establish Security |  Establish Design Use Approved Dynamic Incident
Requirements Requirements Tools Analysis Response Plan

Core Security Create Quality Analyze Attack | Deprecate Unsafe Fuz Final Security
Training Gates / Bug Bars Surface Functions Testing Review

Security & Privacy Threat Static Attack Surface Release
Risk Assessment Modeling Analysis Review Archive
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Training

Training
Requirements
Design
Implementation
Verification
Release
Response

NogohkrwhpE

o To o To I

Secure design
Threat modeling
Securecoding
Security testing
Privacy
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NogohkrwhpE

Requirements

Project inception

Training
Requirements
Design When you consider security and
Implementation privacy at a foundational level
Verification
Release
Response
Cost analysis
~~ What's the
o e W
Determine if development and o y-
support costs for improving \*‘y\, 3
security and privacy are f\
consistent with business |
needs o
/4
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NoohkrwhpE

Establish and follow best practices for
Design

Training

Requirements % %
Design \

Implementation i
Verification
Release Risk analysis
Response
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Implementation

NogohkrwhE

| Creating documentation and tools for users

Training
Requirements
Design
Implementation
Verification
Release
Response
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that address security and privacy

Establish and follow best practices for
development

1. Review available information resources
2. Reviewrecommended development tools

3. Define, communicate and document all best
practices and policies
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