
Secure Development 
LifeCycles  (SDLC)  

Bart De Win  

www.pwc.com 

March 2013 

SecAppDev 2013 



SecAppDev 2013 

Bart De Win ?  

Å15+ years of Information Security Experience 

ÅPh.D. in Computer Science - Application Security  

ÅAuthor of >60 scientific publications  

ÅISC2 CSSLP certified 

ÅSenior Manager @ PwC Belgium: 

ÅExpertise Center Leader Secure Software 

Å(Web) Application tester ( pentesting, arch. review, code review, ...) 

ÅTrainer for several courses related to secure software 

ÅSpecialized in Secure Software Development Lifecycle (SDLC)  

 

ÅContact me at bart.de.win@pwc.be 
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Agenda  

1. Motivation  

2. Process Models 

3. Maturity Models  

4. Implementation: Tips & Challenges  

5. Discussion 
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Application Security Problem  

 

 

 

 

 

 

 

 

 

75% of vulnerabilities are application related  

 

Training  

Growing connectivity  
Mobile  

 

Software complexity 

Better 
Faster 

Technology stacks 

Cloud 

Adaptability  

March 2013 Secure Development LifeCycles (SDLC) 

4 SecAppDev 2013 



SecAppDev 2013 

The Nature of Application  Security  

Bugs Flaws Cost 

 
Analyse 

 
Design 

 
Implement  

 
Test 

 
Deploy 

 
Maintain  
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The State -of -Practice  in Secure Software 
Development  

 

 

 

 

Problematic , since: 

ÅFocus on bugs, not flaws 

ÅPenetration can cause major harm 

ÅNot cost efficient  

ÅNo security assurance 

- All bugs found ? 

- Bug fix  fixes all occurences ? (also future  ?) 

- Bug fix  might  introduce  new security vulnerabilities  

 

 
Analyse 

 
Design 

 
Implement  

 
Test 

 
Deploy 

 
Maintain  

(Arch review) Pentest Penetrate & 
Patch 
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SDLC ?  

Enterprise-wide software security improvement  program 

ÅStrategic approach to assure software quality  

ÅGoal is to increase systematicity 

ÅFocus on security functionality  and security hygiene 

 

 
Analyse 

 
Design 

 
Implement  

 
Test 

 
Deploy 

 
Maintain  

 

SDLC 
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SDLC Objectives  

 

To develop (and maintain) software in a 
consistent  and efficient  way with a 

demonstrable  & standards -
compliant  security  quality , inline with 

the organizational risks . 
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SDLC Cornerstones  
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ÅRoles & Responsibilities People 

ÅActivities  
ÅDeliverables 
ÅControl Gates 

Process 

ÅStandards & Guidelines 
ÅCompliance 
ÅTransfer methods 

Knowledge 

ÅDevelopment support  
ÅAssessment tools 
ÅManagement tools 

Tools & 
Components 

Risk Training  
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Gartner  

Organizations with  a proper SDLC will  experience 
an 80 percent decrease in critical  vulnerabilities  

 

Organizations that  acquire products and services 
with  just a 50 percent reduction  in vulnerabilities  
will  reduce configuration  management and 
incident response costs by 75 percent each. 
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Does it  really  work  ? 
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SDLC -related  initiatives  

ÅMicrosoft SDL  

ÅBSIMM  

ÅSP800-64 

ÅTouchPoints 

ÅCLASP 

ÅSAMM 

ÅSSE-CMM 

ÅTSP-Secure 

ÅGASSP March 2013 Secure Development LifeCycles (SDLC) 
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http://www.gartner.com/silentlocalechooser.jsp?locale=wcw


Agenda  

1. Motivation  

2. Process Models  

3. Maturity Models  

4. Implementation: Tips & Challenges  

5. Discussion 
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Selected Example: Microsoft SDL (SD3+C)  
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Training  

1. Training 

2. Requirements 

3. Design 

4. Implementation 

5. Verification 

6. Release 

7. Response 

 

Content  

Å Secure design 

Å Threat modeling  

Å Secure coding 

Å Security testing 

Å Privacy 

Why?  
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1. Training 

2. Requirements 

3. Design 

4. Implementation 

5. Verification 

6. Release 

7. Response 

 

Requirements  

When you consider security and  
privacy at a foundational level 

Project inception  

Cost  analysis  

Determine if development and 
support costs for improving 

security and privacy are 
consistent with business 

needs 
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1. Training 

2. Requirements 

3. Design 

4. Implementation 

5. Verification 

6. Release 

7. Response 

 

Design  

Establish and follow best practices for 
Design  

Í secure-coding 
best practices 

Risk analysis  

Threat modeling  

STRIDE 
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1. Training 

2. Requirements 

3. Design 

4. Implementation 

5. Verification 

6. Release 

7. Response 

 

Implementation  

Creating documentation and tools for users 
that address security and privacy  

Establish and follow best practices for 
development  

1. Review available information  resources 

2. Review recommended development tools 

3. Define, communicate and document all best 
practices and policies 
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