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What is a Threat?

m An agent who attacks you?
m An attack?

m An attack’ s consequence?
m A risk?

Threat Asset under attack

m An agent ( (

? m—1 | component

;

Attack
vector
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Confusion Over “Threat”

m Some literatures equates “threat” to mean “a
potential event that will have an unwelcome
consequence”

m Attacker views sensitive data
m Attacker elevates privilege
m Devolves modeling to a checklist of events

m Expands thinking about possible abuse

m Threats help

Encourage thorough thought about how
intentions for misuse

Determine “out of bounds” scenarios
m We refer to “threat” as a person or agent A
cigital
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B,
I Learning Objectives

m Learn how to evaluate and prioritize threats and
attacks

m Learn how to build a Trust and Threat Model for
a software system

m Learn how to analyze threats and attacks using
a Trust and Threat Model

m Learn techniques for designing security
controls

© 2010 Cigital Inc. All Rights Reserved. Proprietary and Confidential. Tuesday, March 1, 2011
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You Are Here

SECURITY

REQUIREMENTS

ABUSE
CASES

\

Architectural Risk Analysis

RIsK
ANALYSIS

/ \

EXTZRNAL
RIVIEW

RISK=BASED
SECURITY TESTS

\

CODE REVIEW
(TooLs)

PENETRATION

TESTING

RISK SECURITY
ANALYSIS OPERATIONS

REQUIREMENTS
AND USE CASES

ARCHITECTURE
AND DESIGN

TEST PLANS

CODE

TESTS AND
TEST RESULTS

FEEDBACK FROM
THE FIELD
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D 00
I What is a Threat Model

m Depiction of:
m The system’ s attack surface
m Threats who can attack the system
m Assets threats may compromise

m Some leverage risk management practices
m Estimate probability of attack
m Weight impact of successful attack
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Elements of a Threat Model

—

B2B >

—
‘—»
*

Hosting LAN

Host System

n Server

Applicatid

[ Password
:| Reset Client

*.Web Container

s wor L
V' Javaserver |

CSR
)} Pages |4—'+ Session

Servlet

Session,
business

beang, A, A,

-— i Host

. Database

Man in the Middie (MiM) —>

Appiication Host

2 - Internet-based Attacker

Account Manipulaticn

| IstTier . 2nd Tier . 3rc Tier
k J I { k 1
Attack Vectors — > System/Net Arch. """~ Threats Assets Pe
Social Engineering g Untrusted 1- Internet-based Attacker Credentals *
Phishing Attacks (XSHF) Hosting LAN (unauthorized) User Account Data 3

Access ‘admin’ Iface directlly —p»

Database Host

SQL injection — High-trust (App.)

(authorized user credentials

3 - Attacker with LAN credentials

m Structural view
m Behavioral Views
m [hreat Actors
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I
The most effective Threat Modeling Tool

Who ||What || How || Impact || Mitigation |
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I
I How much is enough??

m Incrementally improve from wherever you are
m Think about organization’s ‘arch-types’
m B2C, n-tier”
m Mobile
m B2B, Legacy
m ATMs
m RIA**
m Within each step, resist urge to do other steps
m Start with step for corresponding SDL activity
m Threat model what's new and different £

cigital
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Security Goals

CIA

m Confidentiality

limiting access and disclosure
to "the right people”;
preventing access by or
disclosure to "the wrong
people”.

m Integrity

the trustworthiness of
information resources

m Availability

information systems provide
access to authorized users

© 2010 Cigital Inc. All Rights Reserved. Proprietary and Confidential. Tuesday, March 1, 2011
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I A Few Words on STRIDE

m A conceptual attack checklist:

m Spoofing

m Tampering

m Repudiation

m Information Disclosure
= Denial of Service

m Escalation of Privilege

m Backed by DFDs

© 2010 Cigital Inc. All Rights Reserved. Proprietary and Confidential.
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An Example DFD

rejection

/ Trading

confirmation /

history update

login
creds
Trading Histo
2 2 approved y
order
[Process]
User Table
i I
new [Data Flow]
password
N
User [Data store]
Admin .
Process ]
cigital
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Attack Trees

m Aggregate attack
possibilities

m Use OR,AND

m Allow for decoration

= Probability
m Cost

m Skills required, etc

© 2010 Cigital Inc. All Rights Reserved. Proprietary and Confidential.

Open Safe
NSE/M20K
Pick Lock | | Learn Combao | [Cut Open Safe Imlnr%tgélrl
SEMA30K NSE/M20K SEM10K NSE/4100
..-'f- ‘‘‘‘‘‘
Find Written Get Combo
Combo FromTarget
NSEA 75K NSE/M20K
_,,.,-:-F""f T;“:‘_—_‘-"‘~=
Threaten Blackmail Eavesdrop Bribe
NSE/MSB0K NSEMA 100K SEMABOK NSE/A20K
NSE = Nc special equpment and
SE = Spesial equpment required Listen to Get Target to
$ =Castofatace Conwersation State Combo
SEMf20K NSEA40K
From Bruce Schneier’ s Blog .::
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I SSL Discussion

m SSL is infrastructure
control to application

m SSL provides secure
channel to do
authentication

m SSL provides privacy
after initial
handshake

© 2010 Cigital Inc. All Rights Reserved. Proprietary and Confidential.

m Usually, only server
Is authenticated

m Client-side certs don't
work (doesn’t scale)
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I
Use Threat Modeling to Identify...

m  Where potential threats exist relative to
the architecture

m How threats escalate privilege
...become more formidable

m  Specify vectors of attack

m Identifies components and assets worth
protecting

... Ties technical risk & business
assets to application design;

... Tles attacks to role, privilege,
and capability;

_"l‘.
...Drives security analysis, testing. T
cigital
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I
I The Early Cigital Mode

Viega and McGraw

m Prevention

m Traceability and Auditing

m Monitoring

m Privacy and Confidentiality
m Multilevel Security

m Anonymity m Evolve towards “Secure
m Authentication Design”
m Integrity m Ross Anderson’s

Security Engineering
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hreat Modeling — High-level process

v e

1
2

Diagram structure
Identify assets
Identify Threats

Enumerate doomsday scenarios
Document misuse/abuse

Architectural Risk Analysis
Iterate
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.
I Application Structure: No ‘One Size Fits All

m Network topology is a failure mode
m UML doesn’ t provide sufficient context
m “Boxes and spiders” don’ t provide value

m A ‘one pager is very important...
m Aspects of security will require different views

_"l‘.

m

.‘.'

cigital
© 2010 Cigital Inc. All Rights Reserved. Proprietary and Confidential.



D 00
1.1 - Anchor in Software Architecture

Consider where attacks occur
Top-down
m Enumerate business objects = B2C |
m Sensitive data
m Privileged functionality el

Applet

Bottom-up
m Enumerate application entities Wbcmmer

= Sensitive data ; 1 \ Sarvie:
.. . . Servlet 7
m Privileged functionality ; s e —
: N Javasaruer L
RF;ZZfVé?rdz \Ian;aServer : gzzsion
ien Pages beans
Look for | N e —
m Middleware ; :
m Open source . Untrusted
m Frameworks e
cigital
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Diagram Software at Correct Leve

Creatalink2XT
Spectrum Clinical
s ECP2
Spirt #EsTEIe Cadence HTML
On-hoard
Application Weh Browser
Client PC
Client Tier
HTML
A LA TC
Web Tier T 3 In|
Lagend: ,____n__________ —_
| Stardard Kagware P Bthm | |
| Spectrum Clinical Spectrum CRM |
| Spectrum Clinical
[ Smrdarao e sier somware appikator | JSPiServiets |
saL | JSPiServiets
[ Cistom Somware Deuekpme it ] TCPIF Struts |
“Unkss otiewise hd gk d: WU hows | WebLch
plthm assumed. 1S |
“Un kss otie mise dkakd: Flrwalk | Comm SEI’VE((S)
eXENCE presimed 3oToss B rbo W darks | Web Server(s) |
. I ; |
| 1
AthCa!lOn Tier TCRAE |
»»»»»»»» : Clinical Data IZM Data | = |
Partner i Clinical Sc|| CRM Schema : maiJerMaraged Spectrum Clinical | Spectrum CRM |
Stored Procedures Persistence £ |
----------- , MS SQLServer e piEhiosic |
Downstream! o
System | Database Server(s) bataFierl | Application Server(s) |
' |
I
= E S— L Single Domain of Trust? N
4 {1 Parl -
/ { | Network ]
. i i
/ ! = !
Low Trust S |
Zone ) t
O |
Y SU——
Med Trust
Zone
LEGEND
Connections
Direct IP
—-=== FTP
—-=—- MQ
Threats Q
A | — | 1 Insider
Client Meta-data Customer LoyaltydJatabase 2 Outsider "

Database
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Avoid ‘the stack’

JDK

What

Java Language Java Language
Java
Tools & java javac javadoc apt jar javap JPDA JConsole VisualVM
Tool APIs

Security Int'l RMI IDL Deploy Monitoring Troubleshoot Scripting JVMTI

Deployment
Technologies

User

JRE Other Base SE

Java Virtual

Base

Machine

Platforms Solaris™ Linux Windows Other

does this diagram tell you about component interaction? .,
cigital
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.
I Application Structure: No ‘One Size Fits All

m Network topology is a failure mode
m UML doesn’ t provide sufficient context
m “Boxes and spiders” don’ t provide value

m A ‘one pager is very important...
m Aspects of security will require different views
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Architecture Diagrams

rnm ﬁerﬁ

Internet
Data Center

xeg
E
Data Center_
Office
X

Main Site

Ad Partner Site

oLTP

Customer

Profile

ﬂ Fevew
T stored
Procs

i
i i
i
H II'I Jg
£

Secure|

B2B >

< B2C — [

o eeenpenee

j E-Comm

 Internet
Data Center

m

User Creds

|
AutHentication

Deployment

Descriptor

Configuration data

User Creds

Authentication

tatus

Identity
Store
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DN
1.2 — Identify Application Attack Surface

« B2C | I B2B >

Thin Client | 5E . ——
: | Middleware 3

: | LDAP < w L | e |

Applet ; i 3

‘
i P Host System Database : ! !
: P Host i
f Applicatign Server b
: Web Container i
; i - Servlet - b
A ' 3 Login Session, l ?
— Servlet — business b
: P — beans o
F 3 } N\ T 1
p ; y ! . uaServer // 3:
= i Password l Lo anvaServer CSR I P
3 Reset Client I Pages Session .
h// beans by
T — { |
Script 3 i : ‘
- .__Untrusted ! TR
1st Tier ] 2nd Tier ] 3rd Tier
n 1
__Untrusted_: .
-' -'
[ 1 .
M "'
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B
I Exercise: Attack Surfaces in your Mobile App
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I
1.3 - Annotate with design patterns

Dacaratar

Sarvlet

JavaServer
-

.' ..I
m.

T
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.
1.4 — Consider Patterns’ responsibilities

MVC Element View Controller Model
Client-side Decorator Controller Action Persistent
Component Script' Servlet Servlet Servlet Store
* AspecisoflUsar | » Consumingand | * Auhenicaing * Procassing * ACID fransacion
Responsibility axpanence hiding error raque requesis properies
condifons * Generaing * Hold daia
* Fillering oubutin |, conient
atargetspecic /| o Limiaguser * Redirecing
fasnion access righis o sessions o
appropnale difiereniviews
workiows * Coarse-grain
* Dispaiching fransacion
acions boundary

/

m Document specific standards for implementing
each responsibility

_"l-.
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Exercise: Find repsonsibilities

Rest

MQ

|
= \_

Spring

Java
DOM Tomcat FIX/TCP
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Html

Rest

MQ

DOM

© 2010 Cigital Inc. All Rights Reserved. Proprietary and Confidential.
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- ol S|E
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2 355
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Wis |3
< |
Adapter
JSF Spring
Java
Tomcat

FIX/TCP
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Html

Rest

MQ

DOM
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2 SIEI2
o Ordering S|c|6
I |22
Wi1s |8
<< |

Dispatch
Adapter

JSF Spring
Java
Tomcat

FIX/TCP
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1.5 — Identify Frameworks

Showing frameworks indicates where important
service contracts exist ‘up’ and ‘down’

« B2C | I B2B >

....................................................................................................................

................. Hosting LAN i

)
)
: ) '
Thin Client | : | - —
) | Middleware Cache
: i > > ’ :
: t LDAP ‘ | Store ;
Applet 3 X 3
' ) '
: X ‘
)

5 b Host System : : Database : !
] -— s I } © Host i
) d q ; ; ‘
eb Container , .
: ‘\\\;\ Session, :
0 | . . 9
: b\ .
‘ )
' N .
. b

Servlet

Login - business
Servlet
beans

_____ /

rq.anaSer_uP_t
q JavaServer CSR .
Pages Session

l Struts 2.0 ‘ ‘ Spring |‘

i

L

i

E : Tomcat 5.5
T

)

§

;| Password
{| Reset Client

||| script

! : )

:- A ARt u.

R e, R A R 80550280z \ .‘.'l
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1.6 — Identify Controls Explicitly

s a
Computer

E‘ Certificate Signing Request 4>[ iPhone Developer Program Portalj
l

¢ | 1l

N/ Provisioning Profile
J Development Certificate |1 (is stored on device)
(Is stored on comprter) _> Development certificates
Digital identity H
Device identifiers
Public key H
— App ID

L
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2.1 Identify Critical Data Assets

......................................................................................

Customer
Session

Customer
Service
Session

Customer
Service

Customer
account

Internet

Servlet

Untrusted E et e e :

“;I.r
m
.‘.'
cigital
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B
2.2 - Identify Interfaces as Proxies for Data

_ . : Hosting LAN
Thin Client | .
Applet | |: Co T HostSystem T E ! Database
: Host
T Applicatign Server L

Web Container
Login
Servlet

Servlet

——>

/

uzaServer
j JavaServer

Pages

i Entity

POJOs

CSR
Session

Password 1
Reset Client

1 beans
Seript ;
______________ 4
... Untrusted ! R
1st Tier ] 2nd Tier ] 3rd Tier
| | |

- e
m.

g
cigital
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2.3 — Identify Assets flow through the system

Assets exist not only In rest, but also flow through
the system

Thin Client

Applet

Password
Reset Client

B2C

i
LDAP <—><_>

Login
Servlet

R JavaServer
Pages

'eb Container

JavaSeruver L

Entity
beans
Ky

B2B >
Middleware Cache,
Store
! Database
Host

© 2010 Cigital Inc. All Rights Reserved. Proprietary and Confidential.
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IS
Exercise: Determine the Application’ s Assets

Internet Hosting Data Center

m Assets are

g % application’ s
/ ,,,,,,,, Personally Identifiable Information fu n Cti O n S

i 27 Credit Card
Scammer S
' 1 m Assets are the

T s application’ s
i AL LT ontase s

sensitive data
i m Assets are data

457:,:::?:\

entity

o 2 Escalate Privilege |qrifier CO n ‘t.rol | I .r']g "th e
- Identit
- e wny | /\  application’s state

Admin

e " m Assets are the
1 e o application users and

Free
Search —
g : Program Control Data | th e aSSGtS Of th e
Assets of the User | | No Authorizatifﬁr Pllin LOQ Flles Dersonallty

Test other systems the ;=

VY hopicaton .
User ChemIStry use rS access g
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- I
Example: Design for Sensitive Information

m Steal credentials or secrets embedded in the client
m Read client-cached values, even from different users

m Example: Build a web-based customer service application:
m Supports: account maintenance, password reset, etc.
m Customer identified by Social Security Number (SSN)
m Customer has a password for web application

_"I-
m.
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Example Application Flow Begins

Customer Identification

Address

Last Name | Steven

105 Mirror Way |

123 Johnathan Rd.
Apt 17, West St.

Verify Customer SSN

m “What' s your last name Sir?”

@ Cancel g

Name [John Steven |

Address 105 Mirror Way |

SSN# |202-58-8385 |

m “Verify your address.”
m “For security purposes, verify the last four digits of your

social security number.”

© 2010 Cigital Inc. All Rights Reserved. Proprietary and Confidential.
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.
What That Implies About Data in This System

Internet Hosting Data Center

Operating System Database Host

/ .
‘c
\@‘ /@
Servlet Session [W
@ Customer A

~(John) Customer | | ypec
\ Customer Account

Customer < Service

\ 7///’ Service Session
- Servlet
EJB Container

CSR L Web Container

Application Server

1 2 3 4

m In what zones (by number) is what information present?
m \What problems have we created for ourselves? N
m \What are we going to do about it? :.-

cigital
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D 00 |
Build Trust Zones to Protect Sensitive Data

Internet Hosting Data Center

Operating System Database Host

7\\

|
Customer < ki Customer
Servlet Session W
Customer A
John Customer
(John) Account <¢ODB(}>8
Customer
/ Customer Y Service

- Service Session
Servlet

— Internal Data
m 777777777 @ Internal Data

CSR Web Container EJB Container )

Application Server

m \Why should sensitive information leave the Internal Data zone?
1. The customer knows their SSN, don’ t present them with it
2. The CSR should ask for and enter the SSN, not be presented with it #*s
3. Use programmaic means to verify SSN in the application server ;‘g';l
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Internet

Customer
| (John)
\

.

CSR
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Operating System

Exercise: What can do we do about it?

Hosting Data Center

Customer
Servlet

Customer
Service o]
Servlet

L ( Web Container

Customer
Session

Customer
Service
Session

Customer
Account

Trust Zone

EJB Container

Application Server

Tuesday, March 1, 2011

Database Host

-~ ODBC-

— Internal Data

Internal Data

fffffffff (Trustzone )|

- e
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B,
What kinds of users do these messages help?

2 Map:/Ntoc alhost BOBY/ examg f@test/TMP 1 hagGoola jsp - Microsoft Intesnet [ aploses HPE]

| B ES Yew Faestes " :
Itt'h?u' 9’ n@-\ alarﬁal@; g 07 Omows
[ Addens ) b /ocabon B0V exancles/p dhest/TMP o3 1o > @60
[Urks @) Custome Links @) Free Hotmal @) Windows £ Free Maovie Clps

Error: 500

Location: /examples/jsp/dbtest/ TMP1hmxj6go3a.jsp
Internal Serviet Ervor:

Javax.serviet.ServietException: No data found
At org.apache.)asper.runt ine . PageContext inpl.handlePagelxception(PageContext Im
at jep.cdtest. 00022)sp 0002fdbtest O0O2LTHP 0003 1kmx) 0003690 _00033a_0002e)sp”
at org.apache.jasper.cunt ine.HitpFapbose.secvice (HetplapSase. Java: 126)
at Javax,serviet.htep, HuepServiet service (HetpServiet, Javai1853)

At org.apache.)aspec.cunt ine . JopSecvietiJapSecvietVrapper. secvice (Joplerviet, )«

. oXg. he. . 131
:t 0::':::3‘.;:::_::“ ) Apache Tomcal/4.1.24 - Enor report - Mozila Fuelox

at )Wu.ser\del.ht!’.l!tpkn m h k m M u

at org.apache.tomcat.core.Se

. it - = B SN | rip /e blogges compublsh-comment do7bogiD« P41 80 postDe1 1121 PBES

AL OXQ.ApAChe.tOmCAL . JOTViCe

at yava. lang. Thread.cun(Thre @A Relerence Documentation () Apache Tomcat/4.1.24 - Error sopest
Root cause:
Jova.sql.SQLException: No data fownd HTTP Status 500 =

at sun, YJAC , o  JARCOMRDC . 0T

At 2un, JAOC ., e JARCOdDC . 50

at sun, Jdbe.odbe. JdbeOdbeRes

e odbe  JabeOdbeRe -
:: ::::ocodbcamu: m Excepnon report
at sun, JEC . odbe  JAbcOm o Res

at J3p.cdrest. 00022)sp 0002 m

at org.apache. JAIPer . Cunt dne

at javax,serviet.htep, HuepSe

sr org.apache. Jasper.cuntine NPPRRIRTINN The server encountered an internal error () that prevented it from fuillin
A% OXg.ApAChAa. JAIPAL . CUNT be

AL OXQ.ADAChAE. )AIPEL . CUNt bie

at javax.serviet.htep.MrepSe m

ar oro..p«m.to-cot.eonl.u

Kl
@) Oore Javax.serviet.ServietExceprion: Serviet execution threv an exception
- at org.apache.catalina.core,ApplicationfilterChain.intecrnalbofFil . 'l-.
at org.apache.catalina.core.ApplicacionFilrerChain.doFileer (Appl [
at org.apache.catalina.core,.StandardSrapperValve. invoke (Standard ." '.
cigital
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B 00 |
Users often make bad decisions
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Exercise

m Couched as a trust boundary problem what do
security guys suggest?

|Who ||What || How “ Impact “ Mitigation |
Malicious - Use interface to ' Lev nctional Man isclosur 7 . .
CSR harvest PIl. SSN Josi —— 2 oo Have the CSR enter information

|Who ||What || How “ Impact “ Mitigation |

Malicious Use e to Lever ctional Mand isclosure .

CSR <€ T “SSN desig - 3 Cov Support self-service PW reset
_"l‘.
|
"
cigital
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2.4 - Identify Critical Application Entities

: Hosting LAN
U MY i,
: Host System : Database :
——————————————— Host
Applicatidn Server

Customer
Servlet

: Customer Customer
'\ Internet Service Service account
1 Servlet Session

—— ————————— ——— -] *

Can you identify the critical structure from 1.67? .
T Y .
cigital
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Discussion

m \What assets exist on mobile devices?
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Exercise: Identify Critical Data Assets

Price
Archive

/—Portfoho Management—\

N

. Analysis and
Reporting Processing
Portfolio
Analytics ETL

Portfolio Management
/" Client Pricing Systel
Email Price
Publisher
Browser
Manager
Excel
& J
~—Trading Desktop——— —Internal Order Management——
Trader Price i Price —
Subscriber Subscriber
FTrac!er — Trading Business and
unctions ] ST Functions Validation
—[ Logic
Institutional Settlement
Partner li\{lj ?::zgﬁrs | | Functions Automated
‘ Trading
Logic
~ < Reporting
G
Order
/—Consume Order Management—— Data
Price —
Subscriber Price
Trading
Functions
Consumer CSR
System Settlement
Functions
Customer Portfolio
Care Functions
CSR Web Front
End
\ J
Consumer
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Trading
Services

Web
Services

aoﬁ
i

Replicated
Securities
Research

Trading Syste

CICSs

Transactions Data

Replicated
Trade

Data

/-Electromc Tradin:

Exchange

Clearinghouse
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I
2.5 - Identify ‘Intermediate’ Asset Objectives

- B2C | | B2B >

.....................................................................................................................

‘S : : Hosting LAN

: [Thin Client | : ~—

| [zpplet *

: - Host System 7~~~/ TR ] Database
: : Host

Applicatign Server

: 13 : 1
HaVeb Container : ) ¥

T - Servliet - v 14

[ . Login Session, | : Ve
. Servlet - — business / [T — O

s | . 2

bea

H —————
N rafaruev. L

: P Fas
| Password o N j Javaserver |
| Reset Client o[ pages |-
H v F { . é Assets
|| Script / ﬁ
: P Credentials g
: R | | v S e S S S TV W S S S f "
User Account Data 7
Account Manipulation b
o untusted v
1st Tier 2nd Tier . 3rd Tier
'} : ' ] r

Ic.Ientif.y Look out f'or:

m Sensitive data m Proxies, facades, etc.

m Privileged function m Services: ws-, beans, etc.
m Ul vs. implementation N
m Aggressive caching schemes ey

cigital
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2.6 — Identify Equivalence-classes
Ruer 1

Hosting LAN

Host System 3 . Database
: Host

Applicatign Server
Session
POJOs

Servlet

CSR
Session

Entity . p
POJOS : ]
beans g ‘(//}//
i : P 1 E
J N | : b
i ! e e — 4 i
i P : 3
' k p .
' : :
;
;
;

Password
Reset Client

JavaServer
Pages

... Untrusted RSSO
1st Tier . 2nd Tier . 3rd Tier
i i i i | — |
Attack Vectors — System/Net Arch. """ Threats
Social Engineering — Untrusted 1 - Internet-based Attacker
Phishing Attacks (XSRF) —p Hosting LAN (unauthorized)
Man in the Middle (MiM) —> Application Host 2 - Internet-based Attacker
Access 'admin’ Iface directly —p Database Host (authorized user credentials
SQL injection —> High-trust (App.) 3 - Attacker with LAN credentials

What ‘intermediate objectives’ equate to assets? S
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Threat
m Capability

m  Access to the system
m Able to reverse engineer binaries
= Able to sniff the network

m Skill Level

m  Experienced hacker
m  Script kiddie
m Insiders

m Resources and Tools

m  Simple manual execution
Distributed bot army
Well-funded organization

m  Access to private information

m Threats help

m Encourage thorough thought about how
intentions for misuse .

m Determine “out of bounds” scenarios S

cigital
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Model Threats by Modeling Users

Internet Hosting Data Center

,,,,,,,,,,,, Paid Pages

% Messaging
/
/

Paid
Member

Search

Profile |-&——__

i

Chemistry

© 2010 Cigital Inc. All Rights Reserved. Proprietary and Confidential.

| \ Identity
Browser \ Verifier
Member |

,,,,,,,,,,,,,, Database User

Identity
Service

|
Meyer's Briggs

Personality
Test

,,,,,,,,,,,,,,,,,,,,,,, Application

Tuesday, March 1, 2011

m Threats are users

that have malicious
Intent

Like users they have
capabilities within the
system

Threats have a goal
that usually involves
subverting a security
control or finding a
“loophole” in the
system

_"l‘.
u.

g
cigital
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Motivating Insiders (tabular)

Who What How Impact Mitigation

\

* Log Injection —>

UNAUTHORIZED

Database user

_"l‘.
u.

g
cigital
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Targeting Assets, in General

! [Thin Cient | :

| [Applet :

| [ Web Container

8, |

:| Password
:| Reset Client

|| Script

AT
o ]
o N
m

1st Tier 2nd Tier 3rd Tier
L ] L : l I

m Remember;
m Focus on common, simple attacks

m Escalation to admin/LAN credential possible

where credential stores reside in site

database i
m ‘insiders’ need not be -

cigital
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D 0 |
Exercise: Mobile Threats

Who _______|Capabilities ____|What __How

Rooted Phone « Smart phone
User (Droid, OSX,
Palm, etc.)

Un-rooted Phone

User

DB Admin

CSR

Developer
_"I‘-
cigital
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WHO

Who What How Impact Mitigation

Unauthorized
Internet User

Authorized
Public User

Authorized
Partner User

m Access

m  Access to the system

m  Ability to scan, sniff network

m  Access to binaries

m Able to contribute code to your site (mash-up, open-source, etc.)

m Skill Level

m  Experienced hacker
m  Script kiddy
m Insiders

m Resource-level and Tools

m  Simple manual execution

m  Standard penetration-testing tools A
m Distributed botnet

|

. o
Well-funded organization cigital
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D 00 |
3.1 - Anchor Threats in Use Cases

Consider attack surface
m Actors become Threats
m Use becomes misuse

D B2C I
. qaser @1
Convert Actors to mis-actors ey
m Abuse — Make actors j [—
behave stupidly

= Error conditions i
= Alternative flows ’ R T
. - Serviet

Fuzz testing 9%59 o} [ \ o

m Boundary/value testing

eeee——
\ Javrafarusew. L

Password \I JavaServer | CSR
H | Reset Client | Pages session
m Misuse — Make actors . % I s
deviant/evil ||
m Societe Generale ——
H . ..Untrusted :
m Think like an attacker
]
_"I‘.
cigital
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3.2 — Identity Principal Resolution

Arrows indicate resolution of principal/assertion
propagation

Thin Client

Applet

Host System 3 . Database
: Host

h

]

3

!

3

:

h

]

\

. !

I \
I

: :

| . '

¢ . o

P 3 : 0

S : p 3 4

w : Applicatig : 3 : D)

. P J oy

~" . | [ Web Container 3 0

! . N

Ay | ¢ b o

O .\

. P

D)

3

\

]

\

!

3

!

3

:

h

!

\

!

3

:

h

:

\

!

3

:

3

\ ) : Loain Servlet
User Credehtials 9 :
per Session : serviet Session, Application Credentials
| o ——— business PP —
; oo o beans 1 /connectlonlppol
! . uaSevver - .
Password | P ﬁqa JavaServer CSR Entity |
Reset Client 5 : Pages Session beans |
Script : . J
j : |
! L
s e J
4
Untrusted | | TTTTTTTTmmrrrrrrteesmmmesseseseessssooooiiiiisiissssoooooiiisissssssooooooooos L foeeeieeeeened ;

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

- e
m.

g
cigital
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3.3 - Place Threats on Diagram
R

Hosting LAN

Host System 3 . Database
: Host

Applicatign Server
Session
POJOs <

\

Entity
POJOs

Servlet

CSR
Session
beans

JavaServer
Pages

st Tier . 2nd Tier . 3rd Tier
i i i i | — |
Attack Vectors — System/Net Arch. " Threats
Social Engineering — Untrusted . 1 - Internet-based Attacker
Phishing Attacks (XSRF) —> Hosting LAN : : (unauthorized)
Man in the Middle (MiM) —> Application Host 2 - Internet-based Attacker
Access 'admin’ Iface directly —p Database Host (authorized user credentials
SQL injection —p High-trust (App.) 3 - Attacker with LAN credentials

- e
m.

g
cigital
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3.4 — Show Authorization in Structure
Coloration shows authorization by role

- B2C 1 I B2B

Hosting LAN

Thin Client

Applet

Middleware Cache,
Store

Host System

————————— : Host

Applicatign Server
uaSeruer

Servlet " .
Session, ; . b
business f g q
Entity
Password ] JavaServer beans
Reset Client Pages

beans
.................................................................................... \

— e

CSR
Session

_ IstTier 2nd Tier i . 3rd Tier

- "
m.

g
cigital
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Who

m Update your information when:

m You determine privilege escalation is
possible(*)

= MRA

= New partner arrangements

m New business models/architectures

m Privileged roles change

m HR events

_"I-
m.

g
cigital
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Question:

m Who are we going to consider on our password
reset?

m We discussed Malicious CSR
m How ‘bout a malicious customer?
Cingular

_"I-
m.

g
cigital
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I
4.1 — Assign Threats Malicious intent

m What is each
Threat’ s motivation?

m \What would drive
escalation?

= == ..~ m Why would each try
Ay ==+ 1 beyond the first
control/hurdle?

""" / ST hosting LAN T
Thin Cliept 1 :
Apple H e Host System "~ 3 ;" Database
i : : : Host
¥t e\ - — —— 4 :
2 I :

Internet Applicatign Server

2

beans

Hibernatef & |

i..Unfrusted
1st Tier 2nd Tier , 3rd Tier
L " L "
k 1 k 1 k 1
Attack Vectors — System/Net Arch. Threats
Social Engineering — Untrusted 1 - Internet-based Attacker

(unauthorized)

2 - Internet-based Attacker
(authorized user credentials

3 - Attacker with LAN credentials

Phishing Attacks (XSRF) ~ — Hosting LAN
Man in the Middle (MiM) ~ —> | | Application Host
Access 'admin’ Iface directly ——p Database Host

SQL injection — High-trust (App.)

- "
u.

g
cigital
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.
I 4.2 - Instantiate Doomsday Attacks

m Prohibitive regulatory/compliance fines
Revocation of operating license
Expensive litigation, injunction, or similar
Failure to comply to MSA, SLA, or QoS
|0ss of essential business credibility

Dramatic loss to revenue, stock value, market
share, etc.

m Catastrophic PR incident

m Levied penalties (increase in processing fee)

m Company or org. dissolved

m Loss of strategic advantage

m Loss of customers o

u.
g
cigital
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4.3 — Think big for a moment...

_"l-.
m.

g
cigital
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.
I 4.4 After thinking big, think $$$

m Licensing
m 99.99% Recouped

_"I‘-
u.

‘f
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D 00
I 5.1 - Add in Misuse Cases

Convert Actors to Threats
m Abuse — Make actors behave stupidly
m Error conditions
m Alternative flows
m Fuzz testing
m Boundary/value testing
m Misuse — Make actors deviant/evil
m Societe Generale
m Think like an attacker

_"I-
m.

g
cigital
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Misuse and Abuse Cases

«uses»

«uses»_N/ Edit Profile Basics

7\

Edit Profile
Actor

Edit Demographic
Data

Edit Questionnaire
«\ses» Data

Answer with

JavaScript
Mis-Actor «usesy

<

Steal Identities

N Upload Photos

© 2010 Cigital Inc. All Rights Reserved. Proprietary and Confidential. Tuesday, March 1, 2011

Format commands
work, but block
directives cause

formatting errors

Users embed HTML
formatting commands
to make profile

attractive

Open Text Responses

_"l-.
m.

g
cigital
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Analyzing Abuse Cases

Use Case View
O

<USES» «uses» X7 Edit Profile Basics

Y\

Edit Profile «USes»

Edit Demographic
Data

Member

«uses»

A Add Contact Info

Cheater Edit Questionnaire
Data
Y
«uses 7 Remove Contact Info \
«usegh
«use Y\
NI
Upload Photos
Answer with
JavaScript
Profile «usg
Reviewer <

B Steal Identities
« ’5 gses»

AN

Lure with Inquiry

Send Message
«US

Scammer

© 2010 Cigital Inc. All Rights Reserved. Proprietary and Confidential. Tuesday, March 1, 2011

Component View

ProfileStructuredData

HTMLWhiteListFilter

ProfileQuestionnaire
[ ]
[ ]

ScamSpamMonitor

ProfilePhotos
[ ]
[ ]

_'l‘.
m.

g
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I
Software Security Is Not Security Software

LoL

Q «uses» ] )
Purchase Credits Profité Reviewer SR
«usesy,
«uses»
«uses» «use: . .
ProfilgReviewer
«ses» Sesy» «use:
uses»
Member Edit Profile
«€ > (USESH «uses»
Account Maintenance evate P ege
Send Message \¥Uses» «USBRY
View Profile  JUSeS»
User Login
«uUsesy, ses»
«use!
Steal Identities S»
Search
O
«u »
«usesy
«uses» Access P
O O

_'l-.
m.

g
cigital

Outside Threat
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Exercise: Document Misuse

Internet Hosting Data Center

Messaging

L Paid Pages
/] IR —— (Tnstzone |

Member

o —

Search Database User
77777777777777777 { Trust Zone )

| Profile |&———
Member ,,,,,,,,,,,,,,,, \ \

Browser \ . Free Pages | |
N e Trust Zone |
\ T |

>T
3
XE
\
|
\
i
|

Identity
Verifier

Trust Zone ‘ |dentity
\\ \‘ Service Member
| | e Trust Zone
Sign Up
- 'S
ues! Free Meyer’s Briggs
Search
No Authorization .
Trust Zone ) | Personality
77777777777777777777777 Trust Zone . -
Chemistry e

cigital
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What

m When use changes, revisit the what

m \When a new how is discovered, consider what
IS opened

m Prioritize based on impact

m This will act as your testing rules of
engagement

_"l‘.
u.

g
cigital
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What, Impact

Who What How Impact Mitigation
Public, Directly request PR Incident
unauthorized, and gain access to Non-compliance
Internet user another user’s info Increase QSA
assessment cost
Public or partner,  Upload malicious SLA violation
authorized user content as part of Data loss/
normal workflow corruption
Wholesale

system breach

Roles
m BU Stakeholders can help with ‘business logic’
m Architects can help with interaction with application arch-type

Avoid

m  Get technology-specific about your misuses ("Using TamperData...")

m  Require 'security fu' for misuse ("XSS the form...")

m Devolve into a Data Sensitivity classification

m Specify requirements ("Use SSL, with digest authentication™)
_.'-'l‘.
T
cigital
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Example:

m Jimmy, Johnny, and Sally

|Who ||What “ How || Impact | Mitigation
Jealous ‘Phish’ <Various> Campaign PO
friend credentials destroyed i

© 2010 Cigital Inc. All Rights Reserved. Proprietary and Confidential.
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“Techniques to ensure that
your software architecture
exhibits all of the required
non-functional, emergent
properties in concert with
one another.”

John Steven
Software Security Principal

Cigital, Inc.

Tuesday, March 1, 2011 _




7.3 —Do ‘ARA’

Architectural Analyses

Callback
- Attack o
Privileged threads Resistance Amblgu.|ty
Analysis Analysis

Underlying

Framework

Weakness
Analysis

. Lure component
Break encapsulation ~ - P

Data leakage | l * Manipulate query
Callbacks » Access function
Impersonation
Escalation
X
_"l‘.
L .
.‘_'
cigital
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ARA’ s find ‘Flaw’s

(O—O 1
. Why can’ t
—] | just grab
‘A’ and
Channed

—_ ,*‘/
(cm—— .\_.
Channed g:xfr:i
worzamar
Transactions| ——
\——'
— e
Channed
Sclective
Cansumar

_"l‘.
u.

g
cigital
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.
I ARA |s About Identifying Flaws

FLAWS - Design

m Misuse of cryptography

m Duplicated data or code

Lack of consistent input validation
Missing authorization checks
Insecure or lack of auditing

Lack of authentication or session management on
APIs

m Missing compartmentalization

_"l‘.
u.

g
cigital
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Augment with "Goal-oriented’” Vectors

R

Thin Client

Applet

Hosting LAN

Host System

Res

Password !

) P N

j ‘ Decorator
| : Servlet

| .

]

]

)

)

S
JavaServer L

q JavaServer

CSR

Session

Session,
business
beans

> | Middleware |

--------------- T <
:

. Database
Host

Reset Client | Pages
beans ;
Script E :
: : .
P !
g VT ——————————————————————————————————————————————————————————————— — — — — — — — — — — — — — —
o )
| \
i E
) \
. Untrusted O S
1st Tier ] 2nd Tier ] 3rd Tier
n n
Attack Vectors —» System/Net Arch. AR Threats Assets ﬁ
Untrusted e 1 - Internet-based Attacker Credentials %
Phishing Attacks: XSRF, fixation, etc. —p» Hosting LAN o (unauthorized) User Account Data f{ i -.‘_
Phish CSR credentials —> Application Host o 2 - Internet-based Attacker Account Manipulation * .'
Access 'admin' Iface directly —> Database Host o (authorized user credentials ‘ - L
SQL injection —> High-trust (App.) 3 - Attacker with LAN credentials .
cigital
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1. Enumerate Potential Failures in design elements

Ask: is each element:
m Control absent?
m Used ineffectively

m What' s the effect of digesting a password?
m Does code signing prevent malicious code?
m What does SSL (w/o) certs provide?

m Implemented correctly?

m Present, but unused

Jeff Williams has suggested this framework for security controls for some time ;=
cigital
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2. Find Key Structural Components

Component diagrams show critical choke points for
security controls (input validation, authentication,

output encoding)

-------------------------------------------------------------------------------------------------------------------- \

e 3 Hosting LAN ?

i — 3 ! — 3 S—
i | Thin Client | 3 Middleware Cach 1
| : \ LDAP [ > > gons, 1
| : | Store :
' |
| o 5
) )
!
!
!

Applet

o Host System : . Database
\ - : i Host

@ ‘ " Se -
eb Container .
; N - Session,
} ; Login L > business
| ! . Servlet V. ’
: § 0 beans
| \v
4
4
4

Servlet

/

b N\ Feueseruar /
: Password 3 5 JavaServer CSR .
| Reset Client c Pages Session
I
E Script :

i !
{__Untrusted

_"l‘.
u.

g
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B
I Critical Functionality Pointers

m Based on idiom/paradigm
m Control Patterns
m Command Patterns
m Inversion of Control containers
m Session Management and other flow-drivers
m Underlying frameworks
m Callbacks
m Plugins
m Frameworks
m Security features g

m.
g
cigital
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. Untrusted : Hosting LAN

Thin Client

Javascript

Host System
————— Application Server

Web Container A
S s Controller ;
ecorator Servlet i i
Dscorat : Identity
1 _l— : Management
%\ Action Deployment
Servlet Descriptor

- e
m.

g
cigital
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DN
I Pass tech.-specific KM by REFERENCE

m Do not duplicate technical resources in your
T.M., that’ s a later step.

m Reference:
m Code review guide:

m Testing guide:

_"I‘-

m

.‘.'

cigital
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How

Who What How Impact
Public, Directly request * Forceful browsing PR Incident
unauthorized, and gain access to Failure to demand Non-compliance
Internet user another user’s info  auth Increase QSA

* Session Fixation assessment cost
Public or partner,  Upload malicious * Upload exceptional SLA violation
authorized user content as part of large file Data loss/

normal workflow * Use file as injection  corruption
vector Wholesale
* Upload dual-type system breach

file (such as GIFAR)

m THIS is where the:

Technical meat is...
The deep security domain knowledge is...

© 2010 Cigital Inc. All Rights Reserved. Proprietary and Confidential.

Mitigation

* FD:3.2: session mgmt

* SR:2.3.4: URL, forms data
* FD: 3.4: Controller design

* SD: 1.3: WebSeal integration
» SP:1.3: Demanding Auth.

« SP: 9.3: Virus scanning uploads
* FD: 6.1: Upload quota

» SP: 2.2: Filtering input

» SD: 6.3: Re-encoding files

» SR: 6.5: Spec for valid file types

_"l-.
m.

g
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Pilfer tech.-specific security standards

1iame == “ITEM PRICE")}({

t price){
transaction.setOrderPrice (
Double.parselouble (node.getTextContent (}) )
got_price = true;

log(“Input Validation Error: ITEM PRICE set t
5 DOr

0

© 2010 Cigital Inc. All Rights Reserved. Proprietary and Confidential.

As well as explanation

A particular kind of input filtering avoids
this class of potential XML injection
attacks. Specifically, parser code
should look for inappropriately
duplicated tag elements and treat any
such as errors that cause an abort in
processing. In other cases, continuing
having failed silently may be
preferable. In either case, the error
should be logged.

Only particular elements fall prey to such

semantics, such as invariants like

price. The example below

demonstrates simple protection of

elements with an expected cardinality

of one with a conditional guard: -_,"-.-
.‘."
cigital



- I
Advice can extend into design

32bit 32bit Multiple of 512 160 bit 160 bit

Sketch high-level design E“‘”*\LFL\I/JWI/\AH’_\lﬂJ\IMI

Outline low-level design, RGBS s

implementation — S Encrypied Data
m Includes instructive code g%ﬁhppmﬂ : Aibutes v

snippets: i %E‘:’:“EE: popcaton it

m  Technology specific e }’ _______________________________ s
= J2EE version specific T e croaon] [
= Describes both: B L pSeep ] pusreen |
sTRe RO g Lo
= “avoid”

Encryptedin

BufferedOutput Bufferedinput
Stream Stream :

[/ Create a new JCA PasswordCredential based on username and password

llHere ! S how to use lout Of credential = new PasswordCredentiali callerName, callerPassword.toCharArmay| ));
7
th e box A PIS securely’ for /! Associate JCA managed connection with PasswordCredential
Iogging R 7 credential setManagedConnectionFactory{conn): [

-
cigital
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How

m Update your information when:

m When research shows you attacks have
been facilitated/automated

Metasploit variety, SSL attack APIs, etc.
m Incident response shares data
m Industry research shows attacks

_"I-
m.

g
cigital
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IS
Know thy enemy & how they attack you (REDUX)

Who What How Impact Mitigation
Public, Directly request * Forceful browsing PR Incident * FD:3.2: session mgmt
unauthorized, and gain access to - Failure to demand Non-compliance  + SR:2.3.4: URL, forms data
Internet user another user’sinfo  auth Increase QSA * FD: 3.4: Controller design

* Session Fixation assessment cost  « SD: 1.3: WebSeal integration

» SP:1.3: Demanding Auth.
Public or partner,  Upload malicious » Upload exceptional SLA violation « SP: 9.3: Virus scanning uploads
authorized user content as part of large file Data loss/ * FD: 6.1: Upload quota
normal workflow * Use file as injection  corruption » SP: 2.2: Filtering input
vector Wholesale » SD: 6.3: Re-encoding files

* Upload dual-type system breach » SR: 6.5: Spec for valid file types
file (such as GIFAR)

m Who: Skill, Motivation, Access

m What: Technology-agnostic conceptual

m How: The specific tactics that might make attack successful

m Impact: the cost of successful attack

m Mitigation: traceability into elements designed to resist, identify, or

prevent attack e

.
cigital
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Who owns the table?

Who What How

Public, Directly request * Forceful browsing
unauthorized, and gain access to Failure to demand
Internet user another user’s info  auth

» Session Fixation

Public or partner,  Upload malicious * Upload exceptional
authorized user content as part of large file
normal workflow * Use file as injection
vector

* Upload dual-type
file (such as GIFAR)

._Business Analyst

(Security) A

Impact

PR Incident
Non-compliance
Increase QSA
assessment cost

SLA violation
Data loss/
corruption
Wholesale
system breach

Mitigation

* FD:3.2: session mgmt

* SR:2.3.4: URL, forms data
* FD: 3.4: Controller design

* SD: 1.3: WebSeal integration
» SP:1.3: Demanding Auth.

« SP: 9.3: Virus scanning uploads
* FD: 6.1: Upload quota

» SP: 2.2: Filtering input

» SD: 6.3: Re-encoding files

» SR: 6.5: Spec for valid file types

Business Analyst

<€

© 2010 Cigital Inc. All Rights Reserved. Proprietary and Confidential.

rchitect

(Security) Architect

_"l-.
m.
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Don’ t worry about “left to right”

Who What How Impact Mitigation

Public, Directly request * Forceful browsing PR Incident * FD:3.2: session mgmt
UNAUTHORIZED, =nd gainaccess to ¢ Fallure to demand Non-compliance * SR:2.3.4: URL, forms data

Internet user er user'sinfo  auth Increase QSA * FD: 3.4: Controller design
» Session Fixation assessment cost » SD: 1.3: WebSeal integration

- CSRF >  Fraud » SP:1.3: Demanding Auth.
Public or partner, O0ad malicious » Upload exceptional SLA violation » SP: 9.3: Virus scanning uploads
authorized user content as part of large file Data loss/ * FD: 6.1: Upload quota
normal workflow * Use file as injection corruption « SP: 2.2: Filtering input
vector Wholesale » SD: 6.3: Re-encoding files
» Upload dual-type file  system breach * SR: 6.5: Spec for valid file types

(such as GIFAR)

m When testing finds an attack:
m First, decide if its impact warrants further exploration
m Are additional impacts possible?
m  Consider what conceptual goals the attack supports
m  Then consider who could launch the attack against the application

m After analysis converges, iterate secure design A%
cigital
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Take Homes

m Base Threat Model in software architecture

m When specific use (cases) and high-level architecture are defined:
= Inventory roles, entitlements, if one doesn’ t exist
m Inventory assets: sensitive data, privileged components

m Enumerate initial attack vectors
m Use common ‘low-hanging’ fruit

m Elaborate more attacks
m Find opportunities for privilege escalation
m Layer attacks to target or ‘hop’ to assets
= Fill in gaps by ‘inventing’ attacks

m Use Threat Modeling to drive security testing: o
cigital
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I
Tips #2: Target Using Layered Attacks

-« B2C | [ B2B >
iUscr 1 I .ﬂ
s T 1 Hosiing LAy 7777y
Thin Client = |—|Middleware Cacne,
oA Store
""""""""""""""""""""" Host System T " Database ' :
— e — — — : : Host [
Applicatior) Server : : :
: Web Container |
f Login P 4
| it el Session, _— ]9 '
: ¢ _ business—| | H —
_beans ‘
| 0 DB
iqsn ) Serviet ,// Entity | : -
[ Password H — beans | S
| ResetClient | o = o I— : : mim l
1 : k- oaneruor | g runs DY Reper
| | B | e N B — e
[ E ¢ | 7 pages | Session Log . Azmin 13
L : E 0 I* beans reaczlog | ™
[ o . 0 S | 9 3
o ntrusted T
1st Tier 2nd Tier . 3rdTier
L '} L i}
r 1 r 1 L L4
Attack Vectors System/NetArch. -~ Threats
Manipulating Web Traftic — Untrusted 1 - Internet-based Attacker
Form injection (o] Hosting LAN (unauthorized)
Phishing Attacks (Resp. Spliitting, XSS) © Application Host 2 - Internet-based Attacker
Cross Site Hequest Forgery (CSRF) @ Database Host s (authorized user credentials
Injection —> High-trust (App.) 3 - Attacker with LAN credentials
Normal use cases —

m Bootstrap later attacks with those that ‘deliver’
m Use one layer to exploit another (net, app)
= Combine attacks to reach desired target L
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Tips #3: Filling the Gaps...

- B2C | | B2B —
qgser ¢ 1
P REEPEERE : ’,’ ” TR RS ES DU SE SIS SISO Hééiiﬁé TAN ST ey

| ThinClient |: M :

E Lo F \ Middleware Cache

: iy : ‘. LEAS | Store I
: Applet e ' \

. o . s

. H .

Host System :

: : Host o

: : \ Applic?f Server : : :
Nt [Toecorator Servise / Session, |

: TN Servlet business 3 N —

] : / beans | :

¢ . G 3 _ - DB

CSR | pvr— li--- : A

Javasaruew_ L
J

Password I avaserver | CSR
Reset Client B | 1= pages [4—| session

E /‘ '{ | beans
: :

. Untrusted e JETUU U '3
1st Tier . 2nd Tier i 3rc Tier
] [ i —
Attack Vectors — System/Net Arch. (R Threats Assets e
Untrusted 1 - Internet-based Attacker Credentials ﬁ
Phishing Attacks: XSHF, tixation, etc. Hosting LAN (unauthorized) User Account Data  y
Phish CSA credentials —» Application Host 2 - Internet-based Attacker Account Manipulation *
Access ‘admin’ Iface direct Y — Database Host b (authorized user credentials
SAL injection — High-trust (App.) 3 - Attacker with LAN credentials

m How do we design tests to fill this gap? .

- "
u.

g
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Institutional
Knowledge

Intellectual
Property

A security knowledge architecture

Security
Activity

Artifact

Software

X

Business
Stakeholder
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Architect

Security
Architect

X

Dev. Lead

Security Security 9 Reference ) Dev.
Policy Standards \ ™ Architecture [ Framework
p— /
lication
Segurity
Technology- Secure
specitc [of Deson | of Aeck LU Coce
Standards Patterns .
'
‘ /f
Y Security
Craft Analyst
Misuse/ %Zr::irr?t;e Model ‘ s?;fwe:fe Review
Abuse Reds Threat Arch Code
Cases as. '
High-level Low-level Secure
UseCases | Reqs. |l Spec Architecture [~ ™| Design Code
cificity of Artifact >
Line of Business Architectu evelopment Team

jsteven@cigital.com
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Attack Patterns

Attacker

Guard Component

Client Side

Server
Side

?7?

Applet

Servlet

?7?

A

4

"Protected" Interface

JNI/DLL

DB/
sQL

?7?

y

Attack Target
a.k.a The Jewels

JavaCard

DataBase

?7?
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1.1 Attack Pattern

Description

General Indication
General Recipes for Exploit
General Protection Schemes

Known Instances: A brief description of:

Who and on what contract the instance was
identified

A brief description of why the vulnerability is
applicable to the pattern

Mapping from general scenario to components
within the instance

Indications: Signs of weakness consultants

look for to determine whether a particular

security vulnerability scenario is likely to apply

to a system. Indications are specific concrete

properties of the software which are easily

detectable.

Protection Schemes -
-.;. B
.‘."
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Exploit Graphs

m Flowchart of:
Delivery
Increasing privilege
Gaining access
Subverting protections
Architectural failure
Attack Actualization

m Shows effective

mitigation
m  Compendium Chart

Delivery

Access

Actualization

<Section Numbers>
1

Malicious
Web Page
(JSP)

11

Malicious
Email
(JsP)

1.2

Obtain
Signed Applet's
ClassLoader

Obtain
protected

Inherit Signed interface

Applet's
Permissions

JSP (1.16)

Obtain
protected
interface's

Class

Obtain
protected
interface's
object

Reflection's
invocation
API

Call
protected
interface

Step | Detail: How/What Conditions Protection
#
1 Deliver Attack: (get attack code | Client must have Internet
onto machine w/ Asset) access
> . .
5 | — | Trick user to point browser to Browser must have “run glcs)?ll; {d?iisc?st 1:; b;r?;:ser.
Z [~ avascript. Javascript” enabled. N g S0 prev
E other sites from working.
« | Send victim email containing User’s mail reader must Disable Javascript execution
~ | malicious Javascript. interpret Javascript. in mail reader.
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Incident
Data

-

\_

» Corporate

Security
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Technology

I
Steering Committee: Roles with TM Process

_ )
« Security

Group
* EA
* Industry Data

New D

Standards

Controls

Developers

J

-' -'
.
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Thank you for your time.

_"l‘.
m.
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