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The play

O
A Introduction to Software Architectures

O
A Security Architectures with Patterns

O
A A case study
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Software Architectures
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Objectives

0 What Is Software Architecture?

0 Why Is Software Architecture important?
0 How to Create Software Architecture?

0 How to Evaluate a Software Architecture?

KATHOLIEKE UNIVERSITEIT

LEUV
7| DistriNet



Is this an architecture?

Boxes and arrows
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Software
Architecture

Definition of Software Archite]--
efinition of Software cte“

IIIIIII

:::::::::

The software architecture of a program or
computing system is th&ructure or
structuresof the system, which comprise
softwareelements theexternally visible
propertiesof those elements, and the
relationshipsamong them
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What?

Other Definitions

! NOKAGSOUdzNE A& GKS TFdzyl
system embodied In its components, their
relationships to each other and to the environment
and the principles guiding its design and
SP2ft dzi A2y € WLI999 MnT M6

Maier, M. W., Emery, D., and Hilliard, R. 2004.
ANSI/IEEE 1471 and systems engineefiggt.

ATH

Eng.7, 3 (Sep. 2004), 258770 LE
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Importance of architecture
Reconcilestakeholders
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Importance of architecture
Impact on requirements

General
A Specification
Level
of
detail
v Requirements Architecture
Detailed
Independent Dependent

-} -

Implementation
dependence

Twin Peaks
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Creating software architectures

0 Architectures are largely influenced by
software qualitiegnon functional
requirements)

0 Software qualities
A Performance
A Modifiability
A Availability
A Security
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Creating SA
Quality Models

0 How achieve software quality?
A Understand what quality means:
AVerify that quality is achieved:

0 Quality Model
A1S09126, Boehm, etc
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Creating SA
Quality Model

Communicativenes

Usability
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. Q Device
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Creating SA

Attribute-driven design

WA recursivelecompositionprocess where, at
each stagelacticsand architecturapatterns
are chosen to satisfy a set ofiality scenarios
and then functionality is allocated to
Instantiate the module types provided by the
pattern.
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Creating SA

Quality attribute scenario

Response:
Modification

IS made with no
side effects

=)

M Artifact:
Environment: Response

Stimulus:
Wishes to

Source: (At design time measure:
Developer S . ) In 3 hours
Tactics to
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Creating SA

Tactics & patterns

e

Kazman

Security
tactics

- Authenticate Users

- Authorize Users - Intrusion Restoration:

- Maintain Data Detection (see Aailability)
Confidentiality

- Maintain Integrity |dentification:

- Limit Exposure - Audit trail

- Limit Access
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Creating SA
Algorithm

1. Choose the module to decompose

2. Refine the module
a) Choose architectural drivers
b) Choose architectural patterns (from strategy)

c) Instantiate child modules and allocate
functionality (from use cases). Document in
multiple views

d) Gap analysis
3. Repeat
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Documenting SA
Architectural Views

0 Views on human body

0 An architectural view is a simplified
description (abstraction) of a system
A From a particular perspective
A Covering particular concerns, and

A Omitting entities that are not relevant to this
perspective
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Documenting SA
Architectural Views

0 At least

A Decomposition
A Interaction

A Deployment

0 Mapping between views

Almportant
AHard
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Documenting SA
Decomposition

Components Connectors

_-..-
Module
Reference
Compilation dependency
(include, "with")
[ ] Subsystem

Layer

KATHOLIEKE UNIVERSITEIT

LEUV
22| DistriNet



Documenting SA

Interaction
(1) Off-Hook
- (4) digit
Jﬂe:l:‘.ﬂntrﬂlle% (2) dial tone Joa Terminal »~—= { Numbering plan
- '
(3) digit

conversation

:Conversation
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Documenting SA

Deployment

Foo

LAN

Application
Server

LAN connection

Vocal

Device ——— | gateway
Cisco 3640

Bar

Client
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Evaluating SA

Motivation

o/ NBFGAYy3 GKS GaNRIKUOE
requirements Is still a general problem in
software system development [SEI]
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Evaluating SA

Boehm costs of change
VAN

Cost

Requirements Design Coding Testing Deployment
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Evaluating SA

Motivation

Source of Problems in Software
Development

Architecture Design
Requirements Engineering
Software Implementation

Hardware Implementation

|II|[

Evolution and Maintenance

0% 20% 40% 60% 80%

P. G. NeumannComputerRelated RisksAddisonrWesley, 1995
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Evaluating SA
Output

0 Is this architecturesuitablefor the system for
which it was designed?

A Resulting system will meet quality goals
A System can be built using available resources

0 Architecturalrisks
AWhat are the weak points of the architecture?

0 Architecturaltrade-offs
A Choices are made explicit
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Evaluating SA
2 K2Qa Ay@2z2ft OSF

0 Evaluation Team 0 Customer Roles
A Team leader A Decision Maker
A Evaluation leader A Software Architect
A Scenario Scribe A Other stakeholders
A Proceedings Scribe
A Timekeeper

A Questioner
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Evaluating SA

Architectural approaches

0 Examples
A Used a layered architecture
A Use of distributed data

0 l.e., architectural styles (patterns)

0o Examples in security
A Use of interception
A Use of process separation
A Use of single access point
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Evaluating SA

Elicit and prioritize scenarios

Difficulty

Do these first

H

Do not do these

L M H Importance
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Evaluating SA

Analyze
Scenario A8.1 Search, browse, and order submission is
down less than 1 hour/week
Attribute Availability
Architectural approaches Risk Tradeoff Nonrisk

AD9 Backup copy of database on tapdr9
(not disk)

[R9. Recovery from tape can take more than 1 hour in case of large amount of ]
data
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Security Architectures
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Objectives

0 What Are Security Patterns?

0 How to systematically bridge from security
requirements (problem domain) to secunty
aware software architecture (solution
domain)?
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Security patterns

Well-known (@ndssound)solution forrarecurring security
problem, whose pros. &cons are known:in,advance

Pay

o! 0aSOdzNAGeév LI 0GSNY RS:
A a single kind of (security) problem
A the solution as a constructible software entity
A design steps for constructing the solution

0 Potential helpful tools to implement security
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Example: Audit Interceptor

0 Stucture
Client sends Audit Interceptor | forwards Target
| |
uses logs
Audit Event Catalog Audit Log
le )
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Example: Audit Interceptor

0 Sequence Diagram

|:Client | |:Audit|nterceptor | |:AuditEventCatang | |:AuditLog | |:Target |

1: request i

2: lookup

Bl

4: forwar

N

5: reply
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EXisting Inventories

o Markus Schumacher, et
al, Security Patterns
Integrating Security and
Systems Engineering

0 Christopher Steel, et al,

Applied J2EE Security
Patterns Architectural
Patterns and Best
Practices

|
Markus Schumacher
Eduardo Fernandez-Buglioni
Duane Hybertson
Frank Buschmann
Peter Sommerlad

SECURITY
PATTERN

Integrating Security

cove

SECURITY
PATTERNS
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Security patterns landscape

0 38 publications
0 218 patterns

Data set

inflated
expectations

[~

0 19962006
i
@ Al
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= 40
=
§ A
E 2 _
g 10 trigger
i e

=

1996 1997 1995 1

Abstraction level
Overlaps
Quality issues
No structure

/
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2004 2005 2006
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Security patterns landscape

Quality
0 Grade pattern elements
A Problem
A Structure ) s
A Behavior Q = iE—\JmaX“
AConsequer .,
AExample 0%

gﬁn%
& 20 %

10 %
0 %

l__

0% -20%  A0%-40%  40%-60%  G0%-50%  80%-100%
Low Medim High

Cuality




Problems & our approach
0 Quality & quantity:

A Not all published patterns are actual patterns
A Overlapping/duplicate descriptions

A Descriptions are lacking in detail

A Essentially: too many unstructured patterns

0 How to choose and implement the right pattern?
AX NBFRAY3I GKSY FfifK
done that, not recommendable ;)
o Our approach:
A Collect good patterns in a structured inventory
A Integrate selection in software engineering process

KATHOLIEKE UNIVERSITEIT

LEUV
41| DistriNet



Security patterns catalog
Overview

0 Abstraction level
A Categorization
0 Quality
A Template
0 Overlaps
A Grouping
0 No structure
A Inter-pattern relations

0 Support for
methodology
A Security objectives
A Tradeoff labels
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Security patterns catalog
Categorization

Code required

Application m_\
39 pattems

m-—-‘ m____
~ b
" b

44 pattemns 27 pattemns

SECURE MESSAGE ROUTER
APPUCATION FIREWALL

I
I

SECURE PIPE 1

I

I

1 SECURITY PROVIDER

I

I

I

I

I

ENCRYPTED STORAGE

I

I

: CREDENTIAL

I
SECURE ACCESS LAYER 1

I

I

I

I

I

|
|
|
|
|
| OBFUSCATED TRANSFER OBJECT
|
SECURITY ASSOCIATION
: CONTAINER-MANAGED
: SECURITY
|
L

AUTHENTICATION ENFORCER
AUTHORIZATION ENFORCER

ADMINISTRATOR (BIECTS

Locality prinCiple KLATHOLIEKE UNIVERSITEIT
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Security patterns catalog
Relations

Depends on

Conflicts with
Impairs

Alternative
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Security patterns catalog
Relationsg In practice
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System
Demilitarized Zone I
Secure Pipe
Load Balancer n
Audit Interceptor
Application Architecture
Authentication Enforcer II
Applchtlon Design P
Limited View

Full View with Errors
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Security patterns catalog
Objectives

[ Confidentiality ] integrity |
o ) . N
— Data Confidentiality — Data Integrity
Storage Confidentiality Storage Integrity
Transmission Confidentiality Transmission Integrity
Authorization? Authorization?
— Application Confidentiality — Application Integrity
I— Authorization?
Accountability | Availability |
N\
Nonrepudiation W
Auditing Privacy )
- Requires authenticatioh Anonymity 1

lIEKE UNIVERSITEIT
UV
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Objective

Security patterngatalog
Objectives; In practice

Humber of core patternms

0 10 20 al 40 a0 g0

COMFDEMTIALITY .o
Data corfidenti ality
=torage corfidenti ality

Trarsmission corfiderd ality
Aoplicaton corfidert ality
INTEGRITY ..o
Data integrity
=torage integrity
Tranamission integhty
Lpplication integrity
ACCOUNTABILUTY .o
Mon-repudiation
Ay ycditing
L encycfire
A5 AL ABILITY. ..
PRV ACY e
A morsanity
ALUTHEMTICATION..................

AUTHORLLATION ..o



Security patterns catalog
Tradeoff labels

7

¢ Dependability
¢ Portability

¢ Maintainability
¢ Performance
¢ Usability

\

\.

¢ Manageability
¢ Auditability

J

¢ Integrity

¢ Availability

" ¢ Confidentiality

¢ Accountability

¢ Cost

Denote strong points and weaknesses, e.g. Audit Interceptor:
- Performance
+ Accountability
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Security patterns catalog

Pattern Name
Intent
Also known as(optional)
Applicability
Security objective
Labels
Relationships
A Dependenci es
A I mpairments
A Conflicts
A Benefits
A Alternatives
1. Problem
A Forces
2. Example
3. Solution
A Structure
A Dynamics
A Participants
A Coll aborations
4. Implementation (optional)
5. Pitfalls (optional)
6. Consequences
7. Related patterns
8. Known uses

Bringing It together

0 Purpose: uniformly
describing patterns

0 Ensures that all
relevant data iIs
Included

0 Summarizes
iInformation for quick
selection
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Attribute-driven design
Bass, CIE?ZerTr]\;sn, Our approach

Main Security
Objective

Security
tactics

- Authenticate Users

- Authorize Users - Intrusion Restoration:

- Maintain Data Detection (see Availability)
Confidentiality

- Maintain Integrity Identification: Labels:

- Limit Exposure - Audit trail

- Limit Access

Availabilit
e EIT
l
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Methodology
Analysis

Analysis

Security Requirements
Domain , Functional ,
model Requirement
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